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MicroProcessor &7 aiRf=rd g |
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RICRIK A
1. Introduction to Computer Architecture and Operating System
» Introduction to Computer and Computer science

Cinder Storage
Generation of programming Language

» Computer basic functions

» History and generation of Computer

» Information and Communication Technology

» Hardware, Software, Firmware and Human ware
» Classification of Computers

» MIPS (Millions of Instruction per second) and Hertz
» Words and Definitions (bits and bytes)

» Number Systems

» Computer System Architecture

> Input Unit

» Processing Unit

» Output Unit

» Storage Unit

» Local Storage

» Network Storage

» Object Storage

>

>

q0




Computer malwares

Introduction of internet, intranet, extranet and cloud
introduction to Data Center

introduction to 10T (Internet Of Thing)
Introduction of Operating Systems

Function of Operating Systems

Command interpreter(shell) and kernel

Booting process and Boot Loader

Types of Operating Systems

YVVVYVYVVYYVYYVY

2. Basic Electronics

» Fundamental of electric and electronics

» Atom, atomic structure and electronic Configuration

» Conductors and its Types

» Types of current

» Frequency and its Types

» Electricity and Type of Power plant

> Battery and its Types

» Circuit and its Types

» Current, voltage, resistance and Power

» Ohms law, Kirchhoff’s current law, Kirchhoff’s voltage law, finding equivalent
resistance

» Measuring instruments and basic tools and its use

» Generators, motors and transformers

» Passive electronic and electric components(resistor, capacitor, inductor)

» Resonant circuit and its Types

» Semi-conductor and its Types

» P.N Junction , majority charge carries, minority charge carriers, Barrier potential, forward
bios, reverse bios, unbiased condition, Diodes

» Transistors and its Types

» IC and its Types

» Relay switch, speakers

» Thyristors and its Types

» CRO, Block Diagram and working principle

3. Digital Logic Circuit

An Introduction to Digital Electronics

Functional Difference between Analog and Digital Electronics

Working Principle of Digital System

Methods of Data Sampling and Digitalization

Data Types (Binary Number, Decimal, Octal, Hexadecimal, ASCII, ANSI, EBCDIC, BCD,
Grey Code etc.)

ConVersion Methods of Different Data Types and their Application

YVVVVYVY

Y
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4. Mic

YVVVVVVYVYYVY

Logic Gates, Types, Analysis With Truth Table

Drawing Circuits Using SOP and POS Forms

Simplification of Logical Expressions Using Boolean Algebra and K-Map (karnaugh Map)
Combinational Logic Circuits, their Types and Application

Sequential Logic Circuits, their Types and Applications

Difference between Combinational and sequential Logic circuits

FET (Field Effect Transistor and their Types, ROM, RAM, and their Manufacturing Details)
Analog to Digital and Digital to Analog Converter

Parity Bits and their Application

Seven Segment Display(LED-Light Emitting Diode)

roProcessor

Introduction of MicroProcessor, Assembly Language and machine Language
Intel Series of microProcessor, MicroProcessor operation
Architecture of 8085 MicroProcessor

Internal Data operation and registers

Pin Diagram and Pin Description

Introduction of SupPorting Chips

Programmable peripheral interfacing (PPI)
Programmable Interval Timer(PIT)

Programmable Interrupt controller(PIC)

Direct Memory Access controller(DMA)

5. Hardware

Y

YV VYV

Y

Block Diagram of Standard PC
Overview of Computer System and its components
Booting Process
MainBoard
Design Approach
%+ Bus Oriented Computer
% Single Board Computer
Motherboard Block Diagram
Classification of Motherboard
++ On the basis of board used
v On the basis of Technology/ form factor
e PC, PC-XT, PC-AT, LPX, ATX, NLX, ITX, WTX
v/ On the basis of 1/0 Slot Architecture
e ISA EISA, MCA, VESA, PCI, CNR, AMR, VGA, PCl-express
¢+ On the basis of CPU/microProcessor used
v/ 8085, 8086, 80286, 80386, 80486, pl, p2, p3, p4
Power control Section of Motherboard
¢+ Switching IC
+«+ Power control Chips

1R




%+ Power Regulator
%+ Power Delivery Map and Computer Start process
» BIOS ROM ARCHITECTURE
¢ Introduction of BIOS
% Function of BIOS
v' POST, Boot strap loader, Setup Utilities, System BIOS ISR(Interrupt Service
Routine)
CMOS-RAM, ESCD(Extended System Configuration Data), PNP, CMOS Battery
System Resources
v IRQ (Interrupt Request) and DMA(Direct Memory Access)
e Software and Hardware IRQ
e IVT (Interrupt Vector Table)
Pin Architecture of BIOS
Interfacing Block Diagram with RAM and CPU
Upgrading and Burning BIOS

X/
X4

L)

X/
X4

L)

X/
X4

L)

X/
X4

L)

X/
X4

L)

» PCBUS
% System BUS, Processor Bus, Memory BUS, 1/0 BUS
» System Buses
% Data Bus, AddressBus, Control Bus
%+ Bus size, Bus speed, clock speed
» BUS and Port
» Types of BUS
% Parallel and Serial BUS
» 1/0 BUS and PIN Architecture
+ Standard 1/0
% Local I/0
¢ Industry standard Architecture
%+ Micro Channel Architecture
¢+ Enhanced Industry Architecture
% VESA Local BUS
Peripheral Component Interface
PCI-Express
PCMCIA
PC Card
Card Bus
USB
Miniature Card
» Types of Port
¢+ Serial and Parallel Port
» Port and PIN Architecture
s PS/2Port
¢+ sound Port

o
o
o
o
o
X3

*,

/7

K/

*

13




*
°e

VGA Port
LAN Port
Serial Port/RS-32
AGP
SATA
PATA
HDMI
Daughterboard Block Diagram, Architecture, Interfacing
% Display Card
LAN Card
Sound Card
Modem Card
» TV Card
Classification of CPU on the basis of brand
% Intel, AMD, Celeron, IBM, Motorola
RISC and CISC Processor
Generation of Intel CPU
% 8085, 8086, 80286, 80386, 80486, p1, p2, p3, p4
Multi-processing, Math CoProcessor, MMX, Multi-Threading, Hyper Threading
Technology Processor
Feature of Pen tium family Processor
s pl, p2, p3, p4, dual core, core-2 dual, quad-core, i3, i5, i7,i9
superscalar, xeon Processor
Motherboard ChipSet and its Block Diagram
% GMCH(Graphics Memory Control Hub)
¢+ ICH (Input/Output Control Hub)
¢+ Super 1/O controller Chip
% Clock generator, sound Chip, Lan Chip
Memory Technology
% Primary Memory
v RAM
e Types of RAM
o DRAM, SRAM
e Interface Block Diagram of DRAM, SRAM and CPU
e Types of DRAM
o FPM, EDO, SDRAM, DDRSD, RDRAM, SGRAM, CMOS-RAM
¢ MEMORY MODULE ARCHITECTURE AND BANKING
= SIPP, SIMM, DIMM, RIMM
= Pin Details of Memory Module Architecture
= Parity
= ECC
e Types of SRAM(cache Memory)

*
°e

*
°e

*
°e
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= L1,L2,L3
v' ROM
Mask ROM
PROM
EPROM
EEPROM

» Flash-EEPROM
% Secondary Memory

v Hard Disk
Floppy Disk
Compact Disk
Optical Disk
Flash Memory
Tape Drive

v Zip Drive

» Architecture and working principal of Hard Disk
» Types of Hard Disk

% Parallel Advanced Technology Attachment (PATA)

% Serial ATA (SATA)
% Small Computer System Interface (SCSI)

%

% Solid State Drives (SSD)

N NI N NN

7/
*

» File Systems in Different O.S.
% Fatl6, Fat32, NTFS, EXT2, EXT3, XFS
» Storage Interfaces
s ST 506
% ESDI
+ IDE
% EIDE
¢ Ultra DMA
s SCSI
» RAID
> Different levels of RAID
Networking Fundamentals
» Introduction to Network
» Advantages and Disadvantages of Network
» Building Blocks of Network
%+ NIC, Hub, Bridge, Repeater, Switch, Router, Firewall, Server, Client Computer
% Collision Domain, Broadcast Domain, CSMA/CD
» Logical and Physical Network Topology with Schematic Diagram and Description
% Bus, Mesh, Ring, Star, tree/Hierarchical, hybrid, and Wireless
» Data Communication Fundamentals and Techniques

14




% Analog and digital signal, data-rate limits, digital to digital line encoding schemes, pulse
Code modulation, parallel and serial transmission, digital to analog modulation,
transmission media.

Networks Switching Techniques and Access mechanisms

% Circuit switching, packet switching- connectionless datagram switching, connection-
oriented virtual circuit switching, dial-up modems, digital subscriber line, Cable TV for
Data transfer.

Types of Network

AN

AN

AN

OSI Seven Layer Model and TCP Model
oSl Modsl TCP/IP Model

J J J
L X X X4
s

Network Protocols Details with Port Details
Networking architecture
¢+ Peer to Peer Network
¢ Client/Server Network
IEEE and Networking Standards
802.2 IEEE Standard
802.3 IEEE Standard
802.5 IEEE Standard
802.11 IB IEEE Standard
++» |EEE 802.3 STANDARDS
10 Base2
10 Base5
10 BaSet
Fast Ethernet
Gigabit Ethernet
Media Types and Connectors
%+ Coaxial, UTP, STP, optical Fiber, Wireless
% BNC, ST, SC, LC, RJ-11, RJ-45, AUI, SFP

K/
*
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» Signal Transmission Modes
% Simplex, Half Duplex and Full Duplex
» Commutation Message Types

X/

% Broadcast
% Multicast
» Introduction to IP &IP addressing

s IPv4, IPVv6

v' Public IP, private IP

%+ Subnet mask assignments, Sub-netting and Super-netting and Default Gateways
» service Port and protocols
» Network Services
DHCP and BOOTP, DNS, NAT, ICS, SNMP, WINS
WAN Technology and Remote Access and Security Protocols
WAN, Dial up, ISDN, T-Carrier Lines, Frame Rely
Remote Access protocols and services
RAS, SLP, PPP, PPTP
» Security protocols

% IPsec, I12f, L2TP, SSL/TLS, Kerberos
» Fault Tolerance, Disaster Recovery
» Understanding Security affects

% Tracert, Ping, ARP, netstat, nbtstat, ipconfig, winipcfg, nslookup

X/
*
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X/
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7/
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7. Routing and switching

» Function of Router and switch and 10S Boot process
%+ Hardware components of routers and switch
%+ Types of physical ports in routers and switch
% Router and switch Feature
¢+ Describe Routing Protocols with Features
v’ Static Route
v" Dynamic Routing Protocol
e Distance Vector Routing Protocol (RIP, IGRP, EIGRP)
e Link State Routing Protocol (OSPF, 1S-1S)
e Exterior Routing Protocol
» IP Connectivity
¢ Interpret the components of routing table
Routing protocol code
Prefix
Network mask
Next hop
Administrative distance
Metric
Gateway of last resort

NENANE NN
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Determine how a Router /s makes a forwarding decision by default
v Longest match
v" Administrative distance
v Routing protocol metric
Configure and verify IPv4 and IPv6 static routing
v' Default route
v Network route
v Host route
v Floating static
% Configure and verify single area OSPFv2
v Neighbor adjacencies
v’ Point-to-point
v Broadcast (DR/BDR selection)
v Router /s ID
purpose of first hop redundancy protocol
Default InFormation Originated
Default route of routing Protocols
redistribution
LSA (Link State Advertisement)
SLA (Service Level Agreement)
» Security and Policy Management(ACL)
% Standard ACL
% Extended ACL
» IP Services
%+ Describe and verify inside source NAT
v’ Static NAT
v" Dynamic NAT
v PAT NAT
» Function of Switch and 10S Boot process
% Feature of Switch
¢+ Describe switching concepts
v" MAC learning and aging
v" Frame switching
v Frame flooding
v" MAC Addresstable
> Network Access
% switch Port Mode
% VLAN, VTP, VTP pruning
¢ interswitch connectivity
v" Trunk Ports
v’ 802.1Q
v" Native VLAN
%+ Layer 2 discovery protocols (Cisco Discovery Protocol and LLDP)
% EtherChannel (LACP)
» Port Security

*
°e

X/
X4
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X/
X4

L)

7/
X4

L)

7/
X4

L)

7/
X4

L)

7/
X4

L)

K/
*
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N




*
°e

Spanning Tree Protocol, Rapid PVST, MSTP and identify basic operations
v Root Port, root bridge (primary/secondary), and other Port Names
v’ Port states (forwarding/Blocking)
v' PortFast benefits
HSRP and FHSRP
Wireless Architectures and AP modes
physical infrastructure connections of WLAN components (AP, WLC,access/trunk
Ports, and LAG)
% AP and WLC Management Access connections (Telnet, SSH, HTTP,
HTTPS,console, and TACACS+/RADIUS)

*
°e

X/
X4

L)

X/
X4

L)

» Security and Analyzing
ARP-snooPing
and DHCP —SnooPing
Back-track
Man in the middle Attack
Span and RSpan
Winpcap
» Monitoring Tools
%+ SNMP in Network operations
% syslog features including facilities and levels
% Nagios
% Cacti

X/
X4

L)

X/
X4

L)

X/
X4

L)

X/
X4

L)

7/
X4

L)

7/
X4

L)

*

8. Linux

» Introduction to Multiuser Operating System

Architecture of Linux Operating System

Principles of UNIX/LINUX

Open Source Software Criteria

Different Linux Distributors

Basic Hardware Requirement for Installation

Installation Process (Physical & Virtual environment)

Booting Process of Linux Operating System

¢+ Description of Kernel, Shell, Boot Loader

% BIOS initialization

% Boot Loader initialization

% Kernel Initialization

% System initialization

» File Hierarchy of Linux

Color Code of Files and folders and Determine File Types

» Setting Aliases or Command Aliases Temporary and Permanently for globally and user
basis

» Monitoring and Managing Linux Processes
++ Introduction to Process Management.

YVVVYVVYVYY

Y

1%




>
>

%+ Types of Process

% States of Process

% Explain about Linux Processes and nice values.

%+ Process Monitoring Tools

Managing SELinux Security

%+ Explain the Basics of Se-Linux permissions and ConText Transitions.
Display Current Se-Linux Modes.

» Correctly Interpret the Se-Linux ConText of a File.

Identify Current Se-Linux Boolean Settings.

X/
*

L)

X/
X4

L)

DS

X/
X4

L)

Limiting Network Communication with Firewalled

% Configure the Basic Firewall Using “firewalld”, “firewalld-config”and “firewalld-
cmd”.

Network Port Security

Description on Email Transmission

9. Firewall

>
>

VVVVVVYVYYVYYVYY

Introduction to Firewall and Its Working Principle
Types of Firewall

% Packet filtering Firewall

% Circuit-level Firewall

% Stateful Inspection Firewall

s Application-level Gateway Firewall
% Next-generation Firewall
Algorithm of Firewall

VPN

System HA

System Certificate

System Diagnostics tools

QOS

Antispam

DoS

Traffic Discovery

WAN Link Failover

Logs and RePorts

7/

7/
*
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HISA R : AU TAHRFA AT TR

(Basic Electrical and Electronics)

AT : 90 "UeT () + ¥ HUGT (AT,) = ¥ HUaT

qrey faaxer a9 wiggermr yfirendEedrg deR e fawder aeAr yfrere IRTSTAH Y AqET FrAfad
ATEYTE® T T GI9es AT TRTH 3, |

HTARAT [aRqHT TeRTFAES GRATTIS T |

foad cites /Feabaes dfe=m T |

faf\T=T geReT HIe T ied oS g T |

qrewy ¥ fopvaremen! faaer saredn ¥ faeeraor 9 |
foefaa afvqe qar e /dJfe=r T |

fafi= yerer graume afg=rT 19 |

T q&[e®
q  emara faga (Electrical Fundamentals)
o AT fagaer =@« (Basic electrical terms)
o 4= (Electricity)
o T4 (Electron)
o 9rer (Proton)
o uard (Matter)
o TZH (Atom)
o e/ faRaraeamT (Current)
o dreest (Voltage)
o =g (Resistance)
o fa=rdra ST (Electric energy)
o fasrara «tfew (Electric Power)
o Farers (Conductors)
o ¥ =ATA® (Semi-conductor)
o &=Td® (Insulators)
o fafasrges /3fsT=ex (Resistor)
o FTaTtEex (Capacitor)
o arfwreex (Transistor)
o awRHR (Transformer)
o FmaTEda (Capacitance)
o gre4e? (Inductor)
o gre4¥ (Inductance)
o wad /giqarar (Impedance)

1




o i wfawe® (Electric and Electronics Symbols)
o fasara ytaesr gres (Types of electric Symbols)

3 Current and Voltage (&= T Hiee™)
e % (Current)
o Sreeae #we {Direct current (DC)}
o 9= a (Introduction)
o 9am (Uses)

o w¥Aley &t {Alternative current (AC)}
o 9iw=a (Introduction)

o 9N (Uses)

o Hiwew (Voltage)
o HTedsTel YR (Types of voltages)

» fg &1 ¥ THl dedst (DC and AC Voltage)

» T T T Aredst (AC and AC Voltage)
> o Aleest (Low Voltage)
> fafegaHedst (Medium Voltage)
> @ dreest (High Voltage)
> URgTETs dreast (Extra high Voltage)
> ¥earers wredw (Ultra High Voltage)

o 3figwep ME® (Ohm's Law)

e afesmar (Statement of law)

e w9751 (Ohm’s Magic Triangle)

hiee, Hieds ¥ Aagel drd (Relationship among Current, Voltage and Resistance)
e, Hieds T FAAgel AEH (Measurement units of Current, Voltage and Resistance)
e, Hledsl T Fa=igal o (Formula and calculation of Current, Voltage and Resistance)
s 7anT (Application)

O O O O O O

3 e afvqsr (Electric circuit)
e giewrsT (Definition)
o faRrciar aikaaar swrTee (Electric circuit components)
o @ (Load)
o Sl arqfd (Power Supply)
o @@= (Switch)

o farfar aiRgaar YR (Types of electric circuit)
o ool qtqd (Open circuit)
o @< qfeag (Closed circuit)
o &< 9T (Short circuit)

R




o fae[a@ ulkgwer se™ (Electric circuit connections)
o &< 9y (Series circuit)

o FAMR 9teqd (Parallel circuit)
o fafaa afeaa (Mixed circuit)

¥ SEU™ (Diagram)
e qiw= (Introduction), &% (Types), Ife=m= 1= afka®r (Method of identification)
o ThHiaH YT (Schematic Diagram)
o o ¥M3e SIUM (Layout Diagram)
o aray eI (Wiring Diagram)
o &+ SIU™ (Connection Diagram)
o fHwe @rga graumH (Single line Diagram)

v fpewe fEw (Kirchhoff's law)
o fF=w @t AW (Kirchhoff's current law)
o fasrdra 9fvgw (Circuit Diagram or closed loop Diagram)
» fF=h FHre g 9T (Statement of Kirchhoff's current laws)
o fe=® Feee Famsr 94 (Application of Kirchhoff's current law)

o fFewa®l Hieawt faw (Kirchhoff's voltage law)
o fFe® Hieest fawar waTe (Statement of Kirchhoff's voltage law)
o fFeh wreest famer 7Rt (Application of Kirchhoff's voltage law)

¢ fas@ =@ gws@ (Electromagnetics Induction)
o wITE fAowar wATE (Faraday's Law of electromagnetics induction)
o frawer =g (Statement of Law)
o faawer IRt (Application)

o =Tl IR (Lenz law)
o =Tl IHeE 9Ts (Statement of Lenz law)
o owstel FATT (Application)

v gafegde gadgie A (Electrical and electronics measurements)

e aAuigHl AAF (Measurement of resistance)
o " fwex (Ohmmeter)
= gfe=T (Introduction)
» F=merq (Operation)
» SS9 9twmar (Connection Diagram)
» ey Rifeg 719 9fwmar (Reading procedure)
» YT T Fragrarer I9tg (Safety precaution)

3




o Hiedwal AW® (Measurement of voltage)
o ¥iee fAeX (Volt meter)
= qfe=r T (Introduction)
» g=rerq (Operation)
» STETH AT (Connection Diagram)
» ez fefeg 7= 9tRaT (Reading procedure)
= & ¥ Fragrare 39 (Safety precaution)

o FHEHl A& (Measurement of current)

o Ui fHaT (Ampere meter)
= qfe=ra (Introduction)
» g=rerq (Operation)
» STETH AT (Connection Diagram)
» ez fefeg 7= gtRar (Reading procedure)
» & ¥ Fragrare 39 (Safety precaution)

¥




AT 3 : ATURAT AR I T FTAAEe

THY : ¥ qET (F) + ¥ "UT (|AT) = 0 HUG[

qreg foeR @ 79 HISAAHT FEEX TSI JAT AASF TATHT TANT & AT H TR, FTHIT T
HITEsd! U=, qieend ¥ JANET Gried AEaed® A1 T AIdes GHiEeT TRUH S |

I ¢

ISR, ITHTU[ T AR qig=m T THET T |

AR, ITHIEE T qTAAES

.9 ATH .9 Bkl

9 Digital/Analog MulTimeter 2. Soldering Wire

3. | Soldering Iron X, Allen Key

. | Hot Gun % Suction Pump

o, | Soldering Paste/Flux c. Magnifying Glass

. | IC Extractor/Inserter q0. Logic Probe

99. | Wire Cutter 93. Nose Plier

93. | Combination Plier 9¥. | Tweezer

q4. | Screw Driver Set 9%. Frequency Generator

qe. | Bench Power Supply (Variable 95. | CRO/DSO (Cathode Ray Oscilloscope
Voltage DC Adapter)

92. | Resistor Ro. | Capacitor

9. | Inductor and Coil 3R | Transformer

3. | Switches R¥. | Conductor Wire

4. | Crystal Oscillator . Fuse

9. | Relay Switches 3. | Transducer

3%. | PCB (Printed Circuit Board) 30. | Speaker

39. | Diodes 3R Transistors

33. | FET (Field Effect Transistor) 3¥. | IC (Intigrated Circuit)

3. | SCR (Sillcon Control Rectifier) 3% DIAC (Diode for alternating current)

30, | TRIAC (Triode for alternating 3. | SCS (Sillcon Control Switch)
current)

3. | IGBT(Insulated Gaate Bio-Polatr %0,
Transistor)
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HIgES ¥ : QT qRET X @y

THY : ¥ "uar @) + 9R TS (A = 9% H

qree faEr:
T HISIHT TR T T T Faeel 9 T H9gs qaEe TRUA S

I :

g

~0

~0

YT TTET T LETRT YIS AqAT3I

000000000 000000 0000 00000 Maintain Personal hygiene

Oooooooon Doooooo 00000 ooooon 0oooon Use Personal Protective
Equipment (PPE)

000000000 0000000 000000000 000000 Ensure Workplace safety
00000 DO0DO0® DODO000 DO00D000000 DO0000 Ensure tools and Equipment
safety

000000 000000 0000000 000000 Protect from fire hazard

Ooooooon ooooo doodn Provide First Aid Service

000000000 0000 0000000000 000000 Manage Workplace waste

%




F4 fAguer (Task Analysis)
fgrfea®: o.4 =T
TR : 9.4 TUar
TA TET: .0 HU
fAffs =& (Task)@. ¢: =k T@®wE FET T

FE IOEE  (Steps) afraw w1 GEITEART Seed Trgfraa yTRfas J1+
(Terminal Performance (Related Technical
Objective) Knowledge)
9. AFTFH TEE o FFEIT_ (Condition): IR TS
Q. AELTF ST, ITRIOT JAT o FHTHEIA o UR=T
qTAAES HEAT T o MG ALAHTE HEel | o WA
3. AW FAH T qTIEUE e M= (Grooming)
o TAafda &= w7 sy g af=T
o fAufua T THT (Task): o HURTE
T T AT T AT TCAHEE I I o fafx
o fAafea argm it ar RILDIR
TS 2T @ HI9 (Standard): . Tl

o Rl A= wEy v o o | o A A feif . T R
o  FATFAT ATAR FATA Fled, AT ATAETE AT

F T AT AT
o AfFT EfT aw e o FrTEETET A
TS feTT]

o HIHHW FTHATTH TATHF TSI
¥, YN TRUET ST ITFIT T
arifies g & Ryiia samEr
US|
4. FEEETET ATHOE TH

ST, STHT T H‘I’H’*ﬂg‘b‘ (Tools, Equipment and Materials):
TS AYHARE qFaeel ATIEE T TN JTI89E JHISHET S, STH0 T qrfigs

&T grauHigs (Safety Precautions):

o I A&, ATH FIEATIH, FH HIETSH, FATATA fHered s&ar &1 T
o FRMIA AT ITHLT  TART T

3



F4 fAguer (Task Analysis)

A<y & (Task)d. R: =aRW@ AT ISUFOT (PPE) YA |

fgrfeas®: o.y4 =Uar
TR : 9.4 TUar

T TEA: .o T

FE IOEE  (Steps)

Ffraw F GrITETHR ST

(Terminal Performance

gfag nifafes s=

(Related Technical

Objective) Knowledge)

9.  EeTE SErRr o AT (Condition): i R e s R G U
3. ETF ST, ITHEIU T IS | e FHEESHA SYH :

HFA T o HEATRET TUTHI ATH o ufmxm
3. FHA TR TAT ATAHT TIATH Faifa =afme qear o TER

ERIEC] STFLIRT AT T AIE0E o FMHIA ITHIIT FANT
¥, FgiRa aatma qeear sooes Tal e e

TIRT T A it (Task): FTEE

e TF TEF TR (Eye SETA HLAT TR AN T | o pfRprg STHT THRT

Protectors) T fafear
o AW THF ITEW Hearing H19 (Standard):
Protectors o SRIA HLAT ITHTIEH

e TATHI (Respiratory protector) Reifeq =1 ¥ "Eve

e FgT ¥&TF ITFLU Foot FHIA ST TR

o T TEF ITEW Hand o FETEE AfHEE T

e I[SHN TFF IUFT Head

e 9T ¥&r® FU=T Clothing
W. FHHR THA ATER FAA AAEqT

T
§.  TINT TRUET S{STE, SYHLOT q9w

arfies 96T T [Ryiia samET

TUSTIUT |
V. FEATTITEAR] ATHAE TH

AT, SUFHWT T ERAEE (Tools, Equipment and Materials):
RyTig = qeaaT SUFET =1 T JII89E, AT FHISIHET SARRTT qLAT ITHTT

q&m

qEgHIgE (Safety Precautions):

FH TET AGLATHT FLFEE Ted HEAURT AT SAT GEAT FIST TS
FEATE A gad FHgE Sed HATRA BEH] TART A

Rz




F4 fAguer (Task Analysis)

Ak & (Task)d. 3: FECI@H AT gEHT T

TgTieas®: o.4 =HUaT
FMERMF: .4 HUar

T TEA: .o T

FE IOEE  (Steps) qfraw wE FEITETR grgfraa yTRfas I+
39T (Terminal (Related Technical
Performance Objective) | Knowledge)
9.  EeTE SEr o FIEIT_(Condition): 0K L .0 K i
2. AFTF AWK, ITH T ATRIEE o  FHEIA gAfmar:
TR T o FHEIT TIAT o  FTHEIT
3. a?réi"&w qEeATHRT FATHAATRT AT ATIEUE o 9R=F
FHEIAAT LAT AL TSI o ¥wr = fafer
o eSS THT W (Neat s tidy) ffde s& (Task): o TTHAT WYETE
o FEETRT (1000 AT T Feer | AR GET gAfE o Tftey
7fZa (Non Slippery & Non-Oily) Aall o MFLAFAT
R :@W Wﬁnlﬁ% S H19 (Standard): E’quﬁi?
FEfad e T o FrIET T o STALIFAT
o ITFEEATS AFTLTFAT AT L o HTET AW
qear a9 T T o 9R=F
o FqTAT FEAR wwRqqEr oooooon | AR At o SALTFAT
0000000%FE 00000 000000 e
0 00000000 000000 6
TN
o THTY T Hfredo¥eal TITH el
TUHT ik T
¥, YANT TRUET ST, SYHT T
arfies 96T T [Ryiia samET
TUSTIUT |
W.  FTHGEITEAR! AT TH|

AT, SUFHWT T ERAEE (Tools, Equipment and Materials):
FHEIT FLAT ATIEUE, HAIIEUE FHISHEAT FHAEIT TLATH AU EE

LT ey IgE (Safety Precautions):
SATRTT JEAT STHOT TIRT T

R




F4 fAguer (Task Analysis)

gTfeas: o.y4 =ver
TR : 9.4 TUar
T THA: .o HUET

fAffs =& (Task)®. ¥: D000 O CODDO® DOOOODOD DODCDOOO0 D000

FE IOEE (Steps)

Ffraw F GrITETR ST

(Terminal Performance

gfag mifafes s=

(Related Technical

Objective) Knowledge)

g, SMFAF FAHNET for FSEAT_(Condition): Bl R G s ke e LG AR

2. AFTF AWK, ITH T o FIAEIA o 3NIIT IUHIIEEH
arIfigs gFad T o WY TAT ITFIT HIEAT AT ATIEIE

3. VT qAT SUEEE Hatad ATIEUE o SN TAT STFEE
AHT-FFAT T Sy AHT-FFATT

¥, ST ITFVEE HIATTEATHT (Task): o T T FEAEEAT
AT Al T AT ITFAUHI e A2 U

y. fffe FrFr @i ST Aall o FEEETEAAT wferE
SSTERT TN ) e fafg

S, SUFTIEESATS AALTHAT AT A% (Standard):
e ST o T o ST TAT IUFIT HIEAT

. TANT TRUFAT S, SYHLT T
arifigs 96T T Rgiia
TITTHT WISl T

¢. FAHHIEART AT TE

TIYEUE TANT TRUHT
o INIT TAT STFEE
el gia-mee o
giafaa o
o SNIT TAT ITHFEE TART
TET FEAT TAT ATALTHRT
SIS AT
o FATTITEA HATHE
plickEal

ST, STHT T H‘I’H’*ﬂg‘b‘ (Tools, Equipment and Materials):
A TAT TR GLAT TGRS, TANT FHIAHI ATRN TR T AT TAT STHREE

qu&T 9EgHIgs (Safety Precautions):
A ITFEE TART T&T ATH Heh ATeHeFaTe S|

T AT ST (PPE) SIRT |
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F4 fAguer (Task Analysis)

fgrfeas®: o.4 =Uar
TR : 9.4 TUar

T TEA: .o T

fAffs *& (Task)®. «: COO000 COOOODD DOOOOODD DOoOOO0

FE IOEE (Steps)

sfeqw ® FFEITEAS
39T (Terminal

gafag mifafes s=

(Related Technical

Performance Objective) Knowledge)
9. AEFeTF SHEET o sEET_(Condition): AR gATE JRAT |
3. AELTF AR, STHT T OGS | o AN qeawedl feAT | 1€ gH &fd gL :
HFHAT T ATIETE o AT FET
3. NN gAaTe qeer W o Y HWE ITHIM STFLIEERT qRAT|
o NN H¥awdl AT ATIEUS TTAT qFaweT o AT AT
FLAIT T IR IGEE] STFIEERT TAM
o FATAF Tsaaaefidl qerfgears |eo FEEIA o HNTARIT H¥aeefl TqTeT
ATIEUE FHISY SHTEIIA | ATIEUE T TR
o TEY FEY ITEED wrern | | HiEE F@ (Task): agrea fafer
o THEY FFE ITHT TART T AATT gFaTe LT 1 | o FrfesemT T g
TEFRT T T AT ) [EIECRCICC LD
o TATEHAI AT FHIHILEH ST A1 (Standard); o=, YET T YA
R e e el O O I L S L AT g
TEgFaTe =4 SFaeITId qUHT ARSI FRUREE
gt ) ST AT o HNHATM gAEATE T
o ey SwERT qur e o YT T AAAET EXIRESS
AREE 5% sEeammT B TG ST o INERAT qIRE B
giRfaa T o FTHRETE SfaerE AIATST I9 I AT
o FIW TEH WU SIS aicuel qaaT S
ﬁwmg“@- g TR Gt
|
¥, TANT TMRUHRT MY, STHRLOT qAT
arfies Fatfia samaT gueror 9|
4. FTATEITEAR] ATHAE T

AT, SUFHWT T ERAEE (Tools, Equipment and Materials):
AT HFET ITRUEE, FAT HT FITAT T FAEAA

q&r

qEgHIgE (Safety Precautions):
FRATT qLAT ITRLT JART T

TSaaqeNe TRTIEEATE FARIT FEE AR 9 ¥ @R[ SUREE Adnsal ARART gads

AUHA AU g

Ea




F4 RAFwor (Task Analysis)

fAffs =& (Task)®. €: 9@+ IT=R T4

fgrfeas®: 2.0 =uar
TR : 3.4 TUaT
FA THT: 3.4 HOET

FE IOEE (Steps)

sfeqw ® FFEITEAS
39T (Terminal

gfag mifafes s=

(Related Technical

Performance Knowledge)
Objective)
9. IEITF STAFT o FTEAT_(Condition): T IR

3. WTITHF SUHAR T AT Afwd T,
AT ATSIHT AT A@9TF AT

¥ . TR aeqa ) OFr e @
HTEATHT A=ATAF ae] OO0

00000 00000 00 FT5HT
Oonnne ErETEaeTs s
TS|

. Frrfieemsaers qefem s Tt
AL LTS

IR /TEAIE_ARHAT_IIFE TR

[ TId Glr*\li’a"hl HUT SRR [THATIHIS
TUHI ARTATE Fgl THT TT3h!
AT A1 g4 T TE

o WA FU UlHUaley =ASATS derfed
I JET I

o HTSHT U FMATEH HogH TSI

[ WUT gadlc dH13 '°I|\’>€’I|$

KNI

Qﬂﬁfﬁﬁmqﬁ%ﬁw
TS AURT AT GRATHT AT
TR TAeh
o favriems efuT == o=
o Y fFemuaAr wu ufe Reerfag
o el
o TS WUHI HANMHT AT I
o AY USASH T A G Wi TFT
T
7 e 2 1 s e R A B LY
o THITFAY WU VNS stabilize
T i wEET T
. %%WWWW
|
e AT wiFuar 9w cervical collar
TANT T

o TIIMHF 3IUATT

TATAATHTIETE

o FHEIA

o THeIeE @

fAfds st (Task):

T IHF IT=TE

T

HIs (Standard):

o FHAEE FHIHF®
FTOAT qHTET U

o IUATL
TATAATHTIETE
TS qUH

o TTAT TAT
LIECIRIE IR IREES
AIATTT|

o  FHHTTET AToG
EiepEall

o YTIMHT ITEWE TR=T

o UTITHF IUATAHI "

o ITATHF IUATX aTHE
(First Aid Kit) 9T T8+
AT et T
arfEgEsl afga™ T
TINT

o ITATHF ITAT 9 fafd
o FIEHITATIAR
AT, 7T ST
o QT'IFﬁ W@ﬁ'
o WY (Fracture)
o AT AUAT (TN
| ya &t
o TIAT T AEIMIEE
e fafer

R




FE ICOEE  (Steps)

yfraw FE GEITEAH
39T (Terminal
Performance
Objective)

grag wTEfes J
(Related Technical
Knowledge)

o  THITHFAT WUHI WAWTHT FTAT
(Spinter) aTen

o &Y TEAT T@TT FH I AW
CIRIRES]

1 R O T O s 1 O 0 s RS i 1 8
o farrdiems ZF SHTaw ar G
gfg=m I+

o FREUA WU ATEHA T

o TR WRMT T2z TTH

o UHMT T8 ST rhal 9T
HISATS ATATITHIHT FATUL TH|

o &Y TEAT T@TET FH I AW
g o

IEH_UHEATE IIRAF STHR
o faurder efewT 99T FUeT WU
Dbl L ATl Y sST %-Fﬁ' T
TR T
o HTH wHATH (ABC-Airway,
Breathing, Circulation) STf=r 1+
qEd (0 fwfiers | e
MY 9UHRT THATHI AT T T
AT OO000 (000,
000) 0000 000000 X
ATYE™ 000 000 00000
o A AU ToH SAIA I
o IHITHI FF FEgE A T
o HATH T WGl AU T[SHIATE Ggl
A2l ¢-%0 Tod WY UNT TTHI
o oo arear wET wATHET FEr
aeFuar g & = ™
o HTAAF TLHT FOAW AT WATH
LRSI
. 000000 99 DO000s 0000
q&rd AT T FATEST HEITHT AT
. TEAT FEAT AUHET "TEdE fEEer T
FHEATHT FO FqFafeeq e
e
<. AN TRUET A, ITHLT JAT
arfigs FeiRa =maT quere )
. HWEA Tl AT TTHeTeS ard
TET T
9o.  FHAGTITETH! TG TTHI

AT, STHFWT T ERAEE (Tools, Equipment and Materials):
o WG AT ITHLU (Personal Protective Equipment)

EE




o uTAfA® IR arFE (First Aid Kit)
o UTATHF ITA TATAATHTIZUE

LT ATaYTHIEE (Safety Precautions):
o WEATE AT LU LULOOOF Faiy FEew qte
o SAUTIEE SATHATAT TANT |
o [0, F AEMT OO0 DOOO0 D00 DOTSERAT 000000, DOO0H0H, HEET
O000gE 000000 000 D00 000000 0O 00000000 000000000 00000000

00000 000000 0000 D0000 00000 000 900 0000 000 000000
goooon oo obooooooooooog gbhooboboby oo ooogo

3%



F4 RAFwor (Task Analysis)
fgrfea®: o.4 =T
TR : 9.4 TUar
TA TET: .0 HUS
A<y & (Task) . 9: FEACIAH HIGHAT AT T

FE IOEE  (Steps) yfraw w1/ qEUTEART | grag TR §
39T (Terminal (Related Technical
Performance Knowledge)
Objective)
¢ . SMFAF FAFHNET o AEEAT_(Condition): | RIZHAT AGEITIA :
3. AELAF ARG GLAT STFEE TN o TIETHET o Uf=T
T FEAEITTE ATIEUE | o U=, W ¥ &I
3. FEEIAAE AeRd wgdarar aeam o FHAEAT o THwEE, TEEET,
T ¥ gINERE, s, Sfew T RAfs #F (Task): S, ot
Foifas, W TIRET FAsE (Recycle FTACTART BIGTHAT TATET SIS
) A, E TAT TTA RIELHAT AT T FrETHAT AT
TS| fafer
¥, WY TAEET SATen AR s | (Standard): o THETHAT FATATI
T AR AT qAaT g orgwy | o RIEIAAT ATETE T AT A
qrrq gaet T TBrsH| SATHEMT AITS | o gFrarawer yguor [
W. TsadAeid qUAT gHEIHEE BIgTHATATS ERLEET T IATIEE
T AUSRO T A gefhdeor qor | LT 9 o TXAT ¥ HIEHTHIZSE
T T ATHTT HELHAT 838 00 GIEEINiEDl o FHEFHTETHI ATHOG
ufey wefera afirer 99 9 st SYMIES AT T fafy
TR ST R gAnt W e |0 AEEEET
% . TS HEATST  WIgLHAT |ad SRRl
JITRRLIT T FOTed AT SFIITI |
©. TIRT TRUST AT, STHLOT q9T
arfies gwr qur e w6
Ry sa=aT qUer 19|
<. TEF U AT ST grd J
T
%, FHGHEAH! ATTAT THI

AT, SUFHWT T ERAEE (Tools, Equipment and Materials):
=eTa {21 ST (Personal Protective Equipment), handling tools, waste collection containers, safe
area allocated to dispose, WIZTHAT TATATIA HIIGUES, FIZLHAT q¥aeel JAId A,

LT grauTHIgE (Safety Precautions):
TSaANT TAT FHIHH FlgLHaT TTqEoET Godl Bred gadl

LS



Hrgge 4 : Symbolic Circuit Diagram

THY : Y 79T (@) + 9 "L (D) = 3% "UA

qred feave :

79 "rggadr Computer Hardware and Networking |T 93T &4 Symbolic Diagram aars+ &=

rIfId ATITE T T 9% GHTET Tl G |

Half Wave Bridge Rectifier Circuit Diagram a=Ts+ |
Full Wave Bridge Rectifier Circuit Diagram sHr3+ |
Series and Parallel Circuit Diagram @13 |
Series Resonant Circuit Diagram 139 |
Parallel Resonant Circuit Diagram @13 |
LED Circuit Diagram &A13 |
Flip-Flop Circuit Diagram a3 |
Sound Detection Circuit Diagram sAT3 |
Light Activated Circuit Diagram T3 |
. Computer System Block Diagram 13 |
. SMPS Block Diagram a3 |
. Motherboard Block Diagram sA137 |
. CPU Block Diagram a3 |
. Hard Disk =T Internal Diagram s=T13 |
. RAM z CPU &=t Interface Diagram a3+ |

/°”.G.‘”{‘C°<.*“f07°§

-~ o0 o0 o0 O 0O
»x x w o o 9o

|

Half Wave Bridge Rectifier Circuit Diagram =13 |
Full Wave Bridge Rectifier Circuit Diagram =13 |
Series and Parallel Circuit Diagram =13 |
Series Resonant Circuit Diagram =13 |
Parallel Resonant Circuit Diagram =13 |
LED Circuit Diagram =13 |
Flip-Flop Circuit Diagram =13+ |
Sound Detection Circuit Diagram a=T13+ |
Light Activated Circuit Diagram a=T3+ |
. Computer System Block Diagram a=13+ |
. SMPS Block Diagram =13 |
Motherboard Block Diagram =13 |
. CPU Block Diagram sI=13+ |
. Hard Disk =T Internal Diagram aI=13+ |
. RAM z CPU &=t Interface Diagram a3+ |

) B R e S

-~ o0 o0 o0 O 0
X X W 20

3%




CaplCRE L]

(Symbolic Circuit Diagram)
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®19 fayewor (Task Analysis)

FT THT © R T

dgifea : q "ver
SATARINE © q =uaT
fafdse ®rt (Task) =. 9 : Half Wave Bridge Rectifier Circuit Diagram sHTS+ |
S SN AT~ FEGWRA IeIE® | qFaq qiaiaes [
inal Performance (Related Technical
(Steps) (Termlna_ |
Objectives) Knowledge)
q. ATEYTF AR fea | e (Condition): Electronic
3. AEYTF AR, ITH T ATHTIES BT, ATAYTF AR, components:
e T | ITHTT T ATATES o uft=a
3. Half Wave Bridge Rectifier Circuit o F
Diagram 1&ae T | o ufE=ma
¥. @@ Figurel.1 Diagram AT STU#T STAR | fefdr wref (Task) : A.C/D.C
Transformer, Resistive Load 7 diode #1 | HaIf Wave Bridge Rectifier o Uit
Symbol && FAT3 | o o FHH
[ Circuit Diagram a3 | J

(Pulsating)
AC input DC output

]
At B L
\

T

I=Current

D= Diode

R.= Load resistor
T=Transformer
+ = Positive half cycle
- = Negative half cycle

Half wave rectifier

Figurel.1l: Half Wave Bridge Rectifier
Circuit Diagram

Y. Y% Symbol FFe ATHIEI T |

. #ifa Figurel.1l Diagram #7 feU R
T Symbol g%ems sirte Circuit
Diagram a3 |

o, HTI IR ATAAG TET |

A (Standard) :

e Diagram = Half Wave
Bridge Rectifier %1 71
gTivaer FETE AT
TET AIAT IFHTTH |

e TU®k Symbol g%
ATHTER Y& AU |

e Diagram &I ®ITT 9%
ATGTRT |

o FHI FHEA AfHaE

TfEueT |

Half Wave Bridge
Rectifier:
o U=y

R

o T

o ufedmH

e Half Wave
Bridge Rectifier
Circuit Diagram
FaR T fat

e Half Wave
Bridge Rectifier
Circuit Diagram
TUR &N e
fae a=Tew |

ATAYAF MR, FIH ¥ JEATES (Tools, Equipment and Materials):
FHAH, HI, T, eoX, Transformer, Resistive load, Diode

AT T gragries (Safety Precautions) :
e g% Symbol EFH! 9Tg ATHIEHII I |

e Y% Symbol EFHE HT AATIE TATIA |

o ISUTATHT FTH T |

3z




®1Y farewor (Task Analysis)

FT T © R T

dgifea : q "ver
SATARINE ©  =val
fafdse ®rt (Task) =. R : Full Wave Bridge Rectifier Circuit Diagram s¥TS+ |
- AT~ FEFHET ILVTE® | qEarerd qiaras qe
TE® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
q. ATELTF AR foa | e (Condition): Electronic
R, ATAYTF AR, IIHIU T ATHRIES BT, ATAYTF AR, components:
el T | IIH ¥ ATHATUES o uftma
3. Full Wave Bridge Rectifier Circuit o F
Diagram sTeaa= 7 | o ufE=ma
¥. d« Figurel.2 Diagram @1 90T ¥ dR | fqfdse @t (Task) : AC/DC:
Transformer, Resistive Load ¥ diode &1 | Fyll Wave Bridge o U=
Symbol &% =3 | Rectifier Circuit Diagram o &
AT | o dfEsmd

Fullwave Bridge Rectifier Circuit Diagram

Bridge Rectifier

AC power
Supply

.

2

THADDT 24
il

j‘{ VmSin 6

Stepdown
Transformer

Figurel.2: Full Wave Bridge Rectifier
Circuit Diagram

g® Symbol g%eT ATATEI T |

ATt Figurel.2 Diagram T ST @R
T Symbol g% site Circuit Diagram
AT |

FTI IR ATTAG TET |

A (Standard) :

e Diagram = Full Wave
Bridge Rectifier =r
E_@]_ a ii C C
STEIT bl ATl
IHTTH |

o g% Symbol g%
ATHTER Y& AUHT |

e Diagram &I =
g Af@UeR |

o FHI FHEA AfvaE

iU |

Full Wave Bridge
Rectifier:
o U=y

R

Eap

qfe=arT

Full Wave
Bridge Rectifier
Circuit Diagram
qaR T fafx

e Full Wave
Bridge Rectifier
Circuit Diagram
TR &I AT

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
FAH, HI, T, X, Transformer, Resistive Load, Diode

AT T gragries (Safety Precautions) :

g Symbol g%l 97g ATHTEII I |

gd® Symbol EFRT HT JTATIE TATIA |

ISATATHT HTH T |

EN




®1Y farewor (Task Analysis)

FT T © R T

dgiives © q Tver
SATARINE ©  =val
fafése ®d (Task) =. 3 : Series and Parallel Circuit Diagram sHTSH |
- AT~ FEGHRA ILVTE® | G¥A(ead qiiars F
Te® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
q. ATELTF AR foa | e (Condition): Electronic
3. ATEYTF AR, TR T ATHTIES FEALIA, ATAYTF AR, components:
Fhe I | JUE T AHTIEE o U=
3. Series and Parallel Circuit Diagram o F
ATAT T | o UfE=mmH
¥. @« Figurel.3 Diagram T WU ATER faffse ®rd (Task) : AC/DC:
resistor 1 Symbol &% FATS | Series and Parallel Circuit | * ﬁq
Diagram =13 | :

R,
1 _',”. 2 e 3
§
=t 13 13w
A e
B 5 4

Figurel.3: Series and Parallel Circuit
Diagram

Y. Y% Symbol &&e AHIEI T |
%. W19 Figurel.3 Diagram @7 fau s\Emw

T Symbol g% Site Circuit
Diagram a3 |

9, BT HETETH AfqeE e |

A (Standard) :

e Diagram = Series and
Parallel Circuit =1 Hex
g HAATS ST
TET AIAT IFHTTH |

e g%k Symbol &%kl
ATHTHOT T& AU |

e Diagram & ®rE
J& ARG |

o FHI FHEA AfHaE

TfEueT |

Series and Parallel
o U=y

R

e FU

o ufedrH

e Series and
Parallel
Circuit
Diagram Tam
T fafa

e Series and
Parallel
Circuit
Diagram Tam
ARG

> i >

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
FHAH, HI, e, 09X, Resistors

AT T gragries (Safety Precautions) :

g Symbol g%l 97g ATHTEII I |
ISATATHT HTH T |

¥ O




®1Y farewor (Task Analysis)

fafdse ®rt (Task) =. ¥ : Series Resonant Circuit Diagram sHTST |

A WA Y U
JgIiae : q =uar
TFETF : .Y Tl

S SN AT~ FEGHRA ILIE® | qFatq qiaiaes [
inal Performance | (Related Technical
(Steps) (Termlna_ |
Objectives) Knowledge)
q. ATEYTF AR foae | e (Condition): Electronic
3. ATEYTF AR, IIHIU T ATHRIES FALIA, ATAYTF AR, components:
el T | ITHTT T ATATEE o uft=a
3. Series Resonant Circuit Diagram o FY
HZAT T | o ufE=ma
¥. a9 Figurel.4 Diagram AT WU Pafie @ (Task) AC/DC:
a7 Capacitor, Inductor 7 Resistor | gerjes Resonant Circuit o uftm
@ Symbol g% a3 | - o FY
y Diagram =13 | :

M T i @
N T
N + w - + W= +
B Vg == e @
o, ‘

Figurel.4: Series Resonant Circuit
Diagram

Y. Y% Symbol FFe ATHIEI T |

%. ¥ Figurel.4 Diagram #7 feU o qaR
T Symbol gems sife Circuit
Diagram a3 |

o, HTI IR ATHAG TET |

HHE® (Standard) :

e Diagram = Series
Resonant Circuit @t
qeT Tgliwdeh HAATE
TEAT bl AIAT
FHRTTH |

e g%k Symbol &%kl
ATHTERT Y& AUHT |

e Diagram & ®r+
J& ARG |

o HI HEA ATqaE

AfEuer |

Series Resonant
o U=y

R

o T

o ufearH

® Series
Resonant
Circuit
Diagram Tam®
T fafa

® Series
Resonant
Circuit
Diagram Tam
el e e
FET

o

ATAYAF MR, FIH ¥ JEATES (Tools, Equipment and Materials):
HeTH, BT, T, 3¢ capacitor, inductor z resistor

AT T gragries (Safety Precautions) :

e g% Symbol EFH! 9Tg ATHIHII I |

o ISUTATHT FTH T |

¥q




FY fayewor (Task Analysis)

fafdse &t (Task) =. 4 : Parallel Resonant Circuit Diagram sHTSH |

A WA Y U
JgIiae : q =uar
TFETF : .Y Tl

S SN AT FEATHIEA IIE® | q¥Aead qiiarees F
(Steps) (Terminal Performance | (Related Technical
P Objectives) Knowledge)
q. ATEYTF AR fea | e _(Condition): Electronic
. AEYTE AR, FUBIU T ATATHIEE Tebeld | HIIEIA, ATFITH IR, components:
T | JTHIU T TATUES o iTEH
3. Parallel Resonant Circuit Diagram o FY
AT I | o ufE=ma
¥. a9 Figurel.5 Diagram AT WU ffdse ®rt (Task) AC/DC:
gaaEc?pacitor, igrductor 7 resistor T Parallel Resonant Circuit . W‘Ji??q
ymbol && 3 | Diagram aAT3+ | *
g o YiE=H
. Parallel Resonant
+ ] 1 i it:
In 1 J:c (Standard) - Circuit
1 CD v RO ¥ o 4% @ | e Diagram = Parallel * .
Resonant Circuit =T *
- e AgTvad HIIATS o qfg=md
T ' STEIT bl ATl e Parallel
. . ’ _— THTTH | Resonant
Elgurel.S. Parallel Resonant Circuit o 7% Symbol E&E Circuit
lagram ATHTERT Y& AUHT | Diagram 9w
.. e Symbol 7 o e Diagram & ®THT T fafin
. b goch[ ATHIRIU N Y
X . I& ATGUeHT |
%. W Figurel.5 Diagram =7 faU s@mw . N e Parallel
5 c o R o T FHEA ATAE Resonant
T Symbol &%ers sitte Circuit Diagram N S
) ARG | Circuit
i Diagram Tamw
9 C ~ =~ N c -
. I FEITEAR] ATE e | et e
FET |

ATAYAF MR, FIH ¥ JEATES (Tools, Equipment and Materials):
FeTH, BT, T, geare, Capacitor, Inductor, Resistor

Qe

¥ gragmies (Safety Precautions) :
g Symbol g%l 97g ATHTEII I |
IATAET HIH T |

¥R




FY fayewor (Task Analysis)

FT THT © R T

dgifea : q "ver
TFLTE © q =uar
fafése ®t (Task) =. % : LED Circuit Diagram sFTS |
S S AT FEGHET SEAB® | G qriatee e
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
. ATEYTF AR fea 0 e _(Condition): Electronic
3. ATEAYTF AR, IIHIU T ATHRIES FALIA, AIITE AR, components:
Fhe I | IJIHI T ATHRIES o U=
3. LED Circuit Diagram sr&ga= T | o F
¥. aa Figurel.6 Diagram ®T WU o Tlg=m
¥qar Resistor, LED 7 < /9% volt Pl @ (Task) : AC/DC:
=TT Symbol &% FHrS | LED Circuit Diagram g ;0_}‘@
R1 % | o
I N LED Circuit
330 lL/E!:. A% (Standard) : Diagram:
e Diagram = LED Circuit * W
— B1 N HET FgIiwdae FIIeTS * I
: oV AT Tkl AT o ufg=rm
I THHTTHT | e LED Circuit
R — o TIF Symbol Tl Diagram T
T ATHTHRO] G& TUHT | T fafr
e Diagram @ Caption 9% iroui
Figurel.6: LED Circuit Diagram 51135%@[ | P * [L)Iiza[;rgrlrrlcggw
X . . o T FHEEA AfHer@ Tt e fa
% 9% Symbol g%dl qTHTEHI T | TR | AT

o, #1fT Figurel.6 Diagram =T fau
@R T Symbol g&aTs Site
Circuit Diagram =13 |

S, HY FHEAR ATHAG TET |

>

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
FHH, BT, T, 3¢, Resistor, LED, < /9% volt =ardr

AT T gragries (Safety Precautions) :

e g% Symbol EFHl 9Tg ATHTHII I |

o ISUTATHT FTH T |

¥3




FY fayewor (Task Analysis)

FA THT : 3 GO

CLK
Figurel.9: D Flip-Flop

gtk - q "uer
SATARINE © R F0aT
fafése ®rt (Task) . © : Flip-Flop Circuit Diagram =TS |
- AT FEAGTET ILIAE® | G¥A(ead qiiarees w1
inal Performance | (Related Technical
(Steps) (Termlna_ |
Objectives) Knowledge)
. ATEYTH SBR[ | e _(Condition): Electronic
. ATAYTF AR, FTHLOT T JTATRAEE ehel ol | HIALIA, ATAYAF AR, components:
T IIHT T ATHATUES o uft=a
Flip-Flop Circuit Diagram (SR/JK/D/T) o FY
B TITT T | o ufE=ma
. @< Figurel.7, 1.8, 1.9, 1.10 Diagram #T | fqfser et (Task) : Logic Gates:
Ul 9T fafa=t Logic Gates &% | Flip-Flop Circuit Diagram | * %37
Symbol &S | FTIT | o faeE
o &Y
> 0 .
3 . D!agrgrr;;r Flip-Flop pger—
Circuit 1 ¥&4 s
R —DO_I_ it Fes o | L ?%i‘m
Figurel.7: SR Flip-Flop TRT AAT THRTTH | Flip-Flop Circuit:
e g% Symbol g%t Jr—
ATHTHOT T& AU | .
J Ql* Diagram @0 #rea+ * o
g Af@ue | o ufe=d
CLK o FTT THET ATTIE e Flip-Flop
= fETeT | Circuit
K Q Diagram dam
T fafin
Figurel.8: JK Flip-Flop e Flip-Flop
Circuit
D Diagram Tam
Q Tl e faqae
BET |
Q

¥




CLK

L U

—
Figurel.10: T Flip-Flop

Y. g% Symbol EF! ATHIEI T |

%. #ifa Figurel.7, 1.8, 1.9, 1.10 Diagram
71 fau ¥ @R g Symbol g¥ars Sife
circuit Diagram == T3 |

9, P FETEAR! AfTerd e |

ATAIF AR, STE T qrATES (Tools, Equipment and Materials):
FHAH, FT, The, gee¥ T Logic Gates &% |

T T gragriee (Safety Precautions) :
o gU® Symbol BFH [F ATHEIT T |
o IATATHT HIH I |

¥y,



FY fayewor (Task Analysis)

FT THT © R T

TgTteaek : q wvaT
ATFET(e : q Tuar
fafds #1@ (Task) . = : Sound Detection Circuit Diagram a\TS¥ |
AW BREAGHET ILIAEE | q¥ateaq it e
FA =TS ) )
(Steps) (Terminal Performance | (Related Technical
P Objectives) Knowledge)
q. ATELTF AR foa | e _(Condition): Electronic
R, ATEAYTF AR, JAHIU T ATHRIES Heherd PTIEIA, ATAITH IR, components:
T | JTHIU T TATUES o iTEH
3. Sound Detection Circuit Diagramsrea T o H
| Logic Gates:
¥. @@ Figurel.11 Diagram HT WU T8R | Py @t (Task) - o U
fafir=T electronic components #%# Symbol | Sound Detection Circuit  |* -1
AT | Diagram s=Tg+ | ° M
o Tbl¥
l o UiE=H
\j A (Standard) : f‘C/ Dﬁ C:
e Diagram = Sound J
= Detection Circuit 1 | afea
T Y@l FrieE Sound Detection
TN THl ATET Circuit:
: ircuit:
El l o U=
e g% Symbol g%t J—

Figurel.11: Sound Dectection Circuit
Diagram

Y. g% Symbol F&e AHIEI T |

%. W9 Figurel.11 Diagram AT f§T @R 99
Symbol g&ars sife Circuit Diagram
AT |

o, HTI FHTIAR ATHAG TET |

ATHTHRROT J&d UHT |
e Diagram &I ®re
J& S GUehT |
o HT FHEA ATAIE

litcreall

Sound Detection
Circuit Diagram
Jaw 7 fafa
e Sound Detection
Circuit Diagram
TR &l e

ATAYAF MWR, FIH ¥ JEATES (Tools, Equipment and Materials):

FAH, BT, Thaee? ¥ Logic Gates &% |
AT T gragries (Safety Precautions) :

e g% Symbol EFH! 9Tg ATHIEHII I |
o ISATATHT HTH T |

¥




FY fayewor (Task Analysis)

FT T © R T

dgifea : q "var
SATARINF ©  =val
fafdse ®t (Task) =. % : Light Activated Circuit Diagram sTS¥ |
- AT FEAGTAEA ILAE® | G¥A(ead qiiarees w1
TE® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. AELTF AR fea 0 e _(Condition): Electronic
. ATAIAF NN, ITHI T ATHTHES BT, ATAYTF AR, components:
e T | ITHTT T ATATIES o uft=a
3. Light Activated Circuit Diagram &= o T
T | Logic Gates:
¥. @@ Figurel.12 Diagram HT WU T8R | ffder et (Task) - o Tfrem
fafir=t electronic components &&er Light Activated Circuit o faeE
Symbol FrST | Diagram a3 | * M
o Tbl¥
glene NG NO AC/DC:
R ./® |‘g) KD' l—“lé’ K1 HP (Standard) : : ;;_‘_‘-R?—q
o L L "“"“’,_3{ ‘&% | e Diagram = Light i -
o - ek Activ@ateﬁd Circui:[ Eﬁ Li(;ht Activated
—@L = * | Circuit:

oc e

IC1 =M

Figurel.12: Light Activated Circuit

Diagram

Y. Y% Symbol &&er AHIEI T |
. ®1g Figurel.12 Diagram 9T feU @R
T Symbol g% site Circuit Diagram

FATIA |

9, BT HETETH AffeE e |

TEAT bl AT
THRTTH |

g% Symbol g5t
ATHTER Y& AU |
Diagram I FTe
J&d ARG |

FTT e AT

iU |

afe=rr

FT

afe=m

Light Activated
Circuit
Diagram Tam
T fafg

Light Activated
Circuit
Diagram Tam
TaT T faa
FIES

>

ATERTF AR, JTHVT T qrATES (Tools, Equipment and Materials):

)

H, Thel T I |

AT T gragries (Safety Precautions) :
g Symbol g%l 97g ATHTEII I |

ISATATHT HTH T |

¥'\9




FY fazewor (Task Analysis)

FA THT : 3 GO

gt : q "var
SATARINE © R F0aT
fafdse ®t (Task) =. 90 : Computer System Block Diagram sFTS |
- AT FEAGTIEA AT | qeaierd iaras qe
Te® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. ATELTF AR foa | e (Condition): Computer:
R, ATEAYTF AR, IURIT T ATHATUES P, ATTITE AT, o U=
FHe I | JUE T AHTIEE e WEH
3. FEYER NS A | o FH
¥. Computer System Block Diagram o J&RR
AT TN ffée T (Task) : » e
X. T« Figurel.13 Diagram ¥ S0 Computer System Block | Jnput Unit:
¥9R input, process, output Diagram T | o TiTEH
storage =T gaaT gad =Rare Block o WEH
g% FAT3 | o FY
A% (Standard) : AR
________________ « Diagram @ F¥IaT | .t ¢ Unit:
Control Unit ‘1'@7 ﬁm m?ﬂgﬁ u Quqﬁar_-; .
Data 4 : | ' Information El' hTTT | ° EFl—d-
— ! A Y — e gUF Block g%
Inpu(“ Main Memory Output TTETHTT g ﬂ'q_dﬁ' | : Jhi¥ T Jala vl
b gt L— I o e e Control flow signal 7 | 5 occing Unit:
| R— Data flow signal % T —
Block Diagram _: c;"""'”"w STATST Tk arrow . T
of Computer Memory Unit e Flow JART THT | . FUT
e Diagram &I ®rE+ . R
Figurel.13: Computer System Block & AfGUaHT | Memory Unit:
Diagram o HN FHEA AHE R —
. . . T | o« WEHA
%. Ul sAbedhl ATHIRI I | Jp—-
o, #1fT Figurel.13 Diagram 9T faU . YT T A
AR Fe sAFewars control flow . i
signal ?\ Dﬁta\flow signal I amr Control flow signal /
arrow < Sre | Data flow signal:
c. B FHEAR AfAE e | . T
o I
o ufe=mmd
e Computer
System Block
Diagram dar
T fafa

Yo




Computer
System Block
Diagram T3
el e faqae
FRE

>

ATAIF AR, FTHVT T qrATEs (Tools, Equipment and Materials):

HAH, BT, Thel, TS T HFeR 4T |

T T gragee (Safety Precautions) :

g% Block g%l 918 ATHIRRIT T4 |

Control flow signal ¥ Data flow signal &5 StTs= arrow Diagram ®T dfe Al TS |

ISATATHT HTH T |

¥R




FY fayewor (Task Analysis)

FT T © R T

TgTiwaek : q wvaT
TALTE @ q =uaT
fafdse &t (Task) =. 99 : SMPS Block Diagram sTs |
AW BEAGHET ILIAEE | qeaiead qiaras
FA =TS ) )
(Steps) (Terminal Performance | (Related Technical
P Objectives) Knowledge)
q. ATEYTF AR foa | e _(Condition): Electronic
R, ATEAYTF AR, IIHIU I ATHRIES FALIA, ATAYTF AR, components:
Fhe I | JIFE T ATATAES o U=
3. SMPS srTis e | o FHY
¥. SMPS Block Diagram s a+ T | o diEmTd
Y. d« Figurel.14 Diagram HT 9Ueh! ffdse ®rt (Task) Computer:
AR Input Rectifier and Filter, SMPS Block Diagram o Y
Inverter, Output Transformer, Output | srg3 | o WA
Rectifier and Filter ¥ Chopper o FH
Controller #7 gzaT gad = Block o UBR
#e e | A% (Standard) : SI\ZPS’ E
e Diagram @@ SMPS &I " 'ﬁ
eI AgTvas HIIATS .
v (R fweter | Cupin e i tu ATEAT THT AFAT .
.u_, e =¥ snogpert ™ Taneomer |7 .{n“.i"r.ﬁfe- i E: FHRTTH | ° P
o e 9% Block & L
- AT S S | e« SMPS @
conruler ¢ e Diagram &I Fra Block
g Fe ?l,rF N Diagram damw
[ ] anﬂaﬂ qalg ~
Figurel.14: SMPS Block Diagram S T fafa
d g ickeal e SMPS &
%. 9cas Block g%l ATHIRRIT T | Block
o, #1fT Figurel.14 Diagram &7 faU Diagram TR
79R @< Block g%eT$ Arrow & T AT (4

Sre |
5. & gHEeTH AffaE e |

>

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):

FHAH, FT, Thel, 3¢ T SMPS

AT T gragries (Safety Precautions) :
e g% Block g%l 9Tg ATHTHII I |
o ISUTAMAT HH T |

Yo




FY fayewor (Task Analysis)

FA THT : 3 GO

gt : q "uar
SATARINE © R F0aT
fafdse ®rt (Task) =. 9% : Motherboard Block Diagram s¥Ts™ |
S S— AT FTAGTAET ILIAE® | qeaierd qriatas qe
inal Performance | (Related Technical
(Steps) (Termlna_ |
Objectives) Knowledge)
Q. ATELTF AT fo | e (Condition): Electric X
. ATEYIE AR, JUHBIU I ATATUIEE Febeld | FIATI, ATAAE AT, Electronic
T | JIHI T ATHRIES components:
3. Motherboard =rTifg e | o U=
¥. Motherboard Block Diagram #reza= T+ o T
@reaT qX1AT Motherboard” $&TT T | faffse ®1d (Task) : o e
4. @« Figurel.15 Diagram T & STAR | Motherboard Block Computer:
Motherboard #r fafir smTez1 Block | Diagram amre+ | o Uit
Diagram draw T | o e
o &Y
I e | [ ] [ | | W% (Standard) : : g;:r
) * Diagram @ Motherboard:
. ﬁ @ Motherboard =1 wex T ——
TET AT FAIHTTHT | : bt
ﬁ @ e UU® Block g@e JRS
o | [ . T AU | e Motherboard
i .| | e Diagram @I #TET Block
T G | . Diagram @@
Figurel.15: Motherboard Block e ® ?:{fqﬁ_'f EIEE] o fafn
Diagram T | e Motherboard
Block
%. Diagram draw Tiv=rer dfig @ ATTEZeRT Diagram 7T
ATHTHRTIT T | et e fae
o F GETEAR! Aferg T | FEE

)

ATAYAF MR, FIH ¥ JEATES (Tools, Equipment and Materials):
FIH, BT, T, 2¢ax T Motherboard

AT T gragries (Safety Precautions) :

g% Block g%eh! 97§ ATHTEHII I |
ISATATHT HTH T |

9




FY fayewor (Task Analysis)

FA THT : 3 GO

gTi=aek : q e
TALTE @ R TIT
fAafes &/ (Task) #. 93 : CPU Block Diagram sTS |
- AW BRAGHET ILIASE | qFaread giraraed [
TE® . .
(Steps) (Terminal Performance | (Related Technical
P Objectives) Knowledge)
9. ATELTF AN foae | Faen_(Condition): Computer:
R, ATEAYTF AR, ITRIT T ATHATAES P, ATTVTE AT, o U=
b T | JIHU T AMATIES o TEH
3. CPU e e | o &I
¥. CPU Block Diagram sr&& T | o UBR
Y. @« Figurel.16 Diagram AT s7UeRT faffse ®rd (Task) : o dfE=Td
a38r Control Unit, Arithmetic and | cpy Block Diagram ammsw | CPU:
Logic Unit T Memory Unit & Block o TN
g% A3 | o HEHA
. o FHY
Central Processing A (Standard) : P O
Unit e Diagram @ CPU &I Jai
e AgTvas HAATS
N e CPU Block
Control Unit AT LRl Dia
gram TR
TR | T faf
!
T e ud% Block g¥er
e CPU Block
Arithmetic & Logic ATHTRTT &I W | Di
Unit - . iagram IR
e Diagram &I ®TT & Y S
l 1 Eitcreall S
Memory Unit o FHI FHEA AfTaE N
AfETeT |

0

Figurel.16: CPU Block Diagram

g Block g%ehl ATHTERRIT T |

|1t Figure1.16 Diagram #T faT
I @R 9 Block g%aTs arrow =
N \\ l

5. ®1 gHEETH AT e |

ATERTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
FHAH, BT, T, 3o T CPU |

AT T gragries (Safety Precautions) :

g% Block g%l 97§ ATHTEII I |
ISATATHT HTH T |

43




F13 faramor (Task Analysis)

BT GHY 3 U

g : q Hvar
ATAETIE © R T0aT
fafése #1d (Task) =. 9¥ : Hard Disk Internal Diagram sTs |
P AfTH FTEAGHITET IeTAE® | qFaiead qiatsd A+
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
q. ATAYTF SATAHIR A | e (Condition): Computer:
. AEYTF AR, JTH T ATATHES Gebeld | BT, AEITF AR, o Ti=T
™ | JTEIT T ATHATIES o UEH
3. Hard Disk Internal Diagram f&aae I | o FH
¥, de Figurel.17 Diagram AT STUT @R o TFR
Hard Disk %1 f7=T wirewe Diagram fafse Tt (Task) : o ufE=ma
Draw T | Hard Disk Internal Hard Disk:
Diagram =13 | o Ul
e WEH
o FY
"=% _(Standard) : o fafyet 9rTEe
e Diagram @1 Hard o e
Disk @7 fafr swrrewer o Hard Disk
AT TUHT | Internal
e Diagram &I e+ Diagram T
g% Af@ueT | T fafer
o F TTIET AiaerE e Hard Disk
TR | Internal
Diagram Tam
Figurel.17: Hard Disk Block Diagram R ——

Figurel.18: Hard Disk Track Diagram

43




Figurel.19: Hard Disk Track and Sector

Diagram

. Diagram draw i@ afig dqur fasft
ANTE S ATHTRLOT 9fF T |

. W Figurel.18, 1.19 Diagram #T 3T

@R Hard Disk @1 Disk plate =T track 7

sector %l Fad STAUTH draw T |

O, M FHTETH] ATTAG e |

ATAYAF AR, ITH I rARNEe (Tools, Equipment and Materials):
FAH, HU, Wb, 3o T Hard Disk

T T grawTes (Safety Precautions):

o JUF Block &%l g ATHTHIT I |
ISATATAT FIH T |



FY fayewor (Task Analysis)

FT T © R T

it : q =oar
STFETNE © § |uaT
fafd¥ee @14 (Task) 7. 4 : RAM T CPU =&l Interface Diagram aTs |
AW BRAGHET ILIAEE | q¥ara et ae
FA RS . _
(Steps) (Terminal Performance | (Related Technical
P Objectives) Knowledge)
9. AEAYAF SATHERIL [T | A= (Condition): Computer:
. AEITF AR, ITHIU T TGS Heberd | A, ATGqD AR, o Ui=H
™ | IIH T FTHTIES o WEH
3. RAM?<T CPU d@r=r#r Interface Diagram o F
FATT T | frfdse & (Task) : ° TPR
¥, d« Figurel.20 Diagram AT 9T #99R ¥ | RAM ¥ CPU &r=reb RAM:
RAM ¥ CPU &=t Interface Diagram Interface Diagram T3+ | o U=
draw ¥ | o« WEHA
...................................................................... o FHY
oo WF (Standard) : CPU:
e e — o Diagram & RAM ¥ * m’
| ' CPU ST=reT Interface * o
: ° H HEg2
| o e - s N e St BUS:
% “p—p HAATS ATEAT T g
[ )
e TR | .
fomn ol D L § Wi e Diagram &I A Jn
: s & AfgUeRT | JR—
o FT HHEET e e RAM?Z CPU
T | =
Interface
Diagram Tar
Figure 1.20: RAM ¥ CPU dr=r&1 Interface T fafr
Diagram e RAM?Z CPU
C
4. Diagram Draw Ti¥&e qfeg F¥I07 ANTE@aH Interface
AT T | Diagram TR
%. BT TETEHH! AT e | ARG

ATERTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
HeTH, HU, T, 377, RAM, CPU

T T gragries (Safety Precautions):

e g% Block g%l 9Tg ATHTHII I |
o ISATATHT HTH T |
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g & : PC Hardware
I-Wgga .9 : Computer Assembling and Dissembling

THY : Y "9 (@) + IR G (F) = 3I¥ "Ua

qred faexer © 7= ArggaHr Computer Assembling and Dissembling = @#R&ET dwafed A9 T
AIes AL TRTH B |

IeYAEE

Casing AT Motherboard Fix I |

Motherboard |1 CPU Fit 71+ |

CPU Fan Fix 7 |

Motherboard #T RAM Fit T |

Motherboard \T Front Panel Wire (Power Led, HDD Led, ReSet, USB, Audio
Connector) 8% e |

Casing AT Hard Disk Fix I+ 1|

Casing fT CD/DVD ROM Fix 7 |

SMPS T Power Connector g% S |

System unit |1 External Peripheral Device (Keyboard, Mouse, Monitor, Speaker /
Printer) Sirs |

q0. Power Cables Sire |

X X w00

©on e

Casing AT Motherboard Fix I |

Motherboard #T CPU Fit T |

CPU Fan Fix 7 |

Motherboard AT RAM Fit I |

Motherboard #T Front Panel Wire (Power Led, HDD Led, ReSet, USB, Audio
Connector) g% S |

Casing AT Hard Disk Fix I+ |

Casing ®T CD/DVD ROM Fix 7 |

SMPS =T Power Connector g% S |

System unit |1 External Peripheral Device (Keyboard, Mouse, Monitor, Speaker /
Printer) Sirg |

q0. Power Cables Sirg |

X X wow o

2N 6

1%




CaplCRE L]

(Computer Assembling and Dissembling)

Y9



®19 farewor (Task Analysis)

FT THT © 3 T

Igife : oy wuar
STIETNE © 3.4 T
fafdse ®& (Task) =. 9 : Casing AT Motherboard Fix 9 |
S SUN— At~ FEGHET ILTE® It yifataes F
inal Performance (Related Technical
(Steps) (Termlna_ |
Objectives) Knowledge)
9. ATAYTH SR e | Fq1_(Condition) : Assembling T
R, ATEAYTF AWR, ITHIT T ATHATIES Computer Lab, ez dissembling :
HpereT T | ISR, ITHTI T TATHES o Tiv=T
3. Motherboard Manual &1 sreaa= 19 | o HEHA
¥. Casing ®1 Back Panel #r o IR/ fafa
Motherboard #T 2% Parts 2% 3@ | fyffer &t (Task) : Casing :
BTIFHT HAH < T3 | Casing &1 Motherboard Fix | * =
Y. Casing % Chasis #T @T<g&dT SCrew | ¥ | o F
Holderg® &rce Fix T | o fafir=r smTE®
%. Chasis AT Fix {7u®r Screw Holder o UFR
#fa Motherboard #T 3f@U# =9 | g (Standard) : Motherboard:
AAefeene Femy e | « Motherboard & Portzz | * T
9. Motherboard @I Back Partsg® Casing #T Back Panel o dlE=TA
Casing #I Back Panel are i@ aTe HauaT | o« HEA
Fix T | r _ e Motherboard i o ®
5. Motherboard @Tg Screw Driver &1 hauar @ Screw o fafu= 9rEs
Tgde Screw &€ aRTeR fAaTR %5 | Holder %1 wrergsar » Block Diagram
Q. YN TRTHT AR T JUHLUES JhT Screw 7% FRATAT | o T&R
T fHaifead Tr=aT qUeRe 9 | e Casing # Chasis@r =% | ° Motherboard 5
90, HITHTETR ATAAE e | T Motherboard g?;ing |7 Fix T
HIGURT T TEfeAUHT |
o FHIFWET ATTAG * Mot_herboar_d .
. Casnlg ‘:IT‘(fIX et
S faqd FTee

ATAYAF MR, SIHW T JATES (Tools, Equipment and Materials):
Motherboard, Motherboard Manual, Casing, Screw Driver, Screw, Screwholder, 9=, F7H ®UST,

Cardboard

AT T gragries (Safety Precautions) :

ETTHT Tl AU HTH T |

ISATATHT HTH T |

{5

Screw Driver 3T @i PCB AT WUl Component fafy=eme STRMSH |
Motherboard @T$ 91T, afeHT, gerame SRS |

Motherboard =g 28T sRT&T 79 F9er a1 Cardboard @I e |
Screw T=Ie% FET FaAfdR THTT qARH FE |
=S Screw Driver TIRT 79 |




®19 farewor (Task Analysis)

FT THT © 3 T

FEATHTET AT

iU |

Izt © 0.4 Huar
STETIE © .Y ouaT
fafdse ®t (Task) =. R : Motherboard #1 CPU Fit 7+ |
- A~ FEGHET ILTE® I gitatae F
inal Performance (Related Technical
(Steps) (Termlna_ |
Objectives) Knowledge)
. AT E ATHHN e | &4 _(Condition) : CPU :
. ATIITF AR, ITHUT T JTHTIES Computer Lab, #maeges o U=
HpereT T | HISR, ITHII T TATHES o UEH
Motherboard Manual #1 CPU o FH
T fqaer A a I | e CPU®
. Motherboard ¥ CPU &t fafése =t (Task) Components g%l
Compatibility Check T | Motherboard #T CPU Fit FT
. Motherboard % Processor Socket | w73 | » Speed T Generation
%1 lock @re | o R
. Processor Socket ¥ CPU &I 3T o Block Diagram
WUl & AR CPU s Socket dT =% (Standard) : o ufe=mm
e | r e Processor Socket ¥ Motherboard:
. Processor Socket @ Lock T | CPU #T ATz<wT STUa o Ti=T
. G RUHT AR T IUFUES THRT Fa oS | o« HY
T IR TATTAT AUSR T | . « Motherboard %t
¢ FEEET A T o oo oesor Socket | cpU Sacket

e CPU Fix = fafg
e« CPU Motherboard
AT fix el e

ATAYAF AWR, STH T JEATES (Tools, Equipment and Materials):

CPU, Motherboard, Motherboard Manual T 91

AT T gragriee (Safety Precautions):

fester grdet CPU T Motherboard w5 |
CPU =1 wfT g |

CPU Socket @1z gardre s=ms |

ETTHT TwAT ATMTR T T |

Manual 8% |13 &9 T |

IHATAT STSHT FHT HTH T |

4%




®19 farewor (Task Analysis)

FT THT © 3 T

dg1tas : 0.y wUer
SATFETRE © .Y HIT
fafes &/ (Task) . 3 : CPU Fan Fix I |
- AT~ FEFHRA ILTE® | q¥Aead qirares q
TR . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. ATEAYAF SATART [T | &4 _(Condition) : CPU Fan:
R, ATEAYTF AR, ITHI T ATHATIES Computer Lab, #maeges o U=
HperT T | HISR, ITHII T TATHES o gfe=me
3. Motherboard Manual #1 CPU Fan o HEA
Il [av dehIT T | o T
¥. Heat Sink @1 CPU Fan &7 STe™ Prfé @t (Task) « &R (Rectangular
T | CPU Fan Fix T3 1 ¥ Circular)
Y. CPU #1fa ¥ Heat Sink %1 a« Heat Sink :
Cooling Paste & | o Ul
% Heat Sink Sifed CPU Fan &g 9% (Standard): o dfg=ma
Processor 1T ﬁqw T T e CPU Fan &7 99 C|Ip e Hgd
Lock 1+ | =% Lock STUa | o« FHY
©. CPU Fan &I Power Connector & e HeatSink ¥ CPUFan | ¢ T#R (Rectangular
Motherboard %I CPU Pin HT @93 | T | ¥ Circular)
. TANT TRTH AAR T JUHLEE qHT | Computer On Tz e CPU Fan Fix 7=
T fHaifea T qUeR 9 | CPU Fan 53T | fater
Q. HEYMTETH! ATTAG e | o T TEET AREE e CPU Fan Fix af
ST | & fa 99 F1Es

ATAYAF AWR, STH T JEATES (Tools, Equipment and Materials):
CPU Fan, Heat Sink , CPU sifsa@ Motherboard, Cooling Paste, Motherboard Manual

TRE T gragree (Safety Precautions) :
Manual @rgra= =1 CPU Fan Fa7s |

CPU Fan Lock &l On r@eae& a7« JaRT 797 |
Heat Sink &fequarl sra<amam Computer T=rars |

ISATATHT HTH T |

%0




®19 farewor (Task Analysis)

FT THT © 3 T

Igife : oy wuar
SATIETNE © 3.4 T
fafése &t (Task) . ¥ : Motherboard a1 RAM Fit T+ |
S SUN— HAIH FEATTRA ILTAEE Frafera Tifatas J
(Steps) (Termina_l Pe_rformance (Related Technical
Objectives) Knowledge)

9. ATAYTH SATARIT fe | g (Condition) : RAM :

R, ATEATH AR, IJTHIT T Computer Lab, masae AR, o U=
ITATES FeheAd I | JIER[ ¥ ATHHRE o afe=md

3. Motherboard Manual a1 RAM o HEH
Il [avo dhIqT T | o T

¥. Motherboard #1 RAM Slot & | fefée @7t (Task) » TFR(SRAM,
¥ Lock 2% Unlock T | Motherboard 1 RAM Fit 7 | DRAM)

4. RAM Slot T RAM &I & o Generation
fre Rt RAM @15 Slot |1 fAaTuR (DDR, DDR?2,
T | AW (Standard) DDRS, DDR4)

% Slotwr AfEu# RAM@E 38 | 0 RAM Slot 1 3 Lockze | RAM@ Block
g RAM &1 39 B34 Slot &1 RAM T ST | Diagram :

Lock @ T fareamér fase | e« RAM et | o Tieem

6. TN ARTH AR T JURMew | Computer ON &l Monitor &1 | ° Ao
? T AT 2T qosR Display #femd smuer | : aR;zM Fit 1 fofy

5. HETMTETH! ATTAG e | * gg&%uf;rg%ﬁa Beep e RAM Fit =T

o FHIFWE ATTAG TGTRT | AT Feg T
HET

ATAYAF AR, STH T JEATES (Tools, Equipment and Materials):
RAM, Motherboard, Motherboard Manual

RE T gragree (Safety Precautions): wm=aT TgTeT
farsrer @ RAM * Motherboard T8 &g |
RAM =T Slot 9T &t 3o &Td $aIT T
RAM @Tg Slot |T IT&T 8% Srger At |

ISATATHT HTH T |

9




®19 farewor (Task Analysis)

F qHT Y U
JgTfae® ; 0.4 Huar
TAETd © ¥, =uar

fafése &t (Task) #. ¥ : Motherboard =T front Panel wire (Power Led, HDD Led, ReSet, USB,
Audio Connector) & sirgn |

Motherboard |1 ST |

. YART RUHT AR T ITHIES

T T fqaifed Tar=aT qugrRer
T |
FAGHTETHR ATHTE e |

Computer ON T |

e ReSet Switch fa=at
Computer Restart T |

e Computer ON & HDD
led T Power Led aeiel |

e USB Portd1 USB
Device Detect 9T |

e Sound Port aTe Speaker
HT Sound AT |

o FHUTMIEA AT

iU |

S SUN— AW FEGHEAT Sede® | qwaraq qrarad e
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)
AAIAF SITHRT T | Fae (Condition) : Casing :
qTaYTF AR, IUH0 T granies | Computer Lab, dEeds® o Ui
e T | ISR, UHIV T ATATHES e TER (AT/ATX)
Motherboard Manual |7 Front * ﬁqﬁ |i§ mmnﬁ <
Panel @1 ?ﬂﬂ?ﬂT_a&W ™ |_ o (Task) - . Casing @1 front
. Motherboard Fix wger Casing &1 : : T T
. Motherboard HT Front Panel Panel
Front Panel &I Switch Connector Wire (Power Led. HDD o TiE=IT
(Power, ReSet, HDD Led, Power Ide( ower Led, d Motherboard:
Led) &%aTs Motherboard T Led, ReSet, USB, Audio o Tit=m
- Connector) &% STe | o TFERAT/ATX)
Front Panel &I Sound Port 2 A% (Standard) : : ;qm A
USB Port Connector =g e Power Switch fu=ar J -

e Motherboard |1
front Panel @t
Connector &%l
AATIC |

e Motherboard \1
front Panel @t
Connector g®
Srgar e faq
T T |

ATAYAF MR, SIHW ¥ TS (Tools, Equipment and Materials):

Casing, Motherboard, Motherboard Manual

AT T gragries (Safety Precautions) :

Motherboard & g4 Front Panel @I Instruction %% #T Switch STg |
fasrer grder Motherboard @m% g |
ISATATHT HTH T |

%R




®19 farewor (Task Analysis)

FT THT © 3 T

e : 0.4 =uar
RIERIECIER G LA
fafése &t (Task) =.  : Casing ®1 Hard Disk Fix T+ |
S S At~ FEGHET ILTE® g gifara® J
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)
AAIAF ST T | Fae (Condition) : Casing :
. ATATd AR, ITRI T Computer Lab, Taea® <R, . W
AHRIES GheT T | SIHI T AHHTET o *q
Casing @75 3o ATESATE Gle | * iir{w TS
. Casing &1 {931 wrmTame Hard s ’ P
Diskgn‘é' Internal Drive Bay HT1 4 (Task) : : i
Y™ | Casing =1 Hard Disk fix ¥ | | Hard Disk :
e | o U=
. Drive Bay T 3o 9Tg€d Screw o UEH
=es sRTar tAereR Hard Disk q=% (Standard) o ®MU
TS Fe | e Hard Disk Drive bay AT o fafaer smes
Hard Disk ®r Data Cable TefeeT T | * Wﬁ
(SATA/PATA/SSD) e Hard Disk Eﬁ Data Cable *
N Connector T Power ]
Motherboard &7 STTeT | Connector Interface » Hard Dls_kaﬁ
. YANT TRUH ATAR T ITHIEE Block Diagram
) Motherboard faz suer | it
FRT T I FATA TUSRT | o Hard Disk %1 Data Cable FTI
UGl Motherboard |T SireT | mDisk Fix
. FEGHTEAR ATqAG TET | . lqomﬂwldd afiyerg TfgueRT 3 fa
e Hard Disk Fix

el e faeq 99
6T

)

ATAYAF MR, FIH ¥ JEATES (Tools, Equipment and Materials):

Hard Disk, Casing, Screw, Screw Driver

AT T gragries (Safety Precautions) :

Hard Disk #r$ ST arael eS|
Hard Disk &g STaTT&l ST ATUR ART&, 89 AR ST |

qeAT MR TH T |

Screw THTH AT fAATIR e |
=FEHA Screw Driver TIRT 79 |
JSATATHT HTH T |

%3




®19 farewor (Task Analysis)

FT THT © 3 T

Igife : oy wuar
STETNE © .4 HUaT
fafése ®t (Task) «. @ : Casing %1 CD/DVD ROM fix 719 |
S SUN— At~ FEGHET ILTE® It yifataes F
(Steps) (Terminal Performance (Related Technical
Objectives) Knowledge)
AAIAF ST T | Fae (Condition) : Casing :
. YTEaegSd AR, IIHI T Computer Lab, masaes o U=
IHTIEE Tl T | AR, JTHLI T ATHTIES o gfe=me
Casing @T% 3 ATESATE Gle | . FT

. Casing =1 front Panel =T Drive

bay TS SIS FHATH / ATCIH
qreT o |

. CD/DVD ROM =% arfavsnd

Casing %I Drive bay AT fgrT3 |
Drive bay =T 3o |rggwr Screw

g% @R CD/DVD 13 screw

Driver & &% |
CD/DVD @I Data Cable
Motherboard |1 ST |

. GANT RUHT AR T JUFUES

oT T Haifea =T querR
ucll

. BT gHEEAH AfieE e |

fafds ®1 (Task) :

Casing 5T CD/DVD ROM
fix T |

"% (Standard)

CD/DVD Drive bay w1
Aefectuerr |

CD/DVD =i Data Cable
Motherboard |T SireT |
FTAGETEA Aferg

iU |

o fafg= wTTE®

e B (AT/ATX)
Memory:

o TEY

o fE=ma

o WEA

o F

o Yebhl¥
Optical Memory T
optical Drive :

o TEY

%

CD/DVD Drive
fix T fafa
CD/DVD Drive
fix el e faq o
FET

>

ATAYAF MR, SIHW T JATES (Tools, Equipment and Materials):
CD/DVD Dirive, Casing, Screw, Screw Driver

RE T gragries (Safety Precautions) :
Drive Bay & g9 ATgSHT Screw &% THIT qIehTel e |

CD/DVD Drive Casing # Drive Bay AT T&feetl 1 & |
IATAET B T |

<Y




®19 farewor (Task Analysis)

FA THY ¥ HU

dz1tTe © 0.4 HUar
TALTE @ 3.4 "l
fafdse &t (Task) 5. & : SMPS &t Power Connector &% H¥T: S |
S SUN— At~ FETHRA ILTE® It yifataes F
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. ATIYTE® SATHR AT | e (Condition) : SMPS:
R, ATAYTF AR, IUHI0 ¥ qrARIEe | Computer Lab, sraeas o U=
HepereT T | ISR, ITHTI T TATHES o UEH
3. SMPS «ts Casing TaTSrel SRTHT o HI
T@r Screw 8¢ @UR Screw Driver | fafése @t (Task) : o fata= Connectors
o aife¥are wE | SMPS @ Power Connector | ¢ T#RIAT/ATX)
¥. SMPS %I P4/P6 Power Connector | g& sweT: wre | o TUlg=m
@ Motherboard %1 P4/P6 Power Motherboard:
Port AT ST | A% (Standard) o ufe=
4. SMPS ¥ Motherboard AT Type #1 | ¢ SMPS AfeeruaT | o TawTfeTd WTTES
&1 9 SMPS %1 Power Connector | «  Computer ON Tt o YFR
gears Motherboard &1 AT Power Casing # Front Panel o ufe=me
Port #T Sire | AT v2# Power Led Hard Disk ¥ CD/DVD
%. SMPS ¥ Motherboard ATX Type o | ROM Drive:
@1 &1 97 SMPS %I Power e Motherboard &t Led o UiTEA
Connector =1 Motherboard 1 TOH | o HY
ATX Power Port AT ST | e Computer ON st o UFR
. SMPS =T molex SMPS %1 Fan ST | » SMPS =T Block
Connector/SATA Power « Computer ON e CPU Diagram =1 fafa=
Connectqr I:Iard Diske! Power Fan s | Section T HTIeT
Port | ST | o Computer ON & et

Q.

T w97 TF.% molex
Connector/SATA Power
Connector CD/DVD ROM Drive
T Power Port &1 Connect T+ |
TANT TRTHT AR T FTHIUES
T T LT TITHT SR T4 |

Q0. FAGFTEAH! ATHAG e |

Casing & front Panel #T
Tedl HDD led a<iar |

R

e Computer ON Qg
CD/DVD ROM Drive
AT &A1 TR |

o FHUTMIEA AT
TfEueT |

e SMPS @1 Power
Connector g% i
fafer |

e SMPS @1 Power
Connector g%
SrgaT e faea
FEe

>

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
SMPS, Casing, Motherboard, Hard Disk, CD/DVD ROM Drive, Screw, ScrewDriver

TR T gragres (Safety Precautions) :
SMPS T Power SiTeX &IH A9 |

SMPS, Motherboard, Hard Disk, CD/DVD ROM Drive faster graet aadrs |
Connector ¥ Port &I Lock fHaTT Sire |
IATAHT I T |

%4




®19 farewor (Task Analysis)

F qHT ¥ HUIT
JgIfe : q =uar
START © 3 TUar

fafdse ®rt (Task) =. & : System unit |t External peripheral Device (Keyboard, mouse,
Monitor, speaker/printer) S |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. ATIYTE® ATHH e | e _(Condition) : Input_unit :
R, ATEAYTF AR, ITRIIT T ATHATUES Computer Lab, #r=eaes o R
FEer T | IR, IR ¥ ATHTAES o TfEmd
3. Monitor ¥ gIfe SfeUesr Frer e : i_%;r
Connector VGA Cable @
Casing 1 \_;T Tfewer Motherboard fifre #1d (Task) : O. L
o System unit AT External Output unit :
@1 Back Panel feord Finalzirs VGA peripheral Device (keyboard, o TfE
Port AT ST | mouse, Monitor, speaker o dfesra
¥. Converse Cable # Pin szsr Head printer) ST | * WEHd
AT SMPS &7 Pinless Port #T STgH | © FH
4. Erer Converse Cable %I Pinless M:)uzj‘r{
Hower Port &1 Sre | 7= (Standard) : r -—qﬁaw
%. Converse Cable &7 s fadr Power | ¢ Computer ON wrat . B
Cable wIRT ¥ Monitor @15 Power Monitor = Display =zt o YHR
e Computer ON ¥ufs;
Gl Mouse HT Light srefehr - e
. Mouse |1 Sifed &fear T PS/2 « Computer Boot wT4fs Kﬂ%
Connector @g Casing & Back Panel Mouse Z=r3=T Monitor AT : B
feaa Mo'EheEboard @1 gfadr T3 PS/2 Mouse Pointer ﬂﬁmﬁ I . fafa=T Section
Port |1 Sre | e Computer ON TaT . TET
5. Mouse USB Type & w+ 3w USB Keyboard AT Light T | | | greorg
Connector @T$ Casing &1 Front Panel | ® Computer & MSWord | Monitor :
srgar Back Panel feaa@ Motherboard g ﬁggﬁg:dmma%ﬁ o qfE
# USB Port T e | Type ¥ | o dfesT
%. Keyboard #1 sifed Final 75#1 PS/2 |, gpeaker ®T Power Light : $
Connector @g Casing #' Back Panel TFT | (CRT/LCD/LED
ferd Motherboard #1 final T5% PS/2 | e Computer aTe T )
Port #T Sre | AT ATSTST AT | Printer :
q0. Keyboard USB Type & s Keyboard | ® Computer ON at o Tfee
#1 3 USB Connector @rs Casing & “,V,FSSSZZEN;V%HTMWE“ : ;ﬁfm
Front Panel EW:GIT Back Panel ﬁi%rc[ e Printer ¥ Power 4T | « 7% (Impact/
Motherboard @®r USB Port #T SrgH | Non-impact)
Speaker :

%%




11.

x.

3.
9%.

.

Q.

qe.

9z.

1<.
Ro.

1.

Speaker |T sTTI Connector @Tg
Casing @1 Front Panel srgar Casingehl
Back Panel feara Motherboard =t
ghear 79l Sound TS Port AT SIS |
Speaker AT AU Power Cable Power
Cord |7 SIIE |

Printer Manual r&ra= 1+ |

Printer 9= Model & @+ Printer
Cable LTP Port/Parallel Port 6T @7+
greTekl g4 821 I<h Printer Cable &7
THIErel Connector Printer @1 LTP
Port 9T Sire |

Hrer Cable 1 1T gl Connector
Casing #I Back Panel feara
Motherboard = LTP Port/Parallel
Port HT SIS |

Printer a1 Model & w9 Printer |1
USB Cable == ga1 3% USB
Cable @1 Connector Printer HT Sire |
ITET Cable %1 USB Connector &g
Casing %! Front Panel srsrar Back
Panel fera Motherboard @t USB Port
HT S |

Printer %I Power Cable Power Cord
HT S |

Printer &7 Driver Install I+ |

TANT TRTHT AR T ITHIUEE GRT
T FHaifea TI=HAT USRI T |
FAGEITEA R AT ITET |

Document/Photo &TSTHT
Print Out T |

Device Manager |1
Printer @1g Detect IT<eT |
FAGTET ATTAG

AfETHT |

afe=r

F

JebR

afe=r
System Unit |1
External
Peripheral
Device
(Keyboard,
Mouse,
Monitor,
Speaker ¥
Printer) sirear
T gt
EAGES

>

ATAYAF MR, FIH ¥ FEATES (Tools, Equipment and Materials):
Speaker, Keyboard, Mouse, Monitor, Printer, Motherboard sifs@ Casing, Monitor Power Cable
/Converse Cable, Monitor VGA Cable, Printer Cable (USB/LPT), Printer Power Cable, Printer
Manual, Printer @1 Driver CD

AT T gragries (Safety Precautions) :

SMPS T Power SiTeX &H A9 |
Power Cable sf=qw#T S |

Mouse Connector ¥ PS/2 Port & Pin faamaz #13 Mouse ST |

Keyboard Connector ¥ PS/2 Port T Pin faemuz am3 Keyboard SiTEH |
Printer @7 Lock Connector ¥ LTP Port & Pin @rge fHemuz a1 g |

ISATATHT HTH T |

%\9




®19 farewor (Task Analysis)

FT THT © 3 T

dg1tas : 0.y wuer
SATIETE © .Y HIT
fafdse #1d (Task) . 90 : Power Cables Sirgq |
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. AEYAF SATHERIL [T | Fq1_(Condition) : Current ¥ Voltage :
R, ATAYTF AR, ITRIT T ATHATUES Computer Lab, #maeges o U=
HpereT T | ISR, ITHTI T TATHES o ®H
3. Power Cable @I Pinless Head o UHR
SMPS &I Pin wTsr Power Port #T o HE®
ST | . e #mf (Task) : o T
¥. Power Cable #T Pin 7T Head Power Cables ST | Voltage stabilizer X
voltguard/UPS %1 Power Port HT UPS:
ST | o U=
4. Converse Cable ®I Pin WUl Head o HEA
aT¢ Casing %1 SMPS #T Pinless A _(Standard) . FE
Power Port |T Sire | e Voltguard/UPS At o TFR
%. Converse Cable #T Pinless Head Power &t ST | « Block Diagram
@T$ Monitor ®T Pin 9T®r Power e Casing #T Power Led o dfg=m
Port AT WrE | FAH | SMPS :
s, Converse Cable &7 s Power e Monitor AT Power & o U=
Cable #r Pinless Head s Monitor Led @l | o WEA
F1 Pin uaT Power Port @ir sty v | ¢ Computer ON wTaT | o HI
Pin Head @t voltguard/UPS T o HIFEE AT o TFR
Power Port @7 Sirg | GTHT | o fawrfsra Section
. voltguard/UPS &7 Power Cable @3 o dfe=rd
Power Cord HT STIEH | « Power Cable Sirg
. AN TRUH! AR T ITHIIEE T fafy
TR Feifee AT JUgRe I | « Power Cable Sirsar
90, FAFTTEHT ATHE TET | T fae I HRTET

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):

Power Cord, Voltage Stabilizer/UPS, Power Cable, Converse Cable, Casing, Monitor

Qe

¥ gragTies (Safety Precautions) :

~C

Power Supply OFF TR¥ | IT %1 9 |

Direct Line #T a1 %A A9 |
fereera Aragmer A9 |
ISATATHT HTH T |

%S




II-HGA &R : System And Application Installation

THY ; ¥ g7 (@) + IR GG (AT = 9 UG

a1 faaxer : a9 "rggaHr System And Application Installation = R FFafead 9 ¥ d9ee
FHTALT TRTHT A |

EELEEL

BIOS Setup Utility Configure I+ |

Windows Operating System (Windows 7/8/10 =&t #ie) Install 79 |
Device Driver Install 77+ |

Application Software Install 7 |

Antivirus Software Install 7+ |

R S

BIOS Setup Utility Configure I+ |

Windows Operating System (Windows 7/8/10 st #ieT) Install 79 |
Device Driver Install 7+ |

Application Software Install 7+ |

Antivirus Software Install T |

X X WP

%2
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(System And Application Installation)
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®19 farewor (Task Analysis)

FA THT © Y T

g : q Hvar
ATARIRE : ¥ "uar
fafdse ®t (Task) . 9 : BIOS Setup Utility Configure = |
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. ATIYTE® ATAR T | Fq=_(Condition) : BIOS:
Q. ATEAYTF AR, IYERVT T ATARINES Fhard Computer Lab, ST ¥ o UiTH
T | RS o T
3. Computer & Power Button fa= | o THR
¥. System & Power-ON Self-Test ¢ &t o afg=me
F2/Esc/Del Key fa= | Prfé @t (Task) « BIOS
4. BIOS Setup Utility g« ¥ Main Menu BIOS Setup Utility Configure T+
#=AT Navigate T Left/Right Arrow Key | configure T+ | farfr
TN T | « BIOS Setup
%. 8% Menu &1 Sub Item g&HT STH Up/Down Utility
Arrow Key 931 T | _ a (Standard) - Configure &t
9. General Product InFormation, BIOS Type, & fa oo
Processor, Memory ¥ Time/Date &l o Computer Boot U1 | FIES
ST fAe ¥ Configure T Menu wr iy | | ®  Computer T 1 Error
. CPU #I Configuration, Memory, IDE, Message TeTUT |
SuperlO, USB, PCI, MPS, T &= o FHRIFHEA AleE
inFormation & @ar Configure 9 T |
Advanced Menu HT ST |
2. NVRAM clear 7= Server Configuration T
T PCI Menu 9T ST |
30. Boot Device Priority Configure 7= Boot
Menu HT ST |
99. supervisor T4T user & Password Set I+ ¥
gfeaas 19 Security Menu |T ST+ |
9. ChipSet &1 Configuration & Chip Set
Menu HT ST |
93. Save Changes and Exit, DisCard Changes
and Exit, DisCard Changes ¥ Load
Optimal Defaults s/=ar Sub Menu @ @R
Exit Menu HT T |
Q¥ . FRGFITEAR ATTAE e |

ATERTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
Computer Set

AT T gragries (Safety Precautions) :
BIOS =T Configuration % &+ ST q9g TATS |




®19 farewor (Task Analysis)

FT THT © & TG

g : q Hvar
TERIE © 4 =ual
fafése ®t (Task) =. R : Windows Operating System (Windows 7/8/10/11) srgrar |ifept) Install
T |
- AT~ FEFHET ILXTE® | qearerd iaras qe
TRIE® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. ATIYTE® ATHHRN e | e _(Condition) : Software:
R, ATEAYTF AR, ITHIT T ATHATIES Computer Lab, #r=eae o T
FEer T | IR, ITHT T ATHTHES o FA
3. Computer % Power Button fa= | BI.OS'—GFR
¥. System ™ Power-ON Self-Test Perform r
11%/ el F2/Delete Key fa= | hﬁf&a i (Task) : : W
) o Windows Operating o B
4. BIOS =1 Boot Device Priority AT System (Windows 7/8/10 o ufe=md
CD/DVD-ROM @15 ufedl Watqesar AT | sreram |faay) Install oF « | Operating System:
ST | . Q‘F{?I'J
%. F10 Key T it BIOS Setting Save © FM
T | A= (Standard): . g‘;ﬁ
9. Computer 3Tk Restart 75 ¥ “Press * Windows Operating )
Any Key to Boot From CD/DVD...” System (Windows e Windows
N 7/8/10 sreram HIfHeRT) )
Message smudis Keyboard #T & T3er Install ST | Operating
Key for=T | e Windows Desktop System Install
5. “LoadingWindows Files” «=1 Progress ATTHT | . “W:EE?WS
Bar g1 wuals Language, Time and o ChIHr\‘H‘jld"l Bl Operating
currency Format ¥ Next Button jicheall System Install
Click I+ 1 Tl &g fé'.—-or qq
<. Display wger Window #T1 “Install HIE
now”wT Click 1+ |
0. License terms I&=r 9er “I Accept
license terms” AT Tick @g Next AT
Click I+ |
99. Upgrade or Custom (Advanced) 35 @eT
option &% #&x Custom (Advanced) #T
Click I+ |
93. Screen HT List WUl Hard Drive &1

Partition @Tg 3T 9TJs 9+ Partition #r
F T |

O




93. System Install 7= Partition &= |

Q¥. &r Partition @1 Format 79 Format s=
Text A7 Click T |

q%. Partition T Format &1 @< %1 Fhufs;
System Install 7= Partition = Next
|7 Click 7 |

9%. Windows Installation Progress I% &
¥ Installing Updates srsafes Computer
Restart a1 CD/DVD-ROM are
Bootable CD/DVD ¥ |

9%. Restart #wuafg PC Name ¥ Password
Set 7T Next Click T |

5. Product Key T/@® Next Click 7+ |

9%, #f=HwT Desktop TR g9 % TS
Network Type |1 Click I+ |

0. FEAGHTEHH! ATTAE e |

ATAIF AR, STH T qrATNES (Tools, Equipment and Materials):
Computer Set ¥ Windows Operating System %I Bootable CD/DVD

RE T gragres (Safety Precautions) :
e BIOS #T Configuration % & ST 79T THAATS |
e Windows Operating System Install % T Bootable CD/DVD sfere |

93



®19 farewor (Task Analysis)

FT THT © & TG

Tgifeer : q "var
TAEIE © Y =ual
fafése ® (Task) #. 3 : Device Driver Install 79 |
S SUN— At~ FEHREA ILTTE® g gifara® J
(Steps) (Terminal Performance (Related Technical
b Objectives) Knowledge)
ATTITF AR Tl | e (Condition) : Motherboard @t
. AT F ATAR, JTHIT T Computer Lab, wmaeaes 3?[3‘”_{, Model/Series :
AHRIES FFad T | STHT T AAYTES o ufr=
Motherboard %1 Driver CD o qiE=ma
browse 7 fafeee @ (Task) : VGA Driver :
_ _ Device Driver Install 7+ | P
VGA /Audio/NIC /ChipSet °
1 interface Icon @1 Click T | greep (Standard) : * @M .
EREll e Device Manager @1 VGA e [Install T
VGA/Audio/NIC/ChipSet Driver Detect WU | Audio Driver :
@1 Setup File @5 double e Monitor |7 Display 3TueT ¥ IR
Click T | Display Setting fAams o T
. Installation Wizard window®r AfRTAT | _ e Install v fafa
Next &1 Click T3 | e Device Manager |1 Audio NIC Driver .
. Driver Detect WT#T | o Tivry
. license agreement =T
) ) ] e Computer |1 Sound =TT R V-
Accept” T Next &1 Click | a5k Bar =T Speaker #1 foe i
T et “Accept” AT Click ATTH | ¢ =
T | e Device Manager AT NIC & ¢ A
Installation &= ¥ Installation Driver Detect {UaT | e Install 7 fafar
Srr@fs Finish &1 Click i | ®  Internet Browse wuar srerar | Chip Set Driver :
Computer Restart 7 | Networking T Fererert ! ° W
5. HAGEEAH! ARTAE e | * D\ewcg Manager =Tt CplpSet ¢ *H
®l Driver [;‘?e?t ORI e Install 7 fafr
o PETHEE HANE AGCH e Device Driver
Install & ears
fe o *R1ET

ATAYAF AR, FIH ¥ JEATES (Tools, Equipment and Materials):
Motherboard @t Driver CD/ VGA, Audio, NIC, ChipSet Setup File wuasi CD/Pen Drive
Computer Set |

AT T gragries (Safety Precautions) :
o i~ Motherboard #1 Driver CD T T 7T srgar &1 Motherboard #1 |13 VGA,

Audio, NIC, ChipSet File Install 7 |
e Desktop T Display #u®r Message T fHaer=#T Installation I+ |

oY



®19 farewor (Task Analysis)

F THT © Y T

gTi=aek : q H=UaT
ATAETIRE © ¥ "l
fafdse ®rt (Task) =. ¥ : Application Software Install 7+ |
S S HIH FEATTRT IeVAE® | qFaread qiraraed [
(Steps) (Terminal Performance | (Related Technical
P Objectives) Knowledge)
9. ATELTF AN foae | e (Condition) : Software
3. ATAITF AR, ITHU T JTHATIES Computer Lab, ST ¥ o Ui=H
Fhe I | qrHTiTES o TEA
3. mavas Application Software @1 o &Y
Executable File Tt CD/DVD @t o UFR
Pen Drive @€ Computer #T &« 1 | i % (Task) o ufemme
TS | Application Software Application
¥. CD/DVD #9at1 Pen Drive HT 9UH! Install 73 | Software
Application Software %1 Executable o ult=
Setup File 9T TATTAT ST | o HEA
4. Software #T Setup File @Irs double o FH
Click + | A% (Standard) : o IR
%. License Agreement AT Tick =¥Irs= o Install T e Application
srgar Accept AT Click T ¥ Next #t Software %I Shortcut Software Install
Click T | Icon Desktop #t T PRy
s, Create Shortcut to Desktop option T | o Application
qU gaT Tick &¥maH | y Isns;tall R lt | Software Install
. Installation Location @rs Operating PanIng[re f{;? o Tl e faq o+

Q.

0.
1.

.

93

System Install wTaT Drive 9T Next
AT Click T |

Serial Key 7 3% inFormation entry
X Next#r Click 1+ |

Install & Click ¥+ |

Installation Progress 100 faerd s
Faate Finish @1 Click 1 |
Computer Restart %I Message A3
9+ Restart 19 |

FTIFHTEAR ATTAG TET |

programs” HT HTAH
HTHT |

Install TifeTesr
Software @ lcon &7
Click T Software =T
Window @i |
FTAGETEA AT

iiche]

FET

>

ATERTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
Application Software # Executable Fle sst#r CD/DVD @&t Pen Drive, Computer Set

T T gragries (Safety Precautions):

Installation Window @I Message 9¢? faguar fHeera @R Install T |
Installation Location Operating System Install ¥T#®r Drive @T% &1 |

oy,




®19 farewor (Task Analysis)

F THT © Y T

gTi=aek : q =uaT
SATIETE © ¥ Tl
fafése #1d (Task) 7. ¥ : Antivirus Software Install 7 |
S SN HIH FEAGTRT IeVAe® | q¥aq qrarasd ae
(Steps) (Terminal Performance | (Related Technical
P Objectives) Knowledge)
9. ATIYTE® ATAR T | e (Condition) : Software
3. ATEYTF AR, IIHIU T ATHRIES Computer Lab, ST T o U=
Feherd T | EIRIDIEE o WA
3. raeF® Antivirus Software @ o T
Executable File wu®r CD/DVD #Agar o UFN
Pen Drive =g Computer AT STg | Pffsr @t (Task) : o ufEmma
¥. iD{DYD ;W;T Penﬁnge Bl “bql el Antivirus Software Install | Antivirus Software
ntivirus Software xecutable T o U=y
Setup File WT&T TTHAT ST | o TEA
4. Antivirus Software®r Setup Filears o« T
% dL(i)cuebr:ge%:OrC:e;jnltﬂT Tick = T3+ (Standard) : i
‘ qgar Accg t @1 Click 9 T Next =T * Desktop ¥ Task Bar ® Antivins
Click ri lIO Antivirus #T Shortcut igrﬁg’q\’f;re Install
. Icon AT |
e, C ..
c reate _Is_?(?krt;ut to Dlesktop option wT o Install s e Antivirus
c. Installation Location Operating Antivirus Software Soft ware Install
‘ System Install s Drive @8 ¥ Control Panel @1 * All et B f
" T QTS FRIEE
Next @1 Click 7+ | progra:ms i N
2. Serial Key ¥ % information entry T .: c
Next @7 Click 7+ | * Virus Scan T F
q0. Install 7T Click T+ | e
9. Installation Progress 900 gfqsta w2 ¢ *'w”j'“ A
Fedfg Finish 71 Click T+ | AT |
93. Computer Restart %I Message T3
9+ Restart 9 |
93. Internet T ga«l Antivirus &t Update
T
Q¥ . FREGHTEAR ATTAG TE |

ATERTF AR, JTHT T qrATES (Tools, Equipment and Materials):
argegd Antivirus Software @1 Executable File st CD/DVD #g4ar Pen Drive, Computer Set T
Internet =1 Jfere |

AT T gragries (Safety Precautions) :
Installation Window =% Message Te¥ faguer fHaer sidr Install 74 |
Installation Location Operating System Install ¥T#®r Drive @T% &1 |

%




qI-HIGA .3 : System Security and Management

AT : Y "UeT (@) + 33 HUST (AN = 35 "YU

qreg faaRer ¢ 79 HrggeHr System Security and Management TR #EET EEfEd HE T dMEw
FHELT TRTH B |

i

Disk Management Tool I T T Hard Disk Partition I+ |
Recovery Disk 13 |

System Restore Point Create T |

System Restore 7 |

Bootable CD/DVD &3 |

Bootable Pen Drive sAT37 |

Computer System ar UPS Sirg |

External Hard Disk/Pen Drive =1 Data Backup 79 |

Utility tools (Hirens boootable) =3+ |

QN6 X WP

:

Disk Management Tool 93T T Hard Disk Partition 7+ |
Recovery Disk sHr3 |

System Restore Point Create T |

System Restore 7 |

Bootable CD/DVD =AT3 |

Bootable Pen Drive =3 |

Computer System |1 UPS sirgH |

External Hard Disk/Pen Drive @1 Data Backup 7 |

Utility tools (Hirens boootable) =3+ |

L6 M X w0

LV
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(System Security and Management)
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®19 farewor (Task Analysis)

F THT © Y T

g1 ;0. Y =uer
SATIETNE © ¥4 "uaT
fafdse ®rt (Task) . 9 : Disk Management Tool ¥Rt &t Hard Disk Partition 14 |
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. ATAYTH SATARIT fe | Fae (Condition) : Software
R, ATEAYTF AWR, IUHIT T ATHATIIES Computer Lab, #raeges o TUi=TY
Heperd T | AR, ITHLI T ATHIES o HEH
3. Start Menu |T Click 79 1| o H
¥. Run#T Diskmgmt.msc Type ¥ Enter o UFR
= | frfdse #rd (Task) : o TiEE
4. Disk Management Window #T List Disk Management Tool Utility Software
{UHT Space HeA Partition I Space s | gorr 1 Hard Disk o U=y
= | Partition T+ | o TEA
% 94r Right Click v “New Simple o FIF
Volume” &= | o T T SEET
9, gﬁ\évksqgﬁle Volume Wizard AT Next n— {Staanrd) : D.. kqj;n_,r :
5. 74 Volume Size MB #T fauz Next * %Partltlon Space T:)so| FHaIEnEn
Click T+ | RS T e
%, w4t aTECET Volume %1 Drive oree fape | © T Fartition Space =T o T
Next Click T3 | Files/Folders et 3
: el e P
q0. Format the New Volume &g Select 7ft . . e Disk
Next Click T | o FHIFWET ATTAG
. . fETeT | Management
99. Completing the New Simple Volume Tool garT T
Wizard =T Setting &% Verify Tt Finish Bafiy
Button 11 Click 1+ | e Disk
93. HIfareRT 3 FAFERET HF AR Partition AU Management
Space @g Shrink, extEnd ¥ Delete T+ Tool snT Tzt
Right Click ¢ Shrink, ExtEnd ? o o
Delete {1 Click 7+ | ——
q3. Display 9T Wizard =T Instruction h
HTAR FEUEE T |
9. HAFTTER AT TET |

ATARTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
Computer Set

AT T gragries (Safety Precautions) :
e Display sTT®r Wizard %7 Instruction sIMaR #Tde% T4 |

AN




®19 farewor (Task Analysis)

FA THT © Y T

dZTtae © 0.4 Huar
TARIRE © ¥4 TUaT
fafése #1d (Task) 7. R : Recovery Disk SIS |
- A~ FEGHET ILTE® I gitatae F
TE® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
o ATAYTF SR [ | e (Condition) : Software
o IAYIF AR, ITF T AETEE | Computer Lab, AavaE A=, o =
FheTd T | JIHI[ ¥ ATHRIES o WA
e Windows Key+E Teary fafsr o FHM
search Box T Backup Type T | o UFR
e Backup and Restore Link #7 Click | fafése & (Task) : o qig=TH
T | Recovery Disk s¥T3 | Utility Software
e Control Panel %I System and o =
Security % Backup and Restore e WHEH
Window @1 "Create a System % (Standard) : o FHY
Repair Disk" #1 Click T | «  Windows System o TR
e Create a System Repair Disk Recovery Disk Ta1% ST | e Recovery Disk
Window =% dropdown #1 DVD-RW Tar3y fafa

Drive &% Select I |

@relt Disk @5 DVD-RW ROM @1
e |

Create Disk Button #T Click 7 |
Disk Burn @ Progress Bar 921
wudfeg Close Button & Click I |
DVD-RW ROM®#® Drive Tray
Eject safs CD/DVD fere |
TIR qURl Recovery Disk
Windows System Repair 9 31T
T

FTIFHTEAH ATTAG TET |

FEAGEET ATTAG ATGTRT |

e Recovery Disk
FATIaT AT faq
T FIEE

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
@rsr CD/DVD, Computer Set

AT T gragries (Safety Precautions) :
Display wueT Wizard #I Instruction ¥&R FEE T |
Progress Bar T ¥g¢ CD/DVD g Afere |

O




®19 fayewor (Task Analysis)

FA THY ¥ "

gTiwTeE : 0.4 Huar
TIETe © 3.4 Ul
fafése ®t (Task) #. 3 : System Restore Point Create 9 |
S S HTH FREGHEA Ie¥Ae® | qeatd iratge A
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)

9. ATIYTE® ATHB T 1l Fq=_(Condition) : Software
. AEYTF AR, ITHI T GTATIES Computer Lab, #rasaes o TiE

HHe I | AR, STH T ATATHES o TEH
3. Computer ON 7 | . ﬁ
\‘ « ” H °

L progr ) System Restore Point Key | Utility Software

% “Accessories” HT S | Create T | J—
©, “System tools” HT ST | o TeHA
5. “System restore HT S T ITUh o T

#itrear fa=el Restore point(Date) AT | w6 (Standard) o TUHR T IaTEXT

Click I+ 1| e System Restore Point o TEH
2. Create Button @1 Click T | Create 9T | System Restore :
Q0. FRIEEEAF! AferE T | « Control Panel #1 o T

Backup and Restore o feerr/ fafer

Menu =T click et
Restore Point Create

T Date ATH WU
File sfauar |
AT AT

iU |

e System Restore
Point Create T
fata

e System Restore
Point Create &l
e fa a9 FEs

ATAYAF MR, FIH ¥ JEATES (Tools, Equipment and Materials):
Operating System sTsI Computer Set |

AT T gragries (Safety Precautions) :
e System Restore Point Create T&T System Setting =rar System Data qfvads el faq

syear Aftreat fad e 19 |

=9




®19 farewor (Task Analysis)

FA THY ¥ "

dz1tae © 0.4 Huar
TFLTE @ 3.4 "ol
fafése #1d (Task) 7. ¥ : System Restore 7 |
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. AELTF AR fea 0 e (Condition) : Software
. AETF AR, ITHL T Computer Lab, e o git=m
araries TET T | AR, JTHN T ATATHES o WA
3. Computer ON T | . ﬁ
¥, “Start Button” #T Click 7 | * o
4. “All Program” HT T | ffire et (Task) : .
« accessories” T ST | ii/:;e;;nngelstore Point Ut|.I|tv ITgggware
9, “System Tools” T ST | e WHEH
5. “System Restore” T S ¥ o T
U Aol fael Restore = ® (Standard) : o TUBR
Point Click T | o fereer fater Restore o dfEmT
e Restore Button |1 Click T+ | Point &1 System System Restore :
q0. System Restore s, Restore 9T | o T
. : e TdY¥% Data Pen o e /fafy
Araeg« Data <tz Pen Drive / Drive e Svstem Rest
_ ystem Restore
CD/DVD/Storage Device afedt /CD/DVD/Storage = Ry
axfera Backup T | Device #T Backup e System Restore
9. T FHEAR! ATTTE TS | HTH | TaT AT faq 91
o HN FHEA AHE FITEE
iU |

ATAYAF MR, SIHW T JATES (Tools, Equipment and Materials):
Operating System \wel Computer Set, sifaer fadsr Restore Point

AT T gragries (Safety Precautions) :

e System Restore &7 System Setting a1 System Data gfzda« ! faq wwar afaredr feq @R
T |

&R



®19 farewor (Task Analysis)

FA THY ¥ "

Jgifa® : o.v "uar
TFETE © 3.4 =Uar
fAfés ®™ (Task) . ¥ : Bootable CD/DVD 4TS |
S S HAIH FEATTRA ILTAEE g gifara® J
(Steps) (Terminal Performance (Related Technical
b Objectives) Knowledge)
9. ATAYTH AR fae | #ae (Condition) : BI1OS
qTavTd AR, IUHe T greries | Computer Lab, smavaes o i
TEAT T ISR, ITHTI T TATHES e HEH
3. Computer Start 7+ | . ﬁ
¥. Computer T &+ T3er Drive s * -
Loca?ion Ll W?ndows Operating 4 (Task) : -
. Bootable CD/DVD @=rs+ | | ISO File
System &1 .1SO extension HTHT . R
File 2Tt | o T
4. @reir CD srgar DVD Aarg W% (Standard) : e Ufeg=md
CD/DVD-RW ROM 4T & | e CD/DVD Bootable e Bootable
%. .1SO extension {ue File Location FAH | CD/DVD &rsH
qT A o HT FHEA AT fafar
W, Ik .ISO extension 9T File &7 ARG | ° (B:%(;gs/lg
Right Click I+ 1| A T AT A

Image AT Click 7 |
?. Windows Disk Image Burner %t

AT Click 1+ |

90. Progress Bar 100 iqerd {udle
Bootable CD/DVD TR & ¥
CD/DVD @ CD/DVD-RW #T
ROM are ¥ |

99. HT FETEHR! AT TE |

5. Display #g®r Menu #T burn Disk

Window ¥ ¥ &@3HT Burn Button

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Computer Set, .1SO Extension st@aT Operating System File, @f@ CD/DVD

AT T gragries (Safety Precautions) :

e i@ CD/DVD T 9l gl ¥ HIRASTE SRS |
e i@ CD/DVD &I Writing Side #T aTdel qgg |

e Progress Bar 900 gfqerd 797 ¥#9 CD/DVD ROM a1 AfRa |

3




®19 farewor (Task Analysis)

FA THY ¥ "

Igife : oy wuar
STETE © 3.4 |uaT
fafése ®rt (Task) =. % : Bootable Pen Drive S8 |
- A~ FEGHET ILTE® I gitatae F
TR . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. ATAYTH SATARIT fe | #ae (Condition) : BI1OS
R, ATEAYTF AWR, IUHIT T ATHATIIES Computer Lab, #maeges o U=
HpereT T | ISR, ITHTI T TATHES o WEH
3. Computer Start I | o FH
¥. Computer #T %+ T3ar Drive o TFR
location |1 Windows/Linux fafs @ (Task) : o TiE=
Operating System @1 .1SO Bootable Pen Drive s+ | | .1SO File
extension 9T&T File e | o U=y
4. USB flash Drive =g Bootable o FHH
sArs Software(rufus) Install T | o g
% Pen Drive USB Port |T % | e Bootable Pen
o, Rufus Software @re | Drive TS fafir
z. Boot selection AT Select Button #1 | | (Standard) : e Bootable Pen
Click i | e Pen Drive Bootable Drive =9r3= o719
2. .I1SO extension wu&I File =T ceeall foq T TR
Location T T | o FHY THEA ARG - ”
q0. Ik .1SO extension 9THT File RGUHT |
Select T |
99. Partition Scheme #1 MBR/GPT or
Both Select T+ |
9. Volume Label, File System ¥
Clustter Size Default e |
93. Start Button #T Click 1+ |
9. Progress Bar 400 gfderd syt
Bootable Pen Drive TR g ¥
Close Button T Click 7+ |
9. Pen Drive @1 USB Port aTa ffa |
9%. T FETETR ARG e |

ATERTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
Computer Set, .1ISO Extension 9=l Operating System File, Pen Drive

AT T gragries (Safety Precautions) :

Pen Drive 4GB =T TSI TIRT 7 |
Progress Bar 900 gfqstd 99T ¥+7 Pen Drive USB Port are dfwe |

¥




®19 farewor (Task Analysis)

FA THY ¥ HU

dg1tas : 0.y wUer
STIETNE © 3.4 |uaT
fafése &t (Task) . @ : Computer System |1 UPS wiEn |
AT~ FEGHRA ILTE® | QFd qiaiaes [
FI TRUEE (Steps) (Terminal Performance (Related Technical
Objectives) Knowledge)
AR AR e | &4 (Condition) : Hardware Security:
R, ATEAYTF AWR, IUHIT T ATHATIIES Computer Lab, #r=eaes o uftmm
FHeAT T | FIR, ITE T ATATAEE o« TEH
UPS @ waife suaT ggaer Power UF:S_ T
Port &=dT gg9a1 Power Cable &% ffdse @ (Task) - - —
ST | ) Computer System a1 UPS o FYI
. T3ar Power Cable &g SMPS #1 Elcoll o TEA
ST T ot Power Cable @8 e Computer System
Monitor |T STE | AT UPS sirgH fafg
. UPS =T Power Cable =% Power . e Computer System
Cord #r g7 7 UPS o Power | neotandard) |1 UPS sireat
o FFYI FATIEI AATIS T fo T e
e forepelt TR P L
. TN TRTH AR T ITFLMEE R UPS &1 araare
T fHaifea Tr=HT qUeRe 19 | e |
. I AETEAR AT e | o FHI IHTREA AlTerg
TG |

ATAYAF AR, STH T JEATES (Tools, Equipment and Materials):
Computer Set, UPS, Power Cables |

RE T gragres (Safety Precautions) :
e UPS & Casing ¥ Monitor wiife@e qfeg AT UPS =g Power faw |

Y



®19 farewor (Task Analysis)

FA THY ¥ "

e : 0¥ Huar
TR © 3.4 =UaT
fafése ® (Task) w. & : External Hard Disk/Pen Drive |7 Data Backup 7+ |
S SUN— AW FEGHEA IeTAE® grafeera aifafire
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)
9. ATEAYAF ATHRIT [T | Fae_ (Condition) : Hardware Security:
3. ATAITF AR, ITHI0T T Computer Lab, 3@ R, o Ufv=
ITHTIEE FebetT T | ST ¥ ATHTAIES o TEH
3. Hard Disk #1 7uert Data Pen Softwgre Hardware
Drive @71 Backup T+ &1 w7 USB Security:
P ffd= ®@ (Task) : o ufr=rg
Port #T Pen Drive Sired | . .
y Dat o hE Click External Hard Disk/Pen Drive o W
. #maeg® Data @5 Rig ic
#T Data Backup T | .
_ p:
T Copy T ¥ Pen Drive =T P Data Backu
) 4 o U=
Right Click < Paste I | J—
4. Hard Disk @1 g Data A% _(Standard) e External Hard
External Hard Drive |1 Backup | ® Backup? i?qaﬁ_ r Data Hard Disk/ Pen
T & w7 USB Port AT External Disk/Pen Drive 9T | Drive AT Data
Hard Drive STg | o I A A Backup T+ fafir
%. 9TEYAE EEEars Right Click R * External Hard
T Copy I ¥ External Hard Disk/ Pen
. iaht Click Tt Drive #T Data
Dilve 1 Right Clic Paste Backup et
T | e faq 9
O, YANT TRUHT AR T ITHIEE FES

G.

T T fqaifed Tar=aT qugrRer
T |
F HTEAH! ATTAT & |

>

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Computer Set, Pen Drive ¥ External Hard Disk

AT T gragries (Safety Precautions) :
Backup Wwesr Pen Drive/Hard Disk |zfera e |

&%




®19 farewor (Task Analysis)

FA THT © ¥ G

Jgifae® ;0.4 Huar
TILTE @ 3.4 =T
fafdse #1d (Task) 7. < : Utility Tools (Hirens Bootable) T=ra |
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
q. ATELTF AR foa | e (Condition) : Utility Software
. ATAITF HNR, JTHL0T T ATATHEE Geberr | Computer Lab, a9 o uftmm
- AR, ST T AqTATHEE | o Hacd
3. Hirens bootable CD/DVD/Pen Drive =% : % .
CD/DVD ROM/USB Port HT e |
¥. Computer Start 7+ | hﬁ&a i (Task) iy e
. Utility Tools (hirens Disk Management
4. Computer hirens bootable e boot 7T | bootable) =TS | Tool
% Mini windows select 7T enter key press o U=
T | o HEH
. Desktop #I HBCD Menu icon =T click I+ | | A9% (Standard) : o HT
. g explorer 1 programs T click T | | ® @TIH Ghost image e Utility Tool
<. Operating system =% Ghost image =+ T3+ copy T T computer W T T
Backup menu AT click =1 ghost sub-menu :TE_;%T computer boot | %ljl;t%o%q
expand T ghost32 IIT click ﬁ | o Harddisk #r @ track foa W FTET
q0. Low level format 7 Hard Disk / Storage sector delete 1% ot
menu #T click &1 HDD Low Level Format track sector create
Tool =T click 79 | HTH |
19. Bad sector Remove T+ Hard Disk / Storage | ® Corrupt TeT sector
menu T click TR HDD capacity restore @1 remove T space
click 71 | optimization ST |
9. File recovery T Recovery menu T click * ﬁf; I:tri’cl;o\g?a;%gfr
< Data Recovery Wizard Pro 5.5.1 91 o Delete T partition
click T | recover 9uel |
3. Partition Recovery 9 Recovery menu AT
click &1 Partition Recovery #T click I+ |
9%. BT JETEHR! AT TE |

ATARTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
Computer Set

AT T gragries (Safety Precautions) :
e Display sTt®r Wizard %1 Instruction s M9 #1de% T4 |

[V




HI-HIggS &.¥ : Hardware Upgrading

THY : R "SI (@) + Q¥ " (W) = 9% "ol

qred faarer ¢ a9 "iggaHr Hardware Upgrading T 1@ @Fafead A9 T diaee qemaer TRuH
Exll

EELEEL
9. Motherboard Upgrade 1 |
2. RAM Upgrade 1 |
3. Hard Disk Upgrade v |
¥. Processor Upgrade 1 |

Motherboard Upgrade I+ |
RAM Upgrade 7+ |

Hard Disk Upgrade 71+ |
Processor upgrad T+ |

< o 0

(S35
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(Hardware Upgrading)
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®19 farewor (Task Analysis)

FA THT © ¥ G

??IETE?-I‘OF © 0.9 gudr
TAETINF & 3.4 |l
fafése ®t (Task) =. 9 : Motherboard Upgrade 9 |
- AT FEGWRAT ILTE® | qFaa qidiees [
TE® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. ATIYTE® ATHR T | &4 _(Condition) : Assembling T
R, ATEAYTF AR, ITRI T ATHTIES Computer Lab, IR, dessembling :
Fhe I | JIHIU T ATHRIES o =
3. Screw Driver = Casing @re | o WEH
¥. T Motherboard =te Power o Tt /fafy
Connectors, SATA/PATA/SSD Data | fyffss 1t (Task) : Motherboard:
Cable, front Panel Connectors, RAM | \otherboard Upgrade T | o uftma
T Processor I e | . TEA
Y. Screw Driver & Motherboard =1 I o
I=rg% @i ¥ Motherboard @g o fafg=t wmTEe
Chasis aTe e | w=® (Standard) : Block Diagram
% Higher Model srorat Higher Series #1 | o srqaz foamr davie 9@ o J&R
Motherboard g Chasis T & ? TUF | o dfe=md
fHerTuz Screw Driver & T=1e% #&1 | | o ¥R STIET Hol e Motherboard
9, Higher Model %1 sai Motherboard |1 TR THET TATTH | Upgrade I+ fafa
Processor ¥ RAM ftRe 7 | o FHIATFTET ARG e Motherboard
=. Power Connectors, SATA/PATA/ fEweT | Upgrade Tt
SSD Data Cable, Front Panel & faq 97
Connectors % af Sirg | HE
. @ Computer ON I+ ¥ =t
Motherboard @1 I¥q07 Driver g%
Install 7+ |
q0. GART TMNRTHT AR T ITRIUEE GRT
T ey =T UERer 9 |
99. HT FETEHE! ATTAG TE |

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Computer Set, #af Higher Model/Higher Series @I Motherboard, a1 Motherboard @1 Driver
CD/DVD ¥ Screw Driver |

AT T gragries (Safety Precautions) :

Screw Driver 33T @i PCB AT wual Component fafy=eme STRMSH |

Motherboard @Tg 91T, 9fe=T, eeirare S |

ETTHT Tl AU HTH T |

Motherboard @Tg 9T F=T%, FXH %9<T a1 Cardboard #fa e |
Screw T=E® HET FATqR FHT qCprel e |

=S Screw Driver TIRT 79 |

R0




®19 farewor (Task Analysis)

FA THY ¥ "

gTiwTeE : 0.4 Huar
TAEICF © 3.4 HI(
fafése #1d (Task) . R : RAM Upgrade T+ |
S SUN— A~ FEGHET ILTE® g gifara® J
(Steps) (Terminal Performance (Related Technical
b Objectives) Knowledge)
AR AR e | e (Condition) : Assembling T
R, HATATF AN, IJTHI[ T JHEEES Computer Lab, 3ﬁ71‘|'|_{, SREezull dessembling .
qHaT T | T AR o Tfe=
. Screw Driver & Casing @Te | * ; s
. Motherboard are RAM ¥R | o (Task) - RAM:
. a1t RAM &1 Version Motherboard (Task) afr=
X _ RAM Upgrade I | .
I Compatible wT F9usI Check o HWEH
il o« F
. Compatible sa#T @ueHT w1€r Space Block Diagram
quer 99t RAM @1 Motherboard % (Standard) : * X
2 Slot w1 Fit 0 | e FHFX On al Display o ufE=md ;
. , AT ¢ RAM Upgrade
. T TR RAM % =T &1 |, Keyhoard A1 Num Lock T fafu
9= A RAM @T% @& Slot 7T Fit FerE e RAM Upgrade
T | o FFUX FATIAT H THRFI et e fa
. G RUHT AR T IUHUES TRT JEIT TATTH | I FRTET
T Fraffed T MUER T | o UTHEE fGEl AT WUH |
. T gEIEET dfreE e | o I TR SAfrE
AfETeT |

ATAYAF AR, SIHW T IHATES (Tools, Equipment and Materials):
Computer Set, 3t Higher size/Space %1 RAM ¥ Screw Driver |

RE T gragree (Safety Precautions) :
e RAM &% qrHI, 9fqHT1, gerare SIS |
o ETTHT Tl AU HTH I |
e RAM @I qEAT 7X&, 7¥9 FUer a1 Cardboard T & |

29



®19 farewor (Task Analysis)

FA THY ¥ "

dz1tae © 0.4 Huar
SATFLTIeE @ 3.4 "l
fafése #1d (Task) =. 3 : Hard Disk Upgrade T+ |
AT~ FEGHRT ILTE® | qFq qiaiaes [
FI TRUEE (Steps) (Terminal Performance (Related Technical
Objectives) Knowledge)
9. ATIYTE® ATHR e | e (Condition): Assembling T
R, ATEAYTF AWR, IUHIT T ATHATIIES Computer Lab, IR, dessembling :
HHe I | JIHIU[ T THRIES o Tfe=
3. Screw Driver « Casing @re | o HEH
¥. af¢ Space ¥ RPM #1 Hard Disk @Tg o e /faty
ozl Hard Disk #1 PATA Cable # | fsf$er e (Task) : Hard Disk:
Sred waar gad SATAIPATA/SSD | Hard Disk Upgrade ¥ | o Ti=A
Data Cable @@ Motherboard & sirg+ o HEH
T Fit 7 | o HA
Y. a1 T WEr g9 Hard Disk g% T3d Block Diagram
PATA Cable AT Sifguar &1 w1+ A% (Standard) o it
jumper Configuration ¥ master ¥ | ¢ &F¥e¥ faeT FaT I o THR
slave FATS | qTHT | o Ule=md
%. 74t Hard Disk TSer AT JA1S 81 | o &¥ay =eT3al & o Hard Disk Upgrade
A9 R Hard Disk @8 9= @rei? THRE THET TATTH | T fafer
data, Power Connector && Sarue e &FazAr Hard Disk * Hard Disk Upgrade
fpaT ¥ el orear Fat Hard Disk Space =¢ehl T L4 AEURIE Fd—';r g
Fit 7 | TMEES WR T 313 EALG
o, 74t Hard Disk |1 Data Cable ¥ qTH |
Power Connector \_"ﬁgﬁ | o  FHIIMET AT
. 74t Hard Disk @$ Format T ¥ TG |

Q.

AFar AarR Operating System
Install 9fF T |

TANT TRTHT AR T FTHIUES JhT
T feifea =T queR T |

Q0. HT FHTEHl ATHAG e |

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):

Computer Set, 3t Higher size/Space #I Hard Disk, Screw Driver

AT T gragries (Safety Precautions) :
o AT T RIHT 3 Hard Drive &g USd 9TaT arael sirgar Jumper Configuration 1+ |

R




®19 farewor (Task Analysis)

FA THY ¥ "

dz1tae © 0.4 Huar
SATFLTIeE @ 3.4 "l
fafése #1d (Task) 7. ¥ : Processor Upgrade 7+ |
- A~ FEGHET ILTE® I gitatae F
TE® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. ATIYTE® ATHR e | e (Condition) : Assembling T
R, ATEAYTF AR, IUBI T ATHATUES Computer Lab, I9eh?0T ¥ dessembling :
HHe I | AR o =
3. Screw Driver @ Casing @re | o WEH
¥. Cooling Fan % Power Connector o T /fafy
Motherboard =T ¥ | Pffsr @t (Task) Processor:
4. Cooling Fan ¥ Heat sink Processor | processor Upgrade T+ | o TR
Socket aTe e | o HEH
. T Processor @Ts Processor o FHA
Socket are e | A% (Standard) : Block Diagram
@, =41 high speed =T Processor T . FTUIET PIHT A4 AE o UBR
Motherboard @ Compatibility U | N o ufE=md
Check T | o TR TS T e Processor
. Compatible wusT wvgar 74 High ToEITET AR T | Upgrade T fefer
Speed T Processor @& Processor . FTNETE GIAfTE Ry e Processor
Socket AT e | T2 3 B T R Upgrade & &1
2. 74t Processor @i Cooling Paste T | fag 7 F7TE
' . o FITWEA Afe@
0. @ Heat Sink T Cooling Fan 9t g |
Processor Socket | Fit = ¥
Cooling Fan %I Power Connector
Motherboard |1 ST |
99. WA TR ATAR T FTHIVEE FHT
T FAeifed =T UgRer 9 |
9. F FEITEHE! ATTerE e |

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Computer Set, 3t Higher speed &1 CPU, Screw Driver

AT T gragries (Safety Precautions) :

o WIXAEH AT &5 TEH YHAATs que T I |

o UTHE? fraeT/MRe el Iadar d9AT3 |

3




qI-HIGA &% : Identification of Set Death Case and No Set Death Case

THY : R "9 (@) + 90 UG (A1) = R QT

qred fqaxwr : a9 HrggaHr Set Death Case and no set death case Troubleshooting = &&=
T A T AIes FHET TRTH T |

ILYIEE
9. Set death case identify T |
2. No set death case identify T |

3. Set death case identify T |
¥, No set death case identify T |

Y



CapEERC UL

(Set Death Case Hardware Troubleshooting)
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®19 farewor (Task Analysis)

FT THA © & T

gt - q =eT
AR © ¥ Tual
fafése ®rt (Task) . 9 : Set Death Case Identify I |
S SUN— A~ FEGHET ILTE® g gifara® J
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)
q.  ATIYTE® SATARI e | Fae_(Condition) : Set death case:
3 ATEYTE AR, I ¥ araries | Computer Lab, SR, IT@ROT o Tiv=
Fhe T T | ¥ AT o P
3. Computer switch on T | * Hec o
¥. Keyboard=r numlock key press *
fHfds = (Task) : e Set death case

&l numlock led glowing W@
TTHT check T |

Operating system load & HDD
led glowing sTT Fs7TaT check T |
Mouse &I light srefebl TereTent
check 7+ |

Single Beep/sound 3T TATTHT
check 7+ |

Monitorsr display w7 F9THT
check 7+ |

HT JETEHE! ATTAG TE |

Set death case identify I |

"% (Standard) :

Keyboard @ Num lock key
press & Num lock led
glowing 9T |

operating system load Taf
HDD led glowing TsTeT |
Mouse I light Fereies |
monitordT display T#TTeT |
Single Beep / sound
TATTH |

FHTT FETEAR Aferg
TEHT |

identify a1 &=
faqae #7Tes

Set death case
identify I+ fafer

ATAYAF AWR, STH T JEATES (Tools, Equipment and Materials):
fafausr  Computer.

AT T gragries (Safety Precautions) :

Lead glowing 9T 57T &A1 fquR & |
gedl A9UHT SISHT &1 fau¥ beep sound = |
SATAl HH US| SISHT F9= e fauz display &9 |

%




®19 farewor (Task Analysis)

FT THA © & T

g : q Hvar
ATFLTIeE @ YL "ual
fafése ®rt (Task) 5. R : No Set Death Case Identify 71+ |
- A~ FEGHET ILTE® I gitatae F
TE® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
AAIAF ST T | e (Condition) : No Set death case
AT AR, ITHIU ¥ ATATUES | Computer Lab, #T9R, S0 o TiTY
AT T | T qIATIES o FHI
Computer switch on I+ | o TfE=TT
. Keyboard®r numlock key press o TN fafy

&l numlock led glowing T
TTHT check T |
Operating system load & HDD
led glowing sTT Fs7TaT check T |
Mouse &I light srefebl TereTent
check 7+ |
Single Beep/sound 3T TATTHT
check 7+ |

. Monitorr display wT F9THT
check 7+ |

. I FETEAR AT e |

fafde @ (Task) :
No set death case identify 7+ |

A (Standard) :

e Keyboard @I numlock key
press &l numlock led
glowing 9T |

e Operating system load &t
HDD led glowing 9Ter |

e Mouse &I light sefehl |

e Single Beep/sound T |

e Monitor #T display 73T

No set death case
identify a1 &=
fao erew

No set death case
identify 7= fafer

AT T gragries (Safety Precautions) :

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Proper @4 s el computer.

e Lead glowing 9T F9UHT AT faUz & |
o AT THUH ST &9 feUx beep sound I=1 |
o IUTHAl HH WTH ST J4X A9 [GUR display & |

)




FI-HIEGA .% : Set Death Case Hardware Troubleshooting

AT : 3 9T (@) + 9 U (F) = 30 HUGT

qrea fqa)er @ 7w HggerAr Set Death Case Hardware Troubleshooting T+ &= awafraa A4 2
AIes AL TRTH A |

EELEEL

Power Supply Troubleshoot T |
Motherboard #T Troubleshoot 79 |
Processor Troubleshoot 7+ |

RAM Troubleshoot 1+ |

BIOS Troubleshoot 71 |

CMOS Battery Troubleshoot T |

L

Power Supply Troubleshoot T |
Motherboard #T Troubleshoot T |
Processor Troubleshoot 7+ |

RAM Troubleshoot 71+ |

BIOS Troubleshoot 71+ |

CMOS Battery Troubleshoot T |

B e G R

Rz




CaplCRE L]

(Set Death Case Hardware Troubleshooting)
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®19 fayewor (Task Analysis)

FT THT © & TG

gTiwTeE : 0.4 Huar
TIETe © L. Y T0el
fafése @& (Task) . 9 : Power Supply Troubleshoot 1+ |
At~ FEGHREA IeTTE® g gifara® J
A TREE ) .
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)
q.  ATIYTE® SATAR e | e (Condition) : MulTimeter :
. AEYIE AR, ITHIU ¥ ATATIES | Computer Lab, 3T, o TUf=d
HHe I | JIF T AHTIEE o F
3. Screw Driver © Casing @Te T o ufe=mm
SMPS @ Connector &% f¥a | o TN fafy
¥. SMPS %1 P1 Power Connector | fyféer wrdf (Task) : o TEFAHT
F1 ERAT ARFT AT T FTA TR | power Supply SMPS :
ATAATE Al AR T T T Troubleshoot T | o iy
SMPS =g Power fa | . T
4. SMPS =g Power &g dehdfs o FT
FZ;W;;;[W il . AME (Standard) : o A
%. SMPS F:am TH ¥ Power 9= e SMPS %1 AmeEeT e Block Diagram
AU A+ 79af SMPS & Replace T4 e @ ot Assembling
| .
Voltage #TT#T | dessembling
5. SMPS #1 Fan S 9 SMPS T oma%® -
NN ~ e Computer &1
Sre Power Cable Check 19 | NN > N o T Tty
< Power Cable Faffua dr<ehlel Boot {UeHT |
' - e Motherboard #t Motherboard :
Power Cable &+ | P . N o T
<. SMPS %1 Fan siar & i P1 OWEr S=fTerT Ht ¢ :
CPU Fan gH® | o P
Power Connector &I dRg&HT NS
N . S e SMPS & ®H &I | o fafv= wTTEs/
s Voltage Multimeter < Sr=r . N ,
- o H FHEA AfTE Section g®
- g THR
q0. P1 Power Connector @1 1ar ! * .
N - - N ¢ Block Diagram
TARHAT ¥ Hied, Tl qRAT 9% AL,
< - < < o TlE=TH
AT ARAT - Aleg, el aRAT —9R Casing
Hied T Fraal T§H TRAT —3 Hlee ~asind-
9T B @9 Multimeter & Check *
« e Y
- ot
9. #maegE \Voltage HTTHT B A7 . e
Screw Driver & SMPS @Te ¥ ° PN
Loose WUHN ARET B TH o TiET
Sildering Iron T Sildering Wire

q00




TANT R A aresars Sildering Troubleshooting :

T o uft=m
3. Aees TN dig dResdre Hatad o e/ & fafy
99T 99 Voltage smua w17 71 e Power supply
SMPS « Replace T+ | Troubleshoot =
93. F THEAEHH! ATer@ e | Fafur

e Power supply
Troubleshoot &t
& o 9 HRET

ATAYIF AR, FTHVT X qrATEs (Tools, Equipment and Materials):

fafuusr SMPS wusr Casing, 7af SMPS, dar, MulTimeter, Soldering Wire, Soldering Iron, =at
Power Cable, Screw Driver

AT T gragriee (Safety Precautions) :
o foRIfqa HTegTAl AYATIA |
o 3SR qIUT IUBUEE AN fafererl eqa= T |
o IATAMT HTH T |
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®19 farewor (Task Analysis)
& qUT & T
dg1tas : 0.y wuar
EICHILCI S L
fafdse #1d (Task) =. R : Motherboard Troubleshoot 7+ |

- AT~ FEGHE ILXIE® | qFHa qiaiaes [
TEe® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATELTF ATHAHRT feae | e (Condition) : Assembling T
AEITE AR, IR T ATATIES TheAd Computer Lab, 3=, dessembling
T | JUE T AHTIEE o uft=ry
3. Computer Boot g% T 900 Series o e/ fafu
Error Code Display war «=7 Motherboard Motherboard :
Replace T | faffse ®rd (Task) o aft=
¥. Operating System Install et ¢ Motherboard o T
Installation gfat ATz Monitor AT ™« | Troubleshoot T | o fafirey wrTes/
Screen AT Message Display waT w1 Section &%
Motherboard Replace T+ | o TET
. Computer ON & Motherboard #T Power o Block Diagram
¥1aa ¥ CPU  Fan #= 9= Motherboard | #=e (Standard) : Troubleshooting :
Replace T | e Motherboard = quf P
. Processor, RAM ¥ Display Card fs&% 9z TYHT BTH TH | o TNE/F faty
af1 Monitor |T Display smea w= e Computer Boot e Motherboard
Motherboard Replace T+ | AU | Troubleshoot T
e. Motherboard =1 Sifd 7af RAM Replace | e &0 gmrEs afaeg By
Tl 9t Memory IH=ITH beep sound fETr | e Motherboard
fegr 7 Motherboard Replace T | Troubleshoot
. Motherboard %1 &= expansion Card &% TET o fag O
fmar T T SATA/PATA/SSD Cable FEE N
fewa< Motherboard @s 9f9 Chasis are ;
fepey atfexare Connect T 9 Power
F9R 9uA 99 Motherboard Replace I+ |
2. Motherboard & GMCH Chip Heat g+
Taa 5% 9uA 9 ¥ Computer Hang AT
a1 9 Motherboard Replace T+ |
qo0. HTI FEITEHH! ATTAE ET |

ATAYAF MW, FIH ¥ FEATES (Tools, Equipment and Materials):
Motherboard @ &#=a1 WUl Computer Set, Extra (Motherboard, Processor, RAM, Hard Disk,
SATA/PATA Cable), Screw Driver, Screw 9=es ¥ %9sr/Cardboard

AT T gragree (Safety Precautions) :
o Motherboard e ¥ Fit = %18 TR T ArEdTAT qoie T |
o arfexare Motherboard Connect &t Motherboard =g %9gT/ Cardboard HT & |
o ST aTder Motherboard |T &8 A9 |

q0oR



®19 farewor (Task Analysis)

FT THT © & TG

w9 Cooling Fan ¥ Heat sink e
T Processor @1fa Cooling Paste
&R Heat sink ¥ Cooling Fan
EET Fit T |

FTI IR ATTAG TET |

e : 0¥ Huar
IEHIEC I L]
fafdse #1d (Task) . 3 : Processor Troubleshoot 7+ |
S SUN— HAIH FEATRAT ILVAEE grafeera aifafire
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)
ATFIT R ATARI [T | Fa=1 (Condition) : Assembling T
ATIAE AR, IH T grEniEs | Computer Lab, #R, dessembling
T T | JIH T JTHTIES o U=
Computer ON & System o T/ T
Loading 9T ¥ Boot g7 Process Motljﬁrr{rg;ard :
Y - [ ]
afer srg 9= 4 Processor o ffiwe e (Task) : c
Replace T Processor Troubleshoot o B
eplace T | T o fafae Wit/
. Motherboard, RAM ¥ Section &%
display / VGA Card f&& WU o JHR
gugHr gie Monitor AT Display e Block Diagram
AT 9 AT Processor & A (Standard) : Processor :
Replace T | e Computer Boot HT& | o U=
g% ®1 (Multitask) Tl sreram * Monitor =T Display * e
. AT | o B[
TATEAT HTgsthl Program 8% Load . .
P gmﬁ N e Operating System o fawifeid Section &%
< Computer Hang A R Loading 9T | o Block Diagram
Processor =1 w1 @f¢ Speed o FriEEE AR o Generation 7 Speed
UHT Processor @ Replace 7 | fETET | Troubleshooting :
Processor atfuz Hang STUeRT & o =7
o THT/HT fata

e Processor
Troubleshoot 7= =fer

e Processor
Troubleshoot &t
e o 9 FRET

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Processor @I IH&T AUkl Computer Set, 73T Processor, CPU Cooling Paste, Screw Driver |

R4 T gragres (Safety Precautions) :
e [¥siahr grael Motherboard ¥ Processor AT &TH AT |
e AT Processor & Replace &l Motherboard = ST Processor Support & Tam = T |
o ISATATHT HTH T |
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®19 farewor (Task Analysis)

FT THT © & TG

Agifees : 0.4 TUar
TARIE : L. Y TUT
fafése #1d (Task) 7. ¥ : RAM Troubleshoot T+ |
(Steps) (Terminal Performance (Related Technical
Objectives) Knowledge)
Q. ATIYTE® SATAR e | &4 (Condition) : Assembling T
. HATAYTE AR, ITHI T JTHTUES Computer Lab, 3=, dessembling
FHer I | JIHI T ATHRIES o U=
3. Computer ON ufeg A9 =TEr A o TreRT /Aty
faq sound #maT 9= AT RAM o Motherboard:
Replace 7 | faffse ®rd (Task) : o Tfe=
¥. Computer ON &t afs Monitor T RAM Troubleshoot I | o FI
Display #ms 97 RAM Check 1 | o fafqeT wrTEs/
4. RAM =g Slot are fe T o1l Slot T Section &%
Fit 7T | e Block Diagram
. 99 Display #ITqq w7 &< RAM @75 w=% (Standard) : RAM :
fa T g9« RAM T Slot %«1E T4 | o Computer ON U, o ufr=r
I®T T T RAM=#r Pin T Lock It faa sound AT | o HEH
T e Monitor &r Display o THR
©. RAM Slot ¥ RAM &I H®TE TRUTe; AT | . F
@ RAM @15 Slot |1 Fit 7 ¥ Display | e Program g% Load e Block Diagram
Check 7T | T/ Computer Boot e Generation
= A% T3 9= E RAM BT 7 TTH | Troubleshooting :
RAM &% fa ¥ T3 UaT Y I o I TTIET AhaerE pr—
RAM &%<g qTet 9t @ Slot 2%4T Fit GTEH | JR N N
TR Check T |
<. Ifg Ffq T&T Pin Monitor |T Display * RAM <
N oy N ~ Troubleshoot =
AT 9= 791 RAM & Replace 19 | Pafir
qo. afg Computer 1% fgar Boot waT ¥ e RAM
ComputerdT programgs fe«r Troubleshoot Tt
Loading9 T AT RAM &I 9=T der e e e
Space # RAM @ Replace T | ST
9. T TEITEAE! ATTerE ITET |

ATAYAF MR, FIH ¥ JEATES (Tools, Equipment and Materials):
RAM @I F9&T AUsT Computer Set, 7af RAM , Screw Driver ¥ 94 |

Qe

¥ gragmies (Safety Precautions):
Beep Sound T dfe=m T |

RAM ¥ Slot #I &2 fAarez a13 RAMarE Slot @1 Fit 1+ |
RAM Fit swafe Slot & g Lock 8% RAM T ART#T &7 I+ |
ferster g1t RAM ¥ Motherboard AT w5 |

ISATATHT HTH T |

q0%




®19 farewor (Task Analysis)

FT THT © & TG

JgIT® : 0¥ =uaT
TARIE : L. TUT
fafése ® (Task) 7 ¥ : BIOS Troubleshoot 1+ |
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATIYTE® SATAR T | 4 _(Condition) : Assembling T
2. AEYTF AR, ITHI T GTATIES Computer Lab, ¥R, Dessembling:
TepeTT T | JUHRUT T ATATUES o gi=rx
3. Screw Driver @ Casing @Te | ° W/%@
¥. Motherboard %1 Manual #1 BIOS Motlﬁr{r;)gard.
Frated faaer qerg" T | fifére T (Task) : -
BIOS Troubleshoot 7+ | ° FY
4. Motherboard ®1 BIOS Setup R
Key/ Configure Key AT T | Section &%
% Computer ON I | o TFR
. Keyboard @1 BIOS Setup A (Standard) : e Block Diagram
Key/ Configure Key @Tdr fa=a ¥ * Computer Boot &7 * Tl
g e IR BIOS:
BIOS Sett!ng F’l'l's’ Default w1 <13+ | Password R | i
. BIOS Setting @tz Default AT <ars= o BIOS T a1 Setting JR—
AT TARET AT & g% Default Setting o UFR
Motherboard T BIOS jumper &g qUHT | PR S
g ¥ Computer ON 1 | o H FHEA ATHE e BIOS
¢. Computer ON % F2/Delete Key T | Troubleshoot =
fie=re BIOS @1 w7 ¥ Default Setting ferfer
Load T 7 Computer OFF T+ | e BIOS (
qo. FRTFT jumper @TE TfEe STSHT / TrouEIesh{oot raT
qfgeies AT AfGET | Al Tadi etes
9. BT FETEHR! ATTAE TE |

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):

Computer Set ¥ Screw Driver |

RE T gragres (Safety Precautions) :

BIOS Configure Key Motherboard @ Manual AT @f@Ua#I STER qfe=m T |
BIOS jumper @15 Motherboard &1 Sf@Us®r F=T AR qfe=m T |

festerr 2T« Motherboard T 75 |

ISATATHT HTH T |

qoy




®19 farewor (Task Analysis)

& WA ;& T
Izt © 0.4 Huar
TARIRE : LY TUT
fafdse &t (Task) =. % : CMOS Battery Troubleshoot 719 |

At~ FEGHREA IeTTE® I gitatae F

a;r?cSteps)g (Termina_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. ATAYTH SATAHI fee | Fae (Condition) : Assembling T
3 AT AR, ST ¥ graniies | Computer Lab, SR, Dessembling
GeherT T | STF T ATATIET o dfv=rx
3. Screw Driver & Casing @Te | ki
¥. Motherboard @ Manual |1 Motherboard:
CMOS Battery awifear feraor ffie P (Task) : ik
CMOQOS Battery ® &
FPAT T | Troubleshoot T+ | o fafiet wmTEe/
4. Motherboard e CMOS Battery Section &%
GEacall o YThlY
& Multimeter & BIOS Battery @t e Block Diagram
Voltage 3 iree &/&7 Check 7+ | CMOS Battery:
©. BIOS Battery #I Voltage 3 ¥T<¢ | qrep (Standard) T y W
o w9 gt BIOS Battery e Computer Boot 9T | : ﬁ
Replace 9 | e Computer & System « CMOS Battery
5. FT AR Ao e | Date 7 Time S« Troubleshoot 7=
o I HEA Afvrerg Pty
T | o CMOS Battery
Troubleshoot &t
2 faqod T |

ATAYAF MR, FIHW T IATES (Tools, Equipment and Materials):
Computer Set, mulTimeter, 7ai CMOS Battery ¥ Screw Driver |

RE T gragres (Safety Precautions) :

CMOS Battery Motherboard @I Manual T @f@uar SR qfe=m T |
fwstet gt Motherboard ¥ CMOS Battery /T Jg |

CMOS Battery dTs d®T TR ATF e |

ISATATHT HTH T |

90%



FI-HIEGA .9 : No Set Death Case Hardware Troubleshooting

THY : O {UET (@) + ¥R HUET (¥) = Y& HUET

a1 faqavur : o= Hggerdr No Set Death Case Hardware Troubleshooting T ra& T wafead AT
T HIET FHTALT TRTH S |

i

Hard Disk Troubleshoot 7 |
Keyboard Troubleshoot 719 |
Mouse Troubleshoot T |

Error Message Troubleshoot T |
Display Troubleshoot I+ |
Software Troubleshoot 79 |
Internal DOS Command TamT I |
External DOS Command TamT 1+ |
Printer Setup 1 |

QN6 Mo X w0

5

L6 M X w2

Hard Disk Troubleshoot 1+ |
Keyboard Troubleshoot 19 |
Mouse Troubleshoot T |

Error Message Troubleshoot T |
Display Troubleshoot I+ |
Software Troubleshoot T+ |
Internal DOS Command FaT 1+ |
External DOS Command Fa T 1+ |
Printer Setup 1 |

909




CaplCRE L]

(No Set Death Case Hardware Troubleshooting)

0%



®19 farewor (Task Analysis)

FA AT : Q0 TUT

dgifere : q Tvar
TFLTE @ Q TuaT
fafdse ®t (Task) . 9 : Hard Disk Troubleshoot 7+ |
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
q.  ATIYTER SATAR e | e _(Condition) : Troubleshooting :
. ATEAYTF AR, ITRI T ATHTIES Computer Lab, &<, o TiR=A
S T JTET T HHTIEE o I /fafa
2. Computer ON 7 ¥ DEL/F2 Key ﬁ%ﬂm—?
fo== BIOS 9T & | ZESSCMDANG:
¥. BIOS |1 Hard Drive detect wT&T e m (Task) : e
Hard Disk Troubleshoot o TIkT/Faiy
T ST Check T | T Hard Disk :
. BIOS #1 Hard Drive detect wTeh! o uf=rg
S 9 F&ET Drive &1 o WecH
SATA/PATA/SSD Cable Replace o FI
SIch o fawifsra Section
% Hard Disk #T SiifeuaT Power 9% (Standard) o TRT
Cable AT &I a1 87 9 WX | o BIOS w1 Hard Drive * Block Diagram
FHHT AT AR Power Connector detect 9T | 4 BI(;SW
ST | e Computer Boot &a1 . . W
s, 741 ¥ 9f¥ BIOS AT Hard Drive error Message eTqaT | e
Detect 9 9= Motherboard @T * Hard Disk Format et o TfEE
Hard Drive #1 SATA/PATA/SSD Tngzﬁri?zr—:gr lsyStem Error Code ¥ Message:
Cable f T @& IDE/SATA |, Lard Disk ar= o dive
Port |T STe | Computer Boot TeT | o dfesd R
5. FHET GHEM 90 99 @A Hard | o sriereres afvrerg e Hard Diska1
Drive e ¥ =gt Replace T+ | TFGTHT | ;;;ubleshoot i
2. Computer Boot\g":r ATHT “Harq e Hard Disk
Disk Failure” w+7 Message 3ar Troubleshoot &t
w af7 fa& =t Hard Drive & T faae aree
Replace T |
qo. Computer Boot g+ S=THT 41800
Series @1 Error Code Message
Display s s uf+ fagr w3t Hard
Drive & Replace T+ |

q0%




9. Hard Drive @1 Format = @rsar
afe Format g% 9o o+ 9+ fadr
4t Hard Drive & Replace 1 |

9. T FHTEAR ATdE TET |

ATAYIF AR, FTHVT T qrATES (Tools, Equipment and Materials):
Hard Drive &1 &#&m \9usl Computer Set, 791 SATA/PATA/SSD Cable , =at Hard Drive, Screw
Driver

T T gragree (Safety Precautions) :

BIOS #T {9A1 &I Setting 8% A=rs |

fster g Hard Drive @8 Tg |

SATA/PATA Cable fmear fazaie fme T Sirgar Pin Up aTgs sieam Cut fAemR Sire |
ISATATHT HTH T |

190



1 faxomer (Task Analysis)

FT THT © 3 T

gTiwTeE : 0.4 Huar
TIETNe © .Y =Ual
fafdse &t (Task) #. R : Keyboard Troubleshoot T+ |
- HITH FEATTRT IeVAe® | Qi qiraraes [
TE® . .
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)
q.  ATIYTE® SATAR e | g4 _(Condition) : Input_unit :
3. ATIITF AR, JUHIUT T TATES Computer Lab, ¥R, o U=
T T | JUHRU T ATATIES o WEA
3. Computer Start Tl Keyboard * P
TaHl guaHT Computer OFF Y AN
Keyboard T Cablepg‘a?ﬁ | Bifitss Bt (Task) Kevboard:
y .| Keyboard Troubleshoot o U=
¥. Keyboard #1 PS/2 Connector #T Pin | 1", o B4
g% aTfguet Wy ferarel faar 9r | o FafaeT rTEE
4. USB Connector 9=l Keyboard 9T * UHR
sl USB Port AT Srgx W= 9 | dard) - e Keyboard
s wifaeEr w9t Keyboard & @ | 2 (Standar )ﬁ Troubleshoot 7T
A 9= Screw Driver @@ Keyboard * Keyboard 71 Key fafa
BEA A TH | e Keyboard

<.

Gled ¥ Aol dfeet Fo gar FTed |
Keyboard =T circuit board &g ?
Key grid @5 IPA liquid YR Iy
& IH Chemical Wash 7+ |
gl [WoTel FUSTdl Key Pad ¥ Key
switch AT ST&T Hell T T |
ATforeRt &1 ITaT 9f9 Keyboard o #TH
A 99 Keyboard Replace 7 |

qo0. T JETGHR! ATqAG ITET |

e Type T+ ARTET AUH |
o HT FHEA ATAIE

TG |

Troubleshoot 2T
& faqud #Rree

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):

fadrept Keyboard stfea Computer Set, 7at Keyboard, Screw Driver, 3, f=r¥er, IPA Liquid, F39
FIST

TR T gragres (Safety Precautions) :
Keyboard %1 PS/2 Connector & Pin &% ferere eataqas faem o |
Keyboard & Key ¢ T &1 AXH H9sT TANT I |

Keyboard Pack T Ivqul Key &% dfegeles TAT7HT g I |

ISATATHT HTH T |
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®19 farewor (Task Analysis)

FT FHT © R HU

dg1tas : 0.y wUar
EICHILCIM L
fafds #1d (Task) . 3 : Mouse Troubleshoot 71+ 1|
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
AAIAF ST A | Fae_ (Condition) : Input_unit :
AEITE AR, IR T ATATIES Computer Lab, ISR, IR o Tit=
GehereT T | ¥ AT o Wed
Computer Start &l Mouse =T=rere SR
guear Computer OFF ¥ Mouse @ ° P
Cable W | frfds #rt (Task) : M ® '%:
_ Mouse # PS/2 Connector & Pin z% | MOUse Troubleshoot T #{ﬁlﬁm
T AQ Forrerer faem are | o FTF
USB Connector Mouse T 3fehl o faf 9rTE®
USB Port AT S{T€z S1=1 71 | A (Standard) : o THR
AT FF et 9t Mouse o FTH e Mouse J@r3aT Desktop #T o ufE=ma
A 99 Screw Driver @@ Mouse @ret Mouse pointer =T | * Mouse
o g i Ay el wA J y%s? Smoothly Scroll I%O%?{fsmm
wIfaeT @1 el 9f7 moused FTH o & ?(:%f Button & Click T+ e Mouse
T w9 Mouse Replace 79 | TiSTel qTH | Troubleshoot
. T qEITEHH! ATTerg e | o FH THETEA TG et e faee
TfETE | FRET

>

ATAYAF AWR, STH T JEATES (Tools, Equipment and Materials):
fadreeT Mouse Sifed ®w=1eX Set, Faf mouse, Screw Driver, 3 T =T |

QAT T gragries (Safety Precautions) :
Mouse #T PS/2 Connector #T Pin g% favarer fgar o |

ISATATHT HTH T |

4R




®19 farewor (Task Analysis)

& WA ;& T
Izt © 0.4 Huar
TARIRE : LY TUT
fafése #1d (Task) =. ¥ : Error Message Troubleshoot 719 |

S SUN— HAITH FEATTRT IeVAe® | qFaieud giraraed [
(Steps) (Terminal Performance (Related Technical
b Objectives) Knowledge)
q.  ATIYTE® SATAR e | g4 (Condition) : Troubleshooting:
3 EeTE AR, TR T HTHAES Computer Lab, #T9IR, o Tiv=
el T | U T ATAIES o fafa
3. Computer Boot g% &l “Hard Disk g‘zzengq—?
Failure” w=i¥ Message Tl A - .
Hard Disk Re Iace???r | 0 (Task) : *
P Error Message o fafur
Message adT \= af Hard Disk o U=
Replace T | o TfE=TT
v. afg Qoo Series ®1 Error Code Standard BIOS :
Message &t 7+ Motherboard (Standard): o T
Replace T | e Computer Boot wTeT | o F
p ! o Computer Boot gaT &+ o ufE=m
%. 7fe 300 Series & Error Code TR Error Message | cMOS Battery:
Message #maT 9+ Keyboard Replace THATTH | pgr-—
T | o FHUGHEA AWAE o F1h
. Computer Boot g% &l “Boot icreall o e
failure”, “Select Proper Boot Motherboard, Hard
Devices” 9=¥ Message ATaT A+ Disk T Keyboard:
afear BIOS #T Boot Sequence o T _
freTey ¥ U@ FHTEIE U T * %”r'isi Section
Hard Disk #1 SATA/PATA/SSD °
N - N o ga;li
Cable &9 ¥ 99U I:|ard Disk 7 &+ | « Block Diagram
5. Computer Boot TaT “NTDLR o fear
Missing/bootmgr missing” sz Operating System:
Message mdT 4= recovery o U=
console =@ missing file * Hed
recover ¥ sraar Operating °
- ® Yl
System Relnstall i | o i
<. Computer Boot &l “Set Date and e Error Message
Time” 9=¥ Message Tar 4 Troubleshoot T
CMOS Battery %+ T BIOS #T 0% fafer
Date T Time Set 71 |

RN E



q0. T FHTE-H] ATHAG TE |

Error Message
Troubleshoot &t
& faad #xiee

ATaNTF AR, FTHVT T qrATES (Tools, Equipment and Materials):

Error Message #Itgal Computer Set, extra (Hard Disk, Motherboard, keyboard, CMOS battery),

Tt SATA/PATA/SSD Cable, Bootable CD ¥ Screw Driver

T T gragee (Safety Precautions) :
e BIOS #1 #=a Setting A=<3 |
e Operating System @41 Device Installation @I 19 &7 9 |

o ISUTAAT HTH T |

9%




HE fagamer (Task Analysis)

F THT © O T

It - 0.y HUar
ATFLTE @ .U T0aT
fafése #1d (Task) 7. ¥ : Display Troubleshoot I+ |
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
q.  ATIYTE® SATAR e | e _(Condition) : Troubleshooting :
. ATEAYTF AR, ITRIT T ATHTIES Computer Lab, &<, o Ui
e T | SHHTI ¥ HHAIEE o fafy
3. Motherboard # CMOS Battery Asse—mbllr)g_?'
qftstdr  CMOS clear 17 Jumper Defsirgg?llmq :
& T Y 2fE qo fade T afadT | fefdsr st (Task) : o Fafy
T | Display Troubleshoot T | | gjOS :
¥, T afEd| e Jumper @18 R o U=y
T AT TE | o FI
Y. AT IAT CMOS Setting Clear "% | o (Standard) - o qfg=ma
Display #19% ¥ afz Display 307 | 3 Computer Boot waT | CMOS Battery:
7 @ CMOS Battery Check 7 | e Monitor |T Display * qﬁ?—q
% Multimeter & CMOS Battery @l HATTHT | * mf
Voltage 3 Wiee @ a1 &7 Check T | o  HREEIET e M *
otherboard, RAM ,
7 afz 3 Wee S 9% CMOS Battery | JTaT |

0.

19.

%+ T Display Check 7+ |

ok qu w9 Motherboard |7 @<
SATA/PATA/SSD Cable &% ¥
Expansion Card &% g3+ ¥
Display Check 1+ |

%Y 9t Display T3UeH! gugHr
Motherboard @T$ Casing aTe f¥ha ¥
afexame & Computer ON X
Display Check 7+ |

a5k Display 7F3muer @vgdar RAM
g feRe T el Slot AT Fit 19 2
Display Check 7 |

¥k qUT 99 AT [T RAM T
Taf RAM © Replace T |

wUA 9+ @9 Motherboard @t PCI
Slot |1 7t VGA Card @ Display
Check 7+ |

Processor T Monitor :
o ufv=rx
o faurisra Section
o bl
® YcblY
e cslock Diagram
o qfE=ma
Expansion Card:
o U=y

]

Display
Troubleshoot T4
fafa

e Display
Troubleshoot &t
& faqae F3ET |

994




.

93.

9Y

9.

q%.

RAM ¥ VGA Card %X 47 Display
AU A9 w1 741 Motherboard <
Replace T |

Tai Motherboard Replace 7<% af+
Display s\« sregHr CPU
/Processor = Replace 7+  Display
Check 7 |

. Display #mger @ugHT Motherboard

Replace TRl & 9 7t
Motherboard @I F¥qu7 Driver g%
CD/DVD are Install I+ |
Monitor |1 THHT HUHI GUSHT a7
Monitor fafuueT sreears T F4t
Monitor = Replace T |

HT FETEART ATAAG qE |

ATAIF AR, STE T qrATES (Tools, Equipment and Materials):
Display 7amus Computer Set, extra (Motherboard, RAM , Processor, VGA Card, CMOS Battery,
Monitor), Screw Driver, mulTimeter, Driver & CD/DVD ¥ #=® #%usi/ Cardboard

Qe

T qragrres (Safety Precautions) :

firseer arae Motherboard, Processor, RAM , ¥ VGA Card @5 Fg |
Motherboard, Processor ¥ RAM f&a=T ¥ Fit &l Idedr =13 |

fergfara Arerem i AIATS |
ISATAHT HTH T |

9%




®19 farewor (Task Analysis)

F THT © Y T

gt : q "ver
TIRTE © ¥ "ual
fafése &t (Task) «. & : Software Troubleshoot 7+ |
- A~ FEGHET ILTE® I gitatae F
TE® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
AAIAF ST T | e _(Condition) : Software:
AEITE AR, ITRII T ATATIES Computer Lab, 3=, o U=
FHer I | IJIHI T ATHRIES o HEA
Software /program slow ¥ hang o FTA
quAT RAM #T Load 9Tt e o TFR
Software/program @ Close T | | i apref (Task) : Operating System
. Software/program #Tg Re-open T | gofrware Troubleshoot T | o Ti=

Re-open T&T Software/program
FTH A 99 Computer @Ts Restart
T |

Computer Restart &l Software /
program =r«1 9= Software /
program unlinstall 3+ |

% Software/program Install 7+ |
Install vwesr Software/program
Files &% Antivirus Software = scan
T |

. AT FTAESeTE THTT JHTITT 9UA

99 Internet & TART T HTATHT
TG @rod |

q0. HT FHTEHl ATHAG TET |

HE% (Standard):

e Software @l |

e Software o &M TR |
o FIGHIEA HAlTerg

AfEueT |

o WECH
o HI
o Yebhl¥
Application Software
o U=
o WEH
o HI
Internet
o U=y
o WEH
o ®HY
o TN 9 faty
e Software
Troubleshoot
fafer
e Software
Troubleshoot &t
e faqud #xrew

ATERTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
Software HT IHZT YUHl Computer Set |

T T gragries (Safety Precautions):

qu@T wuhl Software ®7 qfe=m= ¥ {1 Software @ unlnstall 7+ |

999




®19 farewor (Task Analysis)

FT THT © & TG

It ¢ q Ear
TFLTE @ YL |ual
fafdse & (Task) . 9 : Internal DOS Command 3T I+ |
- AT~ FEGHRA ILTE® | QFd qiaiaes [
TR . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
q.  ATIYTE® SATAR e | g4 _(Condition) : Operating System:
. ATEAYTF AR, ITRI T ATHATIES Computer Lab, ST ¥ o U=
e T | qrETdES o T
3. Start Menu #T Click 7 | o UFR
¥. Run ¥ cmd Type Tk Enter fa=- | o dlE=TA
. DOS @ Window gedfeg e PP et (Task) : DOS @ internal
Command && ¥aIT T | Internal DOS Command | command:
. Current System date Display ¥ THERT T o TiE
gfegad T DATE Command & o T
T T | A= (Standard): o dfe=md
@, Current System Time Display ¥ e DOS & Window e DOS # internal
gfegas T TIME Command &t A | Command T T T4
SRR T e DOS =T internal fafa
. Screen §T 9UHT content =tz clear Command ST T2 e DOS & internal
T CLS Command T T I | Error Message T4TTT | Command ¥aRT &t
¢. File/folder % List 79 DIR o FriGTTET ARTeRE e faqae #7T8% |
Command =T FIRT I | e
qo. 74T file a=r3= copy con Command
BT AN T |
9. & 9 File #T content Display =
TYPE Command &1 J3RT T |
92. File 8% Rename ¥ REN Command
BT AN T |
93. File &&=rg Delete 9 DEL/Erase
Command =T FIT I |
q¥. 741 folder awr3s® MD Command &1
TANT T |
q4. Folder & Delete 77 RD Command
HT TN T |
9%. T3ar directory ae el directory T
S CD Command &7 931 T |

9=




qe. Directory sTe afe? &Fa cd.. gar
cd/ command & FFRT T |

qz. File 2%a1g T3aT Location are el
Location &1 Copy % COPY
Command T TR 1 |

q2. T3aT folder AT e Files g%ars
st folder |1 |9 MOVE
Command T TR 1 |

0. Multiple File =5 delete, copy,
move, list = *,?,.wild card
command @ 9IT T |

9. Command Prompt 9@+ =
PROMPT Command & JIRT T |

33 Disk Volume label Display
VOL Command T 33T 1+ |

3. DOS &I Version Information
Display 9 VER Command &0 3arT
™ |

3¥. cmd Windows &1 e qfead+ T
COLOR Command T Fd1T 1 |

4. DOS & Window Close T EXIT
Command T FIRT I |

2% File ¥ directory list lock =
setdircmd=$% command &I 9T
T |

2e. File ¥ directory list unlock =
setdircmd= command &1 JIRT T |

2s. Auto executable file sHTs file @
.bat extension |T save T |

3%, HT ETEAH ATerg e |

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Windows Operating System wusI Computer Set |

AT T gragries (Safety Precautions) :
e DOS = internal Command g%l ST [z AT FANT T |
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®19 farewor (Task Analysis)

F THT © O T

Tgriee ¢ 9 "uar
TFLTNE © & T0aT
fafdse #1d (Task) . & : External DOS Command ¥ 9 |
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q.  ATAYTE ATHHBN [ | &4 (Condition) : Operating System:
. AEYTE AR, ITR T ATHATIES Computer Lab, ST T | o Tie=T
e T | qrETdES o HA
3. Start Menu 9T Click 1+ | o UHR
¥, Run ¥t cmd Type X Enter fa=- | o UlE=T
. DOS #I Window gerdis; /e faffse ®rd (Task) : DOS =t External
Command &% J41T T | External DOS Command | command:
% File g&#1 Data modify 7= notepad | gz ¥ | o Tieem
Command &0 TR T | o ®HY
. File T sub-directory g&=rg T3er o e
Location are ##i Location @1 Copy o DOS =T External
T XCOPY Command &1 T4 T | | gy (Standard): Command TaTT
s.  Drive & Volume label Display . DOS# prompt T fafg
qftad= 7 LABEL Command & T | « DOS =1 External
GART T | > Command IR T
<. Disk @1 FAT create 7 ar 7ot ¢ ggrirrﬂnixézﬁrga;ﬁ HEURIEREERR]
sector ¥ track adrs® FORMAT Error Message &M@ |
Command =T FIRT I | a—
q0. File @1 attributes afead= = . .
ATTRIB Command & v e | | & FIAaHdiadt S«
9. Disk AT 9uer @7 directory sub- e |
directory tree/graphical form w1
Display 7 TREE Command &t
TN T |
92.  Disk @Tg Check ¥ Disk #T status
report Display ¥ CHKDSK
Command = FIRT I |
93.  folder |1 9U®T File g5arg
alphabetical order ¥ reverse
alphabetical order @1 fAaTUR &t
SORT Command &I JIRT T |
q¥.  File AT swuaeT Afe=ra Text string
gwamg search T FIND Command
HT TN T |
4.  Command line interpreter @t
location & dir cmdexe*.* /s/p/w
command ®I JIRT T |

qro




9%.  Kernel file =1 location &= dir
ntoskrnl*.* /s/p/w command = warT
T |

q9. Boot loader = location & dir
bootmgr*.* /s/p/w command = g
T |

95, BT FETEHT ATTG e |

HATAYIAE AW, SR ¥ grEmres (Tools, Equipment and Materials):
Computer Set |

T T gragree (Safety Precautions) :
e DOS # External command g%ehl SATHENT fauz AT 90T 19 |

11



®19 farewor (Task Analysis)

FA THY ¥ HU

Tt : 0.4 HaT
TARINE © 3.4 "UaT
fafdse ® (Task) =. & : Printer Setup T+ |
- AT~ FEGHRA ILIE® | G¥Aead qiiares q
Te® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATEALTF AT fo | e (Condition) : QOutput unit:
R ATEAYTF AR, IIHI0 T ATHRIES Computer Lab, 3R, o Tfe=
FHAT T | JUE T AHTIEE o FHT
3. Printer @1 Power Cord Power Socket o JFR
HT T"ﬁ@ﬁ | o TfE=TT
¥ Printer ¥ Computer & printer & faffs @ (Task) : Printer:
USB s parallel Connector & ST | | printer Setup T | o U=
4. Printer @1 Power Button fa=r printer o HEH
ON 7 | . T
& Start Menu 1 Click 7t control Panel . TET
AT S | w\e (Standard) : Jr .
s. Control P(?mel Pt printer and fax ¥ | o |nstall wikwEr Printer | Device Driver:
double Click I | F AT=FT Devices J—
. Printer Window #T Add a printer |7 and Printers =1
Click 7 | ST | ¢ WA
2. Printer Wizard @ T SIHHT dlbed o Install TR printer o &
printer Select T | a1z test Page print o TFR
qo. | printer & =TT Driver CD T T | o T
T printer Driver Install T | . . e Printer Setu
q9. printer Driver Install srTafs control ¢ E\ I e T Ry P
Panel |1 Z&eT Devices and printers #T TET | .
double Click T 1 ® Printer Setup_
9. Install TTfewer printer @7 lcon |7 Right T AT faT
Click I ¥ Properties #T ST RN
93. Properties Window T print test Page
Button #T Click ¥ test Page print T |
Q¥. B FEITGHE! ATTerg e |

ATAYAF MR, SIHW T JATES (Tools, Equipment and Materials):
Computer Set, printer, printer Driver CD T A4 99

AT T gragries (Safety Precautions) :

Printer AT A4 9% g% Load T |
FATALAE FAAT printer F cartridge AR |
IATAET B T |

=R




HIggw © : Networking

THY ; Y "UET () + 900 HUI( (A7) = 43I =T

g1 fqa]er @ a9 Hgga r Networking T+ ®RIET FFafead A9 T AT98% THTELT TRUH B |

i

Windows Client Operating System Install I |
Network Cables Crim Ping & Punching ¥ |
Network Cable Tester ¥a T 1 Indicator Test I |
Network Switch Installation 3 |
Router /s Configure I |
Host Name Change 719 |
IP AddressConfigure I+ |
Internet Connection Share 7+ |
Workgroup Change 7 |
. Normal and NT Backup ¥ |
. Backup Data Restore 7T+ |
. Email (SMTP, POP3, IMAP) Configure 1 |
. User Accounts and Groups Create 719 |
. folder =T User T Group @Ts Permission Set 719 |
. User and Group Policy Set 7+ |
. Resources Share 7 |
. Firewall Configure 1 |
. Disk Quota Configure 7 |
. Network Drive MapPing I+ |
. Network Drive Offline State Share 1 |
. Remote Desktop Setup 1 |

QN6 M ox X w0

3 & oo o o o0 o0 o o o0 O O
2 0 NS A 6 &M X X W » DO 0O

:

Windows Client Operating System Install T |
Network Cables CrimPing & Punching I |
Network Cable Tester ¥Rt €1 Indicator Test 7+ |
Network Switch Installation ¥+ |

Router /s Configure T |

Host Name Change 7 |

IP AddressConfigure 7T |

Internet Connection Share I+ |

. Workgroup Change 7 |

q0. Normal and NT Backup 7 |

L6 A X w0

%3




19.
.

93.

9%.
<.

q%.

qe.
iz.
qX.
0.

1.

Backup Data Restore I+ |

Email (SMTP, POP3, IMAP) Configure I |
User Accounts and Groups Create 19 |
folder |T User T Group @15 Permission Set 7 |
User and Group Policy Set I |

Resources Share 7 |

Firewall Configure I |

Disk Quota Configure I |

Network Drive MapPing 7+ |

Network Drive Offline State Share 7+ |
Remote Desktop Setup I+ |

Y




CaplCRE L]

(Netwoking)

EES



®1Y farewor (Task Analysis)

fafdse @rf (Task) . 9 : Windows Client Operating System Install 7 |

FT THT : Q0 TG
I : R "uar
EEIE & Tl

9. &% Partition I 9¥AT 99 number FTERTS |

q3. afedr Primary Partition Select T Next
Button AT Click 1+ |

Q¥. @ 9T Steps Completed gt & |

q4. Windows Product Key 9T Key et afg
F9TAT Do This Later AT Click 7+ |

9%. Use ExPress Settings Box #T Click I+ |

qe. User Account Name ¥ Password Ir@r Next
Button =T Click T |

9z. Setup Complete g~ & |

q9%. P THEIEA ATq@ e |

- AT~ FEGHEA ILIIE® | G¥A(ead qiiarees F
TE® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATELTF AR e | e (Condition): Windows Client
ATAYTF AR, JABIU T ATHATES Fheld Computer Lab with Operating System
T | Internet, PC, Bootable o Uf=
3. Bootable fwgrar (CD/DVD/USB) #erezar | s, smaeas e, o Y
e | JIFE T AHAEE o UFR
¥, &HFeY Power ON T |
. BIOS #T1 ¥ Bootable MM &= | e Windows
% Screen T df@ual Language, Keyboard fafss et (Task): Client
Language Set 1= Options Default Tr@T Windows Client Operating
Next Buttonsr Click 1 | Operating System System
. Install Now Button #T Click 7T | Install T | Install &t eare
. Windows Product Key 9T Key &t 3 faae &ee
Skip Button #T Click 7 |
2. | Accept the License terms T Check Mark | w6 (Standard) * Windows
@ Next Button T Click 1 | e Operating System Client
qo. Custom: Install Windows only (Advanced) Install 7 Desktop AT Operating
AT Click 7 | Icon g% ZfauaT | Systemﬁ b
49. Partition ¥+ o Disk Drive Select 7/ New | ® ¥ Twre aAferd Install
1 Click 77T MB #T Partition Size Define T |
T Apply Button =T Click &1 Ok Button
|7 Click T+ |

ATIRTF AR, FTHV T qrATES (Tools, Equipment and Materials):
PC, Bootable Media

T T gragree (Safety Precautions) :
e Operating System Install /2T primary Partition #T Install 77 |

1%




®19 fayewor (Task Analysis)
T G ¢ Y, FUET
g1t : q war
STIEIE © ¥ Tl

fafése & (Task) . R : Network Cables Crimping & Punching = |

HITH FEATTRT IeVAe® | qeatead qiarasd
FA =TS . )
(Steps) (Terminal Performance | (Related Technical
P Objectives) Knowledge)
Q. ATELTF AT feae | e (Condition): Network Cables
3. ATAITE AR, JUHIU JAT JTHUTES Computer Lab with Crimping &
S Internet, smerear® s, | Punching
i . JAHI T ATHES o U=
3. Cable &g smaege TFTZHT I | -
¥. Cable &1 Tl R g== ST Jacket JR
(Cover) fHere |
{. FEUH 5 T aRATE EIATIA-A 9ar | faffs s (Task): e Network
EIA/TIA-B Standard Colour Code Network Cables Cables
IR ATy | Crimping & Punching Crimping &
%, Same Type Device Connect 7 7 sg | 7 | Punching et
Cable #r g¢=r21 End =1 %< EIATIA o Feg
Standard Colour Cod(? FER fAaTR % (Standard): e Network
RJ 45 'Jack AT 8Tl Crimper & « Tester ST TE T Cables
Punching 71 | Standard srEReT o Crimping &
. Different Type Device Connect 9 I+ TeAHT | Punching
AT Cable &7 ggaer End AT Same e IR U Cable fafer
EIA/TIA standard Colour Code ¥R AT et Network
fretmuz RJ 45 Jack w1 &l Crimper Device = _
punching ¥ | Connection Establish
c g [N ~ ‘31"1_0??[ l
5. HI FHEEA A e | o FRiGTTET ARTerE
afETeT |

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Crimper, Cable, RJ 45 Jack,

AT T gragries (Safety Precautions) :
e ANSI/EIA standard Colour Code s7dR Cable Punching 9 g9 |

v



®1Y farewor (Task Analysis)
& THT © R GO
Jg1i® : 30 fHAe
AR © §.30 HUaT

fafdse @®rf (Task) . 3 : Network Cable Tester ¥&Wr Indicator Test 7+ |

1 REE HITH FEAGHRAT IeIAe® | qearead qiaraesd
(st (Terminal Performance (Related Technical
€ps) Objectives) Knowledge)
Q. ATELTF AR feae | e (Condition): Network Cable
R, AT AR, IJTHIT T JEUES Computer Lab with Internet, | Tester
E— PC, HTava® AR, ITHT T | o  afe=y
3. TUR AT Cable F dawa@ wm | oA : mf
Tor @re Transmit Jack (TX) = . TET
feRTa | frfdse @ (Task):
¥. TR TRICHT Cable #1 waet®l 9T | Network Cable Tester wamT e Network Cable
TwT 91 Receiver Jack (RX) AT Indicator Test 717 | Tester AT
BT | Tl e faqae
4. Cable Tester ON 7 | “"'acs (Slta”da_r?]):/ el . Network Cable
o TTET AR e | e Cable straight/paralle
9T Tester & both Tester T T
Connector 9T q 3@T & farfer

T I AR Tl ehl |
e Cable Crossover HT

Tester &I Connector |T

Cable &TesT (¥ IR

AT TeTehl |

fl 6 A" X K W v -0
N 6 0 X 0 o0 w

o T e AfTIE e

ATERTF AR, STHVT T qrATES (Tools, Equipment and Materials):
Cable, Cable tester

AT T gragries (Safety Precautions) :
e Cable Tester |T Cable gTear F¥ag Az Insert T |

Rz



®1Y farewor (Task Analysis)

fafése #14 (Task) . ¥ : Network Switch Installation ¥+ |

F 9T 5 "I
Jgrie : q faae
EIERIECIRCR LA

Port |1 Light Blink
TLHT |

o HETMEA AfqEG
peceall

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
ATFITR ATARI [T | Fae (Condition): Network Switch
HTAITH ATSR, JTHLT T FTHAES Computer Lab with o U=y
FEaT T | Internet, PC, smaeas o T
. Switch |IT Power Supply f&w | S, t ° TeHr
. Ethernet Cable %1 t3ear End Switch * T
@1 Port AT Plug 71+ | A e (Task): e Network
Ethernet Cable %7 =&l End user Network Switch Switch
Device (PPC) @' Port T Plug 7 | Installation T | Installation rat
Switch |t &% Device Connect 7 ZIERCERE
9THT ¥ T 4 Number IERIST | &M@
Internet =rr3= a¥AT Router /s ¥ A (Standard): y glv?/ti\tl\(l:?\rk
; e Switch ¥ End user
. ivr\gtachmcmaqbl;l:;;ﬂg?nnect ™ Device g Ethernet glfs;allation i

ATAYAF AR, STH T JEATES (Tools, Equipment and Materials):
PC, Switch, Switch Port, Internet

AT T gragries (Safety Precautions) :

RJ 45 jack /T Cable Connect ST g9 |

RESS




®1Y farewor (Task Analysis)
T TAHT © © TUET
zTfeaes © q "ar
THETNE © 9 HUgT

fafdse ®rt (Task)w. ¥ : Router Configure 7+ |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
q. ATAYAF SATART [ | Fa=_(Condition): Router
AL AR, ITHLI AT ATHUTES Computer Lab with Configuation
HepereT T | Internet, PC, sTareaes AT, o Ui=m
3. Router Power ON 19 | IIH T FrEATEE, PPPOE o &Y
¥. Router % Lan Port A1 Cable %t tsar | user Name, PPPoE o UFR
End ¥ Cable =1 &t End PC & Password
Ethernet Port |T ST | e Router
. Web Browser AT Router % Default Configure gt
IP srerat Link @t Router Access T | | fafdse & (Task): AT feae
%. Router T Login Page AT User Name | Router Configure T+ | FREE
Box |1 user Name ¥ Password Box e Router
AT Password €T Enter Key fa= | Configure 7=
v, Network Configuration Menu #T A% (Standard): fafa
Click T | e Router Setup @
5. WAN/Internet Sub Menu w1 Click Internet F=reT |
T | o FHUHIET AWAE TEHT
2. WAN Connection Type |T Russian ,
PPPOE & ISP = fawshr User Name ¥
Password r@r Save Button @1 Click
T |
q0. wireless Menu & Wireless/Password
Setting |1 Click T+ |
99. SSID | wifi &1 A19 T Security T
wifi & Password Set %1 Save
Button |T Click T |
9. HTT JETEH AT TE |

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
PC, Router, Network Cable, Internet, PPPoE user Name, PPPoE Password

AT T gragries (Safety Precautions) :
e PPPOE user Name Password T&T ISP = provide ¢! User Name ¥ Password & & |

930



®1Y farewor (Task Analysis)
& THT © R GO
Tgife : 30 fAme
ATAEINE : .30 HUaT

fafése ® (Task) . % : Host Name Change 7+ |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATELTF AR feae | e (Condition): Host Name
3. ®FEY Power ON T | Computer Lab with o U=
Computer # Run o7 T Box T Internet, PC, sTareae 3T, o FHA
sysdm.cpl Type T Enter Press : t ? ° PR
™ e Host Name
¥. Computer N(_;lme Tab @1 Change A e (Task): Change Tzt
Button =T Click 7?1 Computer Host Name Change 7 | AT faae
Name Box {1 Computer Host HIE
Name Set T | e Host Name
¥, F=uc® ok Button Click T Apply Change 7T fafur
Button @7 Click & Restart Now | A% _(Standard):
#T Click 7+ | e Command Prompt |T
c Host Name Command
%P A S T FaAT3aT Set T Host
Name S@TTH |
o FHI FHEA AfHaE
AT |

ATAYAF AR, STH T JEATES (Tools, Equipment and Materials):
PC, Internet

AT T gragries (Safety Precautions) :
e Host Name % Computer ¥ match Fg= e |

1



®1Y farewor (Task Analysis)

fafése #1d (Task) . @ : IP Address Configure I |

F qHT 3 FUA
g1t ; 20 fAee
STAETNF © .30 Huar

OK Button a7 Click <t Close
Button |T Click T |

. B e Aied T |

Config Command
ATl Set THT P
Details I@TTaT |
o &HI JWEA AfqaE
LIl

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)

ATAYTF SR A | e _(Condition): IP_ Address
FF21e? Power ON T | Computer Lab with Configuration
Computer # Run =1 € Box w1 | INternet, PC, & i, | o fe=rr
ncpa.cpl Type €T Enter Press I | t ° Fd

. Ethernet #T Right Click T ©
Properties #T Click T | A FT (Task): e 1P Address

: TCP/_IPV4 Select 7T Properties IP AddressConfigure T | Configure &t
AT Click 7 1 & faq oo
use the following IP Address |1 HRAEe
Check Mark =TT IP, Subnet, we% (Standard): e IP Address
Default Gateway, DNS Set 7 | | « Command Prompt =T IP g%‘f'g“re T

ATAYAF AWR, STH T JEATES (Tools, Equipment and Materials):
PC, Internet, Switch, Cable

RE T gragres (Safety Precautions) :
IP Address 3% Computer T Match 7g+ & |

3R




®1Y farewor (Task Analysis)

fafdse & (Task) . = : Internet Connection Share 7+ |

FT THA © ¥ T
JgIfe : q "uar
EIERIEC IR LA

Q.

Click 7 1

Use the following IP Address AT
Check Mark @rg IP, Subnet, Default
Gateway, DNS Set 7+ |

OK Button @ Click ¢ Close Button
AT Click 9 |

FHTT T ATTG e |

HHE® (Standard):

e Connected Devices dre
Internet Service
Reachable #ueT |

o HT FHEA ATAIE
pceall

1 TR AT~ FEGHRA ILTE® | q¥A(eaq qiiarees a1
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q. ATELTF AR fea | e (Condition): Internet Connection
. FFEX Power ON T | Computer Lab with Sharing
3. Computer & Run @1 ¢ Box T Internet, PC, sz IR
AR, JTHLI T AHAES o T
ncpa.cpl Type T Enter Press 1 | JR—
¥. g% a1 Network Connection Select e Internet
T Right Click 7T Bridge fafdse ®rt (Task): Connection
Connection AT Click 7 | Internet Connection Share Share &l &ame
y. a1 asl Network Icon T Right T | feo wheree
Click & Properties /T Click 7+ | . I(?éi;neectt'on
. i
%. TCP/IPV4 Select 7= Properties #T Share 3 fafi

ATAYAF AWR, STH T JEATES (Tools, Equipment and Materials):
PC, Internet, Switch, Cable

QAT T gragries (Safety Precautions) :
IP Address 3% Computer T Match 7g+ & |

933




®1Y farewor (Task Analysis)

fafése #1d (Task) . & : Workgroup Change 79 |

F qHT 3 FUA
g1t ; 20 fAee
STAETNF © .30 Huar

gzae® OK Button Click T
Apply Button =T Click T Restart
Now AT Click I |

FI GEET ATHAE T |

e Command Prompt HT Net
Config Workstation
Command JraT3ar Set
TRl Workgroup @I |

o FHI FHEA AT TEH
|

1 TR AT~ FEFAWRA ILTE® | qeaieud qiiaras qe
(Steps) (Terminal Performance (Related Technical
Objectives) Knowledge)
q.  ATALTE SATAHBRT fad | e (Condition): Workgroup
2. ®F Power ON T | Computer Lab with Internet, | Change
3. Computer &I run & 7% box @T PC, 4Tava® SIS, ST 7 | o are=T
sysdm.cpl Type 1 Enter Press ? ° @M
ey o HEHA
e Workgroup
¥. Computer N(flme tab @ Change PP T (Task): Change Tt
Button #T1 Click < Workgroup Workgroup Change T+ | I faa
box AT Computer Workgroup Set FRES
T | e Workgroup
A\ _(Standard): Change 7= fafer

ATAYAF AWR, STH T JEATES (Tools, Equipment and Materials):
PC, Internet, Switch, Cable

& T gragres (Safety Precautions) :
Same Network T I Device T3¢ Workgroup 9T e |

¥




®19 fayewor (Task Analysis)
T TAHT © © TUET
zTfeaes © q "ar
THETNE © 9 HUgT

fafése &t (Task) . 90 : Normal and NT Backup T+ |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
q.  ATAYAF STARTL [T | Fa=_(Condition): Normal and NT
2. FFHeX Power ON T | Computer Lab with Backup
Computer Fr run =T T Box |T Internet and Networking, . UI'F{?I'ZT
Control Type T Enter Press T+ | PC, v, 91K ° *H
. i JIERT T ATHUES o TEA
¥, System and Security @1 Click T | e Normal and NT
. Backup and Restore (Windows 7) Backup i
|1 Click T 1 frfds @& (Task): AT faa
% Set Up Backup w1 Click BIEYl Backup | Normal and NT Backup ERERS
et Destination Set 7T Next cll e Normal and NT
Button =T Click 7 1| Backup T fafer
9. Let me choose |1 Check Mark =g
Next Button AT Click T | A _(Standard):

_ e Files/folders T
5. Backup fer o+ Files/folders Select Backup Create 9T |

T Next Button |1 Click 7 | J .
2. Backup schedule 7 sT¢ Change TEE |

schedule #T Click T schedule Set

T Save Button |T Click 7+ |
qo0. Backup Now Button #T Click I+ |
9. T TR ATTG T |

ATAYAF MR, FIH ¥ JEATES (Tools, Equipment and Materials):
PC, Internet

QAT T gragries (Safety Precautions) :
e Backup & Destination Choose &7 9aTe Space STl Choose I+ |

AEL



®1Y farewor (Task Analysis)

fafdse ®rt (Task) =. 99 : Backup Data Restore 1+ |

FT THT : Q0 TG
JgIfee : q "uar
TEEIE © % gl

Q.

Backup and Restore (Windows 7)
AT Click 1+ |

Restore my Files w1 Click T Files
@ @i browse for Files w7 Click
T ¥ folders % @R browse for
folders @ Click 1+ |

Restore 7 9= folder Select T
Add folder |1 Click ¢ Next
Button =T Click I |

In the original location ®T Check
Mark @7rg Restore Button AT Click
T |

Finish Button #T Click <1 geiehr
Window &= T |

q0. HMA FHTEA AfTeTE e |

fHfds & (Task):
Backup Data Restore I+ |

HHE® (Standard):

e Restore T¥e Data dfeer
Backup eI Data
T |

o HETMEA AfqaEg
pceall

1 REE HIH FEGHET IeTAeE | oty qriatae s
(Terminal Performance | (Related Technical
(Steps) Objectives) Knowledge)
Q. ATAYTF SATAHRI fae | e _(Condition): Backup Data
2. &FeX Power ON T | Computer Lab with Restore
3. Computer &7 run #T 5 box =T Internet and Networking, o ofe=g
control Type < Enter Press I+ | PC, sava HI9R, STERT | o &
¥. System and Security AT Click ¥ | | ¥ HTHITE® e HWEH

e Backup Data
Restore & &9
faqae #7Tes

e Backup Data
Restore 1= fafir

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
PC, Internet

AT T gragries (Safety Precautions) :
Operating System Install & Primary Partition ®T Install 7+ |

3%




®19 fayewor (Task Analysis)

fafdse @®rf (Task) . 9% : Email (SMTP, POP3, IMAP) Configure T+ |

F qHT Y U
Jg1fee : q "uar
EIERIEC IR L

. BT gHETET ¥

Next Button |1 Click T |

. @eta! window AT Finish Button w1

Click 7 |

o
[

T e |

o HY THEA AT
TGHT |

1 TREE HIH FEAGHRT IeVAE® | q¥aq qrarasd ae
(st (Terminal Performance | (Related Technical
€ps) Objectives) Knowledge)
ATAYTF SR A | e (Condition): Email (SMTP,
F¥e? Power ON 7 | Computer Lab with POP3, IMAP)
all programme T ¢ Microsoft Internet, PC, smaeae Configuration
office outlook #T Click 1+ | 3 ? E : -

. @t window AT Next Button T . TES
Click | faffe Tt (Task): «  Email (SMTP,

. gl window #T yes |1 Check Email (SMTP, POP3, POP3, IMAP)
Mark =g Next Button #T Click IMAP) Configure T | Configure af
T | e faad
gerebl window HT your Name box ETEe
AT ATH, E-mail Address box T A (Standard): * Eggg (IS I\Z/I ;PF;
email address, Password ¥ Retype e Outlook =T email Confiéure i
Password box @t Password Ir@r Send T receive ST | fafy

ATAYAF AWR, STH T JEATES (Tools, Equipment and Materials):
PC, Internet

AT T gragries (Safety Precautions) :
email 1D T Password &1 AfFhR @Tefehl e |

AEN




®1Y farewor (Task Analysis)

fafdse @t (Task) =. 93 : User Accounts and Groups Create T |

F qHT Y U
Jg1fee : q "uar
EIERIEC IR L

0.

19.

T Close Button AT Click 7 |
Sgroup Menu =1 Click 7RI Expand

|
Default groups w=T AT @Tell SISHT
Right Click & New group =T Click
T |
Group Name box & group Name €T
add Button @ Click 7= object Name
box =T group ¥ add 1 o+ user Name
Type T Check Names Button #T
Click I+ |
OK Button @1 Click 7=t Create Button
|7 Click < Close Button =T Click
T
F qEITET ATHE I |

HHE® (Standard):

e Computer Login &t
Create ¥l user
RETHT |

o HI JWEA AfqaE
peceall

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)

Q. ATIYTE® SATAR e | e (Condition): User Accounts and

2. ®Fgex Power ON 71 | Computer Lab with Groups

3. Computer &7 run #T 5 box =T Internet and Networking, o TUf=d
lusrmgr.msc Type T Enter Press 7+ | | PC, ST@ed® #9R, ITERT | o %Y

¥. Users Menu @T$ Click ¥ expand ¥ | | ¥ SR o HEH

w. Default users 9= |1 @rell S(IHT o User Accounts
Right Click T New user a1 Click and Groups
T | frfds @4 (Task): Create =T &1

% user Name box ¥ user Name, User Accounts and fag #xee
Password 7 confirm Password box @ | Groups Create 4 | y ;JnserAr‘gﬁggnts
Password r@r Create Button |1 Click Create T fafy

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
PC, Internet

AT T gragries (Safety Precautions) :
Password T strong T ATl TFhI e |

3%




fafdse &t (Task) =. 9% : Folder | User ¥ Group @Ts Permission Set 71+ |

®1Y farewor (Task Analysis)

F qHT Y U
JgIfee : q "uar
EIERIEC IR L

1 TREE HiH FETHET ILTAeE | Gaiegq qriatde s
(st (Terminal Performance | (Related Technical
eps) Objectives) Knowledge)

19.

3.

0.

R

9¥.

ATAYTF AR AT |

FFex Power ON 7T |

Permission Set 7= o+ folder #T right
Click %1 Properties | Click T
sharing tab T Click I+ |

Advance sharing ¥ Click T share
this folder box ®T Check Mark
CRICEE

Permission Button T Click I |
Everyone @Ts Select ¢ remove
Button #T Click ¥ ®<I add Button
|7 Click 71+ |

Object Name box HT permission Set
T 9+ user 4T group Name Type
T Check Names Button =T Click T
ok Button AT Click T+ |

Add TRET user 4T group TS
Select < Set T 9 permission box
AT Check Mark =/rg Apply Button &1
Click &1 ok Button =T Click 1+ |
%< Apply Button®Tt Click T ok
Button =T Click I |

Security tab =T Click < Advanced
Button =T Click I |

Disable inheritance Button |t Click
T convert inherited permissions
into explicit permission on this object
AT Click 7 |

Users ¥ SYSTEM Select T remove
Button |T Click I |

Apply Button =1 Click ¢ ok Button
AT Click 7 |

e (Condition):
Computer Lab with
Internet and Networking,
PC, maed% R,
JYEHUT T ATAAES

fafds ® (Task):
Folder \T User ¥ Group
e Permission Set T |

A (Standard):

e Local user =me Login
T4 folder Access &t
permission ARTeT |

o FHI FHEA AfHaT
AT H |

Permission Setting

o U=

F

HEd

Folder |1 User

7 Group @Ts

Permission Set

et T faqa

FREE

e folder |1 User ¥
Group @t
Permission Set
T fafa

AEN




q«. Edit Button =T Click T add Button
AT Click 7 |

9%. Object Name box ®T user/group
Name @ Check Names Button AT
Click & ok Button a1 Click I+ |

qe. Add T user F¥9ET group Select T
permission fa@s Apply Button @1
Click & OK Button |7 Click 1+ |

9. BT FHEA ATHAG TET |

ATAYIF AR, FTHVT X qrATEs (Tools, Equipment and Materials):
PC, Internet

T T gragree (Safety Precautions) :
e Permission Set &1 permission @S 9+ user T group AT add T+ |

9¥0



®1Y farewor (Task Analysis)

fafése ®rt (Task) =. 9% : User and Group Policy Set i+ |

F qHT Y U
Jg1fee : q "uar
EIERIEC IR L

(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q. ATELTF AR feae | e (Condition): User and Group
. &FFeX Power ON T | Computer Lab with Policy Setting
3. Computer &7 run #T 5 box T Internet and Networking, o U=
gpedit.msc Type T Enter Press T | | PC, aT9a& ek, ITER0 | o &7
¥, User Configuration #1 Click T ¥ TS o WEA
expand T | e Userand
¥.  Administrative Templates |1 Click Group Policy
T expand T | frfds @ (Task): Set T @A
% System HT Click <1 expand I+ | User and Group Policy Set faqae F7Tes
v. Removable Storage Access AT Click | 7+ | e User and
el Group Policy
Set 7+ fafy

5. Removable Disks: Deny write access
|7 double Click T+ |

2. Enabled 51 Check Mark =g Apply
Button s<{T OK Button #T Click T+ |

qo0. I FHTEH ATHAE ET |

A _(Standard):

e Pen Drive are
Computer |1 Data
Copy 79 e @
Computer a1e Pen
Drive |1 Data Copy T+
e WU |

° Elv—l'ﬁ SESIEGE 31'&:[_91—@
TEHT |

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
PC, Internet

Qe

¥ gragmies (Safety Precautions) :

Policy Set TaT user Configuration AT @73+ policy & Computer Configuration @1 fAzira

T {IT Set T |

%9




®1Y farewor (Task Analysis)
T G ¢ Y, FUET
ZTfeaes © q "ar
STIEIE © ¥ Tl

fafése #1d (Task) 7. 9% : Resources Share 7+ |

At~ FEGHRA ILIE® | G¥A(ead qiiares F

4 RS _ )
(st (Terminal Performance | (Related Technical
eps) Objectives) Knowledge)
Q. ATAYTF SATAHI fa | e (Condition): Resources Sharing
. %*gaz Power ON T | Computer Lab with o uftmm
3. Printer SiTEr smaewe Driver Install 87 Internet and Networking, o T

Connected Computer a2 print test 7= | | PC, 3maede AR, FTHTI o TEH
¥. Computer &7 run |T % box AT control | ¥ |THITES

Type T Enter Press I | e Resources
¥. Hardware and sound AT Click T Share & &=
Devices and Printers AT Click T+ | fHfds &t (Task): faae &ree
%. Install T<eT printer AT Right Click = Resources Share T+ | * Resources
Printer Properties @1 Click I+ | Share 7T+ fafa

9. Security tab AT Click 71 s{AT99a% users
Select ¥ remove Button T Click 7+ | | ¥ _(Standard):

5. Add Button = Click T Object Name | ® Network &7 9zt
box T user/group Name @t Check Computer =T print

Names Button 41 Click T ok Button @7 et shqre TR printer

Click T | STE print wT |

o FHY THEA AT
QR |

2. Add T user FFaT group Select T
permission fa@Ts Apply Button =T Click
T ok Button #T Click T |

qo0. Sharing tab =T Click 71 Share this
printer AT Check Mark =T share
Name box AT share Name e |

19. Render print jobs on client Computers
AT Check Mark =g Apply Button T
ok Button =T Click 7 |

3. T FHETEA Aferg e |

ATERTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
PC, Internet

AT T gragries (Safety Precautions) :
e Resource share &l =t user/group s AT Access permission f& |

¥R



®1Y farewor (Task Analysis)

fafdse #1d (Task) 7. 99 : Firewall Configure T+ |

FT THT : Q0 TG
I : R "uar
EEIE & Tl

0.

19.

are ICMPV4 Select T Next
Button @7 Click 71+ |

Next Button #T fa= @& Click
T |

Name box HT rule =T A1 €T
Finish Button AT Click 1 |
FHTT T ATTG e |

Network #|T Connected
PC g%are Ping 9UaT |

o HT FHEA ATAIE
TGHT |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)

Q. ATAYTF SATAHI fad | e _(Condition): Firewall

2. &FFeY Power ON T | Computer Lab with Internet | Configuration

3. Computer &7 run #T 5 box T and Networking, PC, sImaesI® | e  9i=d
firewall.cpl Type T Enter Press | o, IT&R T ATHAET o T
T | o WEd

¥, Advanced Setting =T Click 1 |

«. Inbound Rules =T Right Click ¢ | ffese ® (Task): o Firewall
New Rule /T Click T+ Firewall Configure T+ | Configure et

% Custom AT Check Mark =<1rs Next A faT
Button |T Click 1 | EEE

s, All programs AT Check Mark @vré | H% _(Standard): * Firewall o
Next Button |1 Click 7 | o Firewall #1 ICMPv4 ;gflgure

5. Protocol Type |T drop down box service allow 1z same

ATAYAF AR, STH T TS (Tools, Equipment and Materials):
PC, Internet

QAT T gragries (Safety Precautions) :
e Allow 9 9+ service %T Port |3 allow I+ |

%3




®Y fqreer

(Task Analysis)

fafése #1d (Task) 7. 95 : Disk Quota Configure 7+ |

FT THA © ¥ T
JgIfe : q "uar
EIERIEC IR LA

1 T AT~ FEGHEA ILIIE® | G¥A(ead qiiarees F
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
q.  ATALTEH SATHHI fad | e _(Condition): Disk Quota
2. ®Fgax Power ON T | Computer Lab with Configuration
3. Desktop | €Ut Computer icon @rg | Internet and Networking, o UiT=A
double Click 7+ | PC, aTaede HIoR, ITH0T o T
¥, Quota @msT a+ Disk #T Right Click T grAYES o WA
T Properties AT Click I |
4. Quota tab |1 Click ¢ show quota e Disk Quota
Settings AT Click 71 | Configure
%.  Enable quota management AT Check fafése @t (Task): UARZIE]
Mark RT3 | Disk Quota Configure faaet #Tee
v, Deny Disk Space to users exceeding T e Disk Quota
quota limit AT Check Mark =73 | Configure
. Do not limit Disk usage {1 Check Mark T fafa
LA _ A\ _(Standard):
2. Quota entries |1 Click 7T quotatab 1 | Quota Set T Disk
Click 7T New quota entry | Click 71+ | Space =T @ET Disk
q0. Object Name box |T user Name Ir@T Space user & use T
Check Names Button 7T Click 77T ok TYTTHT |
Button T Click 1 | o FH I ANTerG
9. Limit Disk space T Check Mark =g TGHT |
Disk Space limit T warning level Set 1%
|
93. Ok Button w1 Click &1 &@<reT Window
Fg T |
93.  Apply Button #T Click < g% 9a® ok
Button T Click 1+ |
q¥. Ok Button & Click 7+ |
. HT FHEIET AE e |

ATAYAF AR, FIH ¥ JEATES (Tools, Equipment and Materials):
PC, Internet

AT T gragries (Safety Precautions) :
User @Tg quota @3 user @ amaed@ Disk Space confirm T3 @S |

9%




®1Y farewor (Task Analysis)

fafdse #1d (Task) 7. 9% : Network Drive Mapping 7+ |

F THT © 5 HUT
Jg1fee : q "uar
TR © 9 Tuar

0.

19.

R

3.

9¥.

.

Click 1+ |

Advance sharing #T Click T share this
folder box AT Check Mark =TS+ |
Permission Button T Click I |
Everyone &7 Select 2T remove Button
AT Click ¢ %<1 add Button =T Click
T |

Object Name box #T permission Set 9
o+ user Name Type <1 Check Names
Button |1 Click < ok Button & Click
T

Add &1 user &g Select T Set T
T+ permission box dT Check Mark @7g
Apply Button =T Click < ok Button =T
Click 1+ |

%< Apply Button 5T Click =T ok
Button T Click 1 |

Security tab =T Click < Advanced
Button T Click 1 |

Disable inheritance Button #T Click T
convert inherited permissions into
explicit permission on this object |T
Click 1 |

Users ¥ SYSTEM Select T remove
Button #T Click I |

Apply Button =T Click 7T ok Button |1
Click 1 |

Network Drive Mapping
T |

HHE® (Standard):

e Map & Drive letter
Click raT erert
machine HT share <
folder Access ST |

o HI JHEA AfqaE
peceall

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATELTF AT fo | e (Condition): Network Drive
2. ®Fgax Power ON 71 | Computer Lab with Mapping
3. Desktop AT 3@ Computer icon @g | Internet and Networking, | e afe=ra
Double Click T | PC, ama9de K, o
¥. % Drive WT ¢ Right Click T new | ST T ATHUTES o HEH
|T 7% folder |1 Click 1+ |
w. aaruet folder T right Click & e Network Drive
Properties AT Click & sharing tab w1 | faféee & (Task): MapPing T&T &g+

> >
e Network Drive
MapPing = fafar

¥4




q%. Edit Button #T Click ¢ add Button =T
Click I+ |

qe. Object Name box #T user Name 3@t
Check Names Button #1 Click ¢ ok
Button =T Click I |

95. Add T%eT user Select =T permission
frarg Apply Button |T Click T8 OK
Button =T Click I |

92. Network Drive maing 9= macine #T
7% Run =T \folder share T<er machine
Bl |P e |

0. Folder share %I user Name ¥
Password @l Enter Key fa=- |

9. Access 9t folder /1 Right Click =T
map Network Drive AT Click 1 &
Drive letter &I+ reconnect at sign-in =T
Check Mark @@rs Finish Button #T
Click 7+ 1

3R, FT FHTEA AfFaE T |

ATAYAF AR, STH T JEATEs (Tools, Equipment and Materials):
PC, Internet

RE T gragres (Safety Precautions) :
e Folder share T&T Drive map < 9+ user &= add 7 |

1¥%



®1Y farewor (Task Analysis)

fafése ®t (Task) =. R0 : Network Drive Offline State Share 7+ |

F qHT Y U
JgIie : q =uar
EIERIEC IR L

0.

19.

R

9z.
9¥.

Object Name box HT permission Set T
o+ user Name Type ¢ Check Names
Button #T Click <r OK Button =T
Click 1+ |

Add &1 user @Tg Select T Set T
T+ permission box dT Check Mark @7g
Apply Button =T Click <1 ok Button =T
Click 77 |

Caching Button #T Click 1 All Files
and programs that users open from the
shared folder are automatically
available offline ¥ optimize for
performance |1 Check Mark =g 0K
Button #T Click I |

%< Apply Button 5T Click =T ok
Button #T Click I |

Click T Advanced Button =T Click 9
Disable inheritance Button @ Click T
convert inherited permissions into

ATHT map el Drive
#T Save &l Data
machine on szafs;
share e folder |7
ATh ATTEHT |

o HT FHEA ATAIEG
TR |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATELTF AT feae | e (Condition): Network Drive
2. &FFeY Power ON T | Computer Lab with Offline State
3. Desktop =T g@rgar Computer icon@rs | Internet and Networking, | Sharing
double Click 7 | PC, #Ta9a® SR, ITHT o =
¥. & Drive AT ¢ Right Click 78T new | T amd{ies o H
7T 7% folder ®T Click I+ | o WEA
w. aaruel folder T right Click &
Properties AT Click 7 sharing tab w1 | fafdse @t (Task): e Network
Click T | Network Drive Offline Drive Offline
% Advance sharing @1 Click T<T share this | State Share 7 | i%ate Share
folder box |1 Check Mark =TS+ | Fa—rrqzrmw
o Permission Button #T Click I | o Network
=. Everyone =T¢ Select ¥ remove Button | 3 (Standard): Drive Offline
i Click % % add Button =1 Click | * Eﬂfﬁ.rnihiﬁﬁ State Share
l T fafa

9%




explicit permission on this object =T
Click 1 |

q4. Users T SYSTEM Select <1 remove
Button =T Click I |

9%. Apply Button w1 Click =T ok Button #T
Click 7 |

qu. Edit Button |1 Click < add Button #T
Click T |

95. Object Name box #T user Name @t
Check Names Button #T Click 7T OK
Button AT Click 1 |

9%. Add 7T user Select =T permission
frarg Apply Button |T Click ¢ ok
Button =T Click T |

0. Computer &7 run |T 5 box T control
Type T Enter Press I |

9. View by #1 small Icon ST sync Enter
Menu 9T Click T |

3. Manage offline Files #1 Click T
offline Files is currently enabled =g
OK Button #T Click 1 |

3. I Open window &% Close I |

2¥. Network Drive maping {9+ macine AT
% run |1 \\folder share 7%&T machine
%1 |P e |

4. Folder share et user Name ¥
Password r@r Enter Key f= |

2% Access 9t folder /T Right Click =T
map Network Drive T Click 4T =+
Drive letter T reconnect at sign-in T
Check Mark @ s Finish Button #T
Click 77 |

2w, Desktop AT s@UeT Computer icon =T
double Click I |

5. Map & Drive |7 Right Click T
always available offline |1 Click 1+ |

3%, F GG ATHE I |

ATERTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
PC, Internet

AT T gragries (Safety Precautions) :
e Folder share T2 Drive map < 9+ user |19 add 7 |

¥z



®19 fayewor (Task Analysis)

fafése #1d (Task) 7. 9 : Remote Desktop Setup I+ |

F qHT Y U
Jg1fee : q "uar
EIERIEC IR L

G.

Q.
q0. HMA ¥ AfqerE e |

Check Mark =73+ |

Select users Button |1 Click =1 add
Button @7 Click 71+ |

Object Name box HT remote
Connection allow 9 9+ user Name
7@l Check Names Button #T Click =T
OK Button AT Click 7 |

OK Button @1 Click <1 Apply Button
AT Click 1+ |

OK Button 1 Click 1+ |

HHE® (Standard):

e Local machine &t
Desktop remote
machine st Access
g control AT |

o HI HEA ATqaE
peceall

1 TREE HITH FREAGHEA JLYAE® | Gt qriarae e
(Terminal Performance | (Related Technical
(Steps) Objectives) Knowledge)
Q. ATELTF AT feae | e (Condition): Remote Desktop
2. ®Fgex Power ON 71 | Computer Lab with Setup
3. Computer &7 run 9T 5 box AT Internet and Networking, o U=
sysdm.cpl Type 7T Enter Press 7 | PC, Taea® SR, o T
¥. Remote tab AT Click I | SAHIW T ATHITEE o HEA
4. Allow remote assistance Connection to
this Computer, Allow remote e Remote Desktop
connections to this Computer, Allow Setup T &=
connections only from Computers fafds # (Task): fe o #XTEe
running remote Desktop with Network | Remote Desktop Setup e Remote Desktop
level authentication (recommended) |1 | w7+ | Setup I+ fafa

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
PC, Internet

AT T gragries (Safety Precautions) :
e Remote Desktop allow 9 9= user @ add 7T+ |

RN




g« & : Windows Server Operating System Installation

AT : QL =TT (A) + OY HUST (A7) = {0 HUS(

a1 faaxur . a9 "rggaHr Windows server Operating System Installation 77 T FFafead A9
T HIE% FHTILT TRTH T |

EELEEL
9. Windows Server Operating System Install 7+ |
2. Host Name Set 1 |
3. Network Configure 79 |
¥, Hypervisor (virtualization) Configure 1 |
v. Active Directory Service Configure I+ 1|
% Organizational Unit, Group, User's Account Create I |
s, Domain Policy, User Policy, Group Policy Set ¥+ |

Domain Groups and Users @Ts Disk Quota Set 719 |
DHCP Server Configure I+ |

qo. File Server Configure T |

9. Print Server Configure 7 |

93. DNS Server Configure T4 |

3. 11S/Web Server Configure 7 |

© N

FHET:
9. Windows Server Operating System Install 7+ |
2. Host Name Set 1 |
3. Network Configure I |
¥. Hypervisor (virtualization) Configure I+ |
4. Active Directory Service Configure I+ |
%. Organizational Unit, Group, User's Account Create I+ |
v. Domain Policy, User Policy, Group Policy Set 7+ |
. Domain Groups and Users @ Disk Quota Set T |
<. DHCP Server Configure T |

qo. File Server Configure 7 |

9. Print Server Configure 7+ |

92. DNS Server Configure 7 |

93. 11S/Web Server Configure 7 |

140




caplCREL ]

(Windows Server Operationg System Installation)

149



®1Y farewor (Task Analysis)

fafdse &1 (Task) . 9 : Windows Server Operating System Install 31+ |

FT THT : Q0 TG
JgIi® : 3 "uar
EEIE & Tl

F1d TR AW FEGHEA IeVTe® | Geateaq giraras ar
(Steps) (Terminal Performance | (Related Technical
P Objectives) Knowledge)

2

q0.

1.

R

3.

9¥.
9.

9.

q9.

AAIAF SITHRT AT |

AATF AR, ITFUT T ATHUES Fheld
T |

Bootable fagrar (CD/DVD/USB)
FFIETHT e |

¥, FFFeY Power ON T |

BIOS A1 Tuz Bootable fAEmam g |
Screen #T sf@Ua Language, Keyboard
Language Set T options Default &t
Next Button @1 Click 7+ |

Install Now Button #T Click I |

5. Windows Server 2016 Standard

Evaluation (Desktop Experience..x64).
Select <1 Next Button =T Click 7+ |

I Accept the license terms #T Check Mark
@ws Next Button |1 Click 71+ |

Custom: Install Windows only
(Advanced) 7T Click 7 |

Partition 7= 9= Disk Drive Select Tt
New AT Click &1 MB =T Partition Size
define T Apply Button =T Click &1 OK
Button ¥ Click 71+ |

@& Partiion 7 9341 99 number

FERTS |

afedr primary Partition Select =T Next
Button AT Click I+ |

T 91 steps completed TEwTeT F |
Administrator Password I@T Finish
Button =T Click T |

Screen unlock ¥ Ctrl+Alt+Delete Key
for= |

HT FHEA ATqAE qE |

A& (Condition):
Server/PC, Bootable
Media

fHfds & (Task):
Windows Server
Operating System
Install 7+ |

7 _(Standard):

e Operating System
Install 7% Desktop HT
Icon g% <f@ueT |

o HI JWEA AfqaE
pceall

Windows Server
Operating System
Install

o Uft=

c

® &HY

o TR

e Windows Server
Operating
System
Install I+ fafr

e Windows Server
Operating
System
Install =T eare
faqe e

ATANTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
Server/PC, Bootable Media

T T gragries (Safety Precautions):
e Operating System Install &7 primary Partition T Install I+ |

R




®19 farewor (Task Analysis)
& THT ¥ HOET
It ¢ q Huar
STIEIE © ¥ Tl

fafése #1d (Task) «. } : Host Name Set 719 |

AW FEGHRA ILIE® | ¥A(ead qirares q

W?cSteps)g (Termina_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATELTF AR fea | e (Condition): Host Name Setting
2. e Power ON T+ | Server/PC o Uf=d
3. Computer & run T 7% box #T o F
sysdm.cpl Type T Enter Press T+ | * Wed
¥. Computer Name tab &' Change fafiee et (Task): . Host Name
Button #T Click <1 Computer Host Name Set 7 | Set T=F AT
Name box #t Computer host Name Faroet aRTET
Set T A& (Standard): e Host Name
4. ggaeH OK Button Click T Apply | ¢  command Prompt AT Set T+ fafer
Button @1 Click ¢ Restart now HT Host Name Command
Click 1+ | FATIaT Set THT Host
. T g afgeE e | Name Z@TTaT |
o FYI FHEA AfHad
TEHT |

ATAYAF AR, STH T JEATES (Tools, Equipment and Materials):
Server/PC

RE T gragres (Safety Precautions) :
e Host Name % Computer ¥ match Tg= e |

ALE



HE fagamer (Task Analysis)
& THT : 40 HUET
gt : R "uar
STIEIE | & HUaT

fafése #1d (Task) 7. 3 : Network Configure 7 |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATELTF AT e | Fae_Condition): Network
2. ®Fgax Power ON 71 | Internet/networking |ferem | Configuration
Computer &' run AT % box AT AU Lab, PC o ufe=r
ncpa.cpl Type 71 Enter Press I+ | ® &
¥. Ethernet |1 Right Click T ® HeH
Properties /T Click T | ffie @t (T"’TSk):
4. TCP/IPV4 Select 771 Properties #T Network Configure T | e Network
Click T | Configure a1
% Use the following IP address #T A (Standard): . %quwﬁz_;fﬁ weT
Check Mark =g IP, Subnet, e Command Prompt =T Configure T
Default Gateway, DNS Set I+ | IP config Command Fafr
v, OK Button a7 Click T Close =r3aT Set ek |P
Button =T Click T+ | details Z@TeeT |
5. H FETE AtTeE e | o F TR HferE
TEHT |

ATAYAF AWR, STH T FETEe (Tools, Equipment and Materials):
Server/PC

AT T gragriee (Safety Precautions):
o |P details s1% Computer T match 7g+ & |

Y



®19 farewor (Task Analysis)

fafdse #1d (Task) «. ¥ : Hypervisor (Virtualization) Configure 7+ |

F THT © O HUT
JgIfe : q "uar
EIERIEC IR LA

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATIYTER ATAR e | e (Condition): Hypervisor
. %Fgez Power ON T | Internet/networking &ferar | (virtualization)
3. Computer &7 all programmes AT T querr Lab, PC Configuration
Server manager |T Click I+ | o ufr=ry
¥, Add roles and features AT Click 7+ | o Fr
«. Before you begin Select ¥ Next Button | fyfés rt (Task): o e
nstllton Typer Role-basd Hypervisor
% Installation Type=r Role-based or virtualization .
feature-based Installation |1 Check éonfigure ﬁ)l * Hyperv_lsor_
Mark =g Next Button |1 Click T | (virtualization)
e, Server Selection @1 Select a Server from Configure a1
the Server pool AT Check Mark &¥g w9 (Standard): AT ﬁr’l‘ﬁ HET
Configure TRIR&ar Server &0 IP Select . Virtual Machiﬁe ® Hypervisor
I Next Button 1 Click 719 | AT | (virtualization)
=. Server Roles #T Hyper-v AT Check Mark | | oc woro specs Configure T+
3 er AR New window |T Include T | fafa
Management tools (if applicable) |7
Check Mark @7g Add Features T Click
T g5 9% Next Button |1 Click 1 |
<. Virtual switch T virtual switch Create
T available Ethernet #T Check Mark
avrs Next Button ®T Click T+ |
q0. Migration %I Next Button @ Click 7 |
q9. Default stores @I @< value Default SrET
Next Button #T Click T+ |
9. Confirmation T Install AT Click 1+ 1|
q3. Installation complete wwdfs Close
Button |T Click ¢ Machine Restart T
q¥. T4t A a=br vEthernet virtual switch
|T IP Configure 71+ |
94. Server manager AT TR tools AT Click
T Hyper-V Manager |7 Click 7 |
q%. @iferusr Window T Host Name Select
T Virtual Switch Manager @1 Click

ALES




q9. Virtual Click & External Network &7
Check Mark @@rs Apply Button #T
Click 719 |

q9z. ok Button @1 Click T+ |

9. Server manager |1 TuX tools AT Click
I Hyper-V Manager AT Click 7+ |

0. @ifewsr Window #T Host Name Select
T Right Click ¢ cursor @ms New #T
&1 Virtual Machine |1 Click 1+ |

9. Before you begin @1 Next Button &7
Click 1+ 1

3. Specify Name and location =T Name
box AT virtual machine @1 919 @ Next
Button |7 Click 7= |

3. Specify generation ®T Generationl #T
Check Mark @@s Next Button 5T Click
™ |

3%, Assign Memory T startup Memory box
H#T RAM &7 Size define T Next Button
AT Click 9 |

4. Configure Networking =T drop down
Menu =e created virtual Network
switch 37 Next Button & Click I+ |

%, Connect Virtual Hard Disk @1 Size box
#T Hard Disk Size define T Next
Button @7 Click 71+ |

29, Installation option T Install an
Operating System from a Bootable
CD/DVD-ROM #T Check Mark @mrg
Bootable .iso Image &1+t Next Button #T
Click 7 |

5. Summary #I Finish Button #T Click 1 |

3%. Newly created machine #T Right Click
T Connect Click 77T Power ON Button
AT Click I |

30. HTF JHEA ATqE e |

ATERTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
Server/PC, Internet

T T gragries (Safety Precautions):
e Virtual machine aAT3aT resources g% Physical resource exceed T8+ T assign I |

4%



®19 farewor (Task Analysis)

fafdse ®rt (Task) . ¥ : Active Directory Service Configure T+ |

F qHT Y U
Jg1fee : q "uar
EIERIEC IR L

- AT~ FEGHRA ILTE® | q¥A(eaq qiiarees a1
TE® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATELTF AR fea | e (Condition): Active Directory
2. &FFeY Power ON T | Internet/networking &farsm | Service
Computer % all programmes @t 7% | 9T Lab, PC Configuration
Server manager |T Click I+ | i W
¥, Add roles and features 9T Click 7 | * B
v. Before you begin Select T¢I Next fafss @t (Task): o HEH
Button |1 Click T | Active Directory Service
% Installation Type % Role-based or Configure T | e Active Directory
feature-based Installation @ Check Service
Mark @7s Next Button #T Click 1+ | Configure &t
. Server Selection T Select a Server | g (Standard): Al ﬁ:—*lﬁ RN
from the Server pool &IT Check Mark | 4 gerver Workgroup @t | ® Active Directory
@7 Configure TERee! Server #1 1P =7 Domain Controller Service
Select T Next Button AT Click T+ | T Change ST | Configure 7 fafer
. Server Roles @1 Active Directory o F TTIET AiaerE
Domain Services |1 Check Mark TR |
g, Add Features AT Click €T Next
Button AT Click 71 |
¢. Features @ Net Framework 4.6
Features expand <1 ASP.NET 4.6 #T
Check Mark @ms Next Button AT
Click I+ |
q0. AD DS #I Next Button #T Click I |
99. Confirmation =% Restart the
destination Server automatically if
require | Check Mark @ 7Tg @TefTTerT
Box & yes Button AT Click I+ |
92. Install Button ®T Click T+ |
3. Installation complete wdfs Close
Button |7 Click 7 |
9¥. Notification 1 Click T Promote
this Server to a domain controller ®1
Click I+ |
q%. Deployment Configuration @ Add a
New forest @1 Check Mark &g

e




Root domain Name Box |T domain
Name @7 Next Button |7 Click I+ |

9%. Domain Controller Options =T
Password ¥ Confirm Password box
A1 T3¢ Password TET Next Button T
Click 1+ 1

q9. DNS Options =T Next Button #T
Click 1+ 1

5. Additional Options %1 Next Button #T
Click 1+ 1

q<. Paths % Next Button |1 Click 7T+ |

0. Review #T Next Button @1 Click 7+ |

29. Prerequisites check T T
prerequisites checks passed wuafs
Install Button @ Click 71+ |

33. Domain controller successful Install
s automatically Restart sTaer
Windows Login 7 |

3. HI HTEA AT e |

ATAYAF AR, STH T e (Tools, Equipment and Materials):
Server/PC, Internet

TRE T gragres (Safety Precautions) :
e Domain Name r&T organization @r 519 & match & e |

4=



®19 farewor (Task Analysis)

F qHT Y U
Jg1fee : q "uar
EIERIEC IR L

fafdse ® (Task) . & : Organizational Unit, Group, User's Account Create 1 |

S S— AT~ FEGHRA ILTE® | G¥A(ead qiiarees F
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
q. AL ATHHI fad | e (Condition): Organizational
2. F¥eX Power ON 7T | Internet/networking dfsam | Unit, Group,
3. Computer %1 all programmes T T quel Lab, PC User's Account
Server manager AT Click T+ | Creation
¥, Tools Menu |1 Click T¢I Active o Uit
Directory Users and Computers HT Pl @ (Task): o T
Click 7+ | Organizational Unit, ° Wed
4.  Created domain Name #T Right Click Group, User's Account
T Mouse pointer @ New T Point Create T | e Organizationa
T, Organizational Unit /T Click I | | Unit, Group,
&, Name box &1 OU & =is @, Protect User's
container from accidental deletion T | 7 (Standard): Account
Check Mark @@g OK Button @7 Click | ¢ Domain =T Join sTusr Creatif;;;
T | Client Machine =T e 1eg
©.  Created OU =T Right Click T8 Mouse Create TeeT User gﬂw ot
pointer &g New #T Point ¢ Group T Login sTTeT | * | Lrjga}nlza lona
. : nit, Group,
Click 77 | o FHY FHEA AlHTE User's
5. Group Name box #T group =T ATq TEHT | . Account
21T, Global and Security =T Check Create 5 fafir
Mark =g OK Button AT Click 9 |
¢. Created OU #T Right Click &1 Mouse
pointer &t New AT Point ¢ Name #T
Click I+ |
qo. First Name, Last Name, Full Name,
User logon Name box AT First Name,
Last Name, Full Name, User logon
Name /@l Next Button @1 Click 7+ |
99. Password ¥ confirm Password boxes
HT Password /@l User cannot Change
Password T Password never expires HT
Check Mark &g Next Button #T
Click 7 |
93 Finish Button ®T Click 7 |
93.  User add < 9 group @ Right Click
T Properties AT Click 719 |

AESY




9¥. Members Tab Select 7T add Button @7
Click 1 1

94. Object Names box #T user Name Type
T Check Names Button #T Click 7+,
OK =T Click 7, apply #T Click T,
OK 9T Click 7 |

9%. B FHTEA SATeE e |

ATAYA® AWK, ITHLU ¥ FraTEe (Tools, Equipment and Materials):
Server/PC, Internet

T T gragree (Safety Precautions) :
e User @Ts group 9T add =T relative group T &1 add 71+ |

q%0



®19 farewor (Task Analysis)

fafés #m (Task) 9. @ : Domain Policy, User Policy, Group Policy Set T |

FT THA © ¥ T
JgIfe : q "uar
EIERIEC IR LA

S S HfwH PG ILTAB® | Falegq qiiataed
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. AL AR fer | e (Condition): Domain Policy,
2. ¥z Power ON T | Internet/networking &fear | User Policy, Group
3. Computer %1 all programmes T T quel Lab, PC Policy Setting
Server manager |1 Click 7+ | o U=
¥, Tools Menu #T1 Click 77T Group Policy o FY
Management @1 Click 7+ | Pafi T (Task): o HEH
«.  Created domain Name =T expand 1 | Domain Policy, User
Group Policy Object @ Right Click I Policy, Group Policy Set e Domain Policy,
% New #T Click T Name box #T policy | ¥ | User Policy,
Name r@r ok Button &1 Click 1 | Group Policy
e.  Created policy |1 Right Click T edit Set TETeAT
Button AT Click T+ | A% _(Standard): fao erew
5. Computer Configuration expand <1 e Domain #T join Wua! e Domain Policy,
Windows Settings expand T | client machine are User Policy,
<. Security Settings expand T account Create T user Group Policy
Policies expand T | Login = group Set 7 fafer
qo. Password Policies AT double Click T 1| policy Apply W@ |
9. Password age edit 7?1 Password age o T TEET AT
policy Set I+ | TR |
9. Policy a=mudfe policy Set o+ OU @1
Right Click 1 Link an Existing GPO
AT Click T |
q3.  @ATgaRr policy Select < OK Button #T
Click 7 |
9¥.  Command Prompt admin are Login 1
gpupdate/force Command =3 |
. I FEIEA AT e |

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Server/PC, Internet

AT T gragries (Safety Precautions) :
Policy Set &t group ¥ OU fafv=ra ¥ 17 Set T4 |

159




19 fayewor (Task Analysis)

FT THT : Q0 TG
JZIh © R T
EEIH & =l

fafése ®t (Task) #. & : Domain Groups and Users @ Disk Quota Set 7+ |

19.

R

3.

9%.

policy s=TTafe policy Set 9= OU
|7 Right Click 71 Link an Existing
GPO =T Click 7+ |

FatuaT policy Select T ok Button AT
Click 7+ |

Command Prompt admin =g Login
T gpupdate/force Command =r@T3=
P qETET ATHAE I |

S S— AT~ PR ILIE® | G¥Aead qiiaiees w1
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATELTF AR fea | e (Condition): Domain Groups
2. ®Fgax Power ON 71 | Internet/networking dferem | and Users
3. Computer & all programmes #T T AU Lab, PC #rs_ Disk Quota
Server manager |T Click I+ | Setting
¥. Tools Menu w1 Click T8 Group Policy o =
Management AT Click T | Prffsr @7 (Task): o
«. Created domain Name @< expand 1 | Domain Groups and Users | ® ®ee
Group Policy Object wT Right Click =% Disk Quota Set T+ |
el e Domain
% New =T Click =T Name box #T policy Groups and
Name 1@t ok Button #T Click 77+ | % (Standard): Users @7 Disk
e. Created policy wt Right Click T edit | ™55 main 1 join WU Quota Set &t
Button T Click T | client machine =re e fa
. Computer Configuration expand = Create TXET User IS
Administrative Templates expand I+ | Login &t Disk quota , Bomain
2. System expand <1 Disk Quotas AT Apply STF | Groups and
Click T | _ o @Y THEEA ARTeE Users =g Disk
q0. DIS'k quo}a enable =T quota policy T | Quota Set T
define T | Bty

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Server/PC, Internet

AT T gragries (Safety Precautions) :
Disk quota Set & group ¥ OU f==ra X AT Set 7 |

%R



®19 farewor (Task Analysis)

fafése ®t (Task) . & : DHCP Server Configure 9 |

F THT © Y T
JgIie : q =uar
EIERIEC IR LA

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
q.  ATIYTEH SATAR e | e (Condition): DHCP Server
2. FFFaX Power ON T | Internet/networking gferem | Configuration
3. Computer #T all programmes @1 T U Lab, PC o i
Server manager | Click T | o *
¥, Add roles and features T Click 7+ | _ * e
v. Before you begin Select < Next Button Eﬂﬁgpﬂjw(;ask). e DHCP Server
AT Click 7 | Configure ¥ | Configure Tt
. Installation Type %I Role-based or & faqud #Rree
feature-based Installation #T Check Mark e DHCP Server
@vrs Next Button /T Click 1+ | Configure T fafer
e Server Selection #r Select a Server from | J®_(Standard): .
the Server pool @1 Check Mark =g * g HCP Server T
) onnected client {1
Configure TRIR&ar Server &0 IP Select obtain IP
¢ Next Button &1 Click 1+ | automatically &t IP
. Server Roles @ DHCP Server |1 Check TTTHT |
Mark @7 Add Features 9T Click e . a’"ro Railkhl EIREL]
Next Button |1 Click T | et |
<. Features @I Next Button T Click T+ |
q0. DHCP Server @1 Next Button #1 Click
T |
99. Confirmation =T Restart the destination
Server automatically if require AT Check
Mark =7Tg @reiruesl box #7 yes Button
AT Click 1+ |
92. Install Button @1 Click 1+ |
q3. Installation complete wwdfs Close
Button |1 Click 7 |
9. Notification |1 Click &1 Complete
DHCP Configuration =T Click I+ |
q«. Description @I Next Button |1 Click
T |
9%. Authorization =T Use the following users
credentials 5T Check Mark @73+ |

q%3




qe. User Name box ®#T domainName\ user
Name I@r Commit Button #T Click I+ |

95. Summary %1 Close Button w1 Click
T |

92. Server manager AT TR tools AT Click
T |

0. DHCP =1 Click ¢ domain Name
expand T |

9. IPv4 =1 Right Click T8 New Scope #T
Click I+ |

3. Next Button =1 Click < box #T
Interactive Name ¥ description &t Next
Button =T Click T |

3. Start T End IP address @7 IP Tr@m Next
Button =T Click I |

¥. Start ¥ End IP address AT excluding IP
Address @l add Button =T Click et
Next Button =T Click T |

4. Lease duration @t Next Button =T Click
T |

%. Yes, | want to Configure these options
now AT Check Mark #mrs Next Button =T
Click I+ |

e, Default Gateway r@r, add Button #T
Click &1 fam 9e& Next @1 Click T |

3s. Yes, | want to activate this scope now #t
Check Mark @@ms Next T Click I |

22. Finish Button |1 Click T client aITe test
T |

30, HTF FHTEA AfqaE T |

AEAYAF AR, ITH ¥ qrAriee (Tools, Equipment and Materials):
Server/PC, Internet

AT T gragries (Safety Precautions) :
e Scope Create a7 IP Range ¥ Gateway T&T Network range fams |

%y



®19 farewor (Task Analysis)

fafdse &t (Task) . 90 : File Server Configure T+ |

& THT © Y AT
JgIie : q =uar

STIRTNE © ¥ TUar

- AT T qrafegq wifatae s
TRUEE ILIEE .
: (Related Technical
(Steps) (Terminal Performance Knowledge)
Objectives)
q.  ATAYTF SR [ | e (Condition): File Server
2. ®¥gax Power ON 7 | Internet/networking Configuration
3. Computer %1 all programmes @1 & | gferem @l Lab, PC o Ti=
Server manager |T Click I+ | o T
¥, Addroles & features & Click I+ | o TEA
4. Before you begin Select %1 Next fafdse ®rt (Task):
Button |1 Click 1+ | File Server Configure e File Server
% Installation Type %I Role-based or T Configure gt
feature-based Installation #T Check e faqa
Mark =7rg Next Button |1 Click 1+ | TS
e.  Server Selection =T Select a Server 7% (Standard): e File Server
from the Server pool {1 Check Mark e FTP clients are Configure 7=
@¥s Configure TRIRe®T Server & |P upload =T Files fafrer
Select T Next Button |1 Click T | Server T store
. Server Roles &1 Web Server (11S) |1 U |
Check Mark @rs Add Features #T SR
Click T Next Button |7 Click 71+ | BN
2. Features @I Next Button |1 Click T :
Web Server Roles (11S) @ Next
Button T Click 71 |
q0. Roles services @1 FTP Server, FTP
Service @1 Check Mark @7rg Next
Button AT Click 1 |
9. confirmation %1 Restart the
destination Server automatically if
require | Check Mark @ 7TE @TefTTerT
box #r yes Button ®T Click 1+ |
9. Install Button #T Click 71+ |
93. Installation complete wTafs Close
Button |7 Click 7 |
9%. Server manager |T ¥ tools #1 Click
T Internet Information Service (11S)
Manager |1 Click T |
q4. Host Name expand < sites AT Right
Click T<r add ftp site /T Click 7 |

ELT




9%.  ftp site Name box T ftp site Name
T |

q@.  Physical path #T ftp client & Data
store 17 Location f& |

9s. Binding T ftp Server @1 IP Address ?
Port number & |

9%.  SSL T no ssl AT Check Mark @93 |

0. Authentication @1 basis users HT
Check Mark @73 |

9. Allow Access to |T user, group &
Select =T permission Set T Finish
Button =T Click T |

3. Firewall #7121 Port allow 7 |

3. HA GEEA AT e |

ATAYIF AR, STEIT T YrATNES (Tools, Equipment and Materials):
Server/PC, Internet

AT T gragriee (Safety Precautions) :
e ftp Server AT allow Access 3T relative groups ¥ user @Ts AT fae |

%%



®19 farewor (Task Analysis)

fafdse ®rt (Task) . 99 :  Print Server Configure 9 |

F qHT 3 FUA
Jgrt=# : 30 faAe
STAETNF © .30 Huar

FY TRUEE
(Steps)

A~ FEGHET ILTE®
(Terminal Performance
Objectives)

qrafegq ifataes s
(Related Technical
Knowledge)

0.

19.

R

9z.
9¥.

.

q%.

AAIAF ST T |

FFez Power ON 7T |

Computer %I all programmes |T T
Server manager |T Click I+ |

Add roles and features AT Click I+ |
Before you begin Select ¢ Next
Button |1 Click I+ |

Installation Type %I Role-based or
feature-based Installation |1 Check
Mark =7rg Next Button |1 Click T+ |
Server Selection #T Select a Server
from the Server pool {1 Check Mark
g Configure TEREHT Server & 1P
Select T Next Button |7 Click 1+ |
Server Roles T Print and Document
Services AT Mark Check =g Add
Features 9T Click &1 Next Button |7
Click 7 1

Features %! Next Button |T Click T+ |
Print and Document Services @I Next
Button AT Click 7+ |

Role Services &I Print Server @t Check
Mark =7rg Next Button AT Click 1+ |
Confirmation &I Restart the destination
Server automatically if require |7
Check Mark @rg @Ifererr box #I yes
Button |T Click 1+ |

Install Button @1 Click T+ |
Installation complete st Close
Button 41 Click 1 |

Server manager H1 U tools AT Click
T Print management AT Click 71+ |
Print Server expand T Host name #T
Right Click & Add Printers =T Click
RGN

g (Condition):
Internet/networking &fear

quel Lab, PC

fafese @ (Task):
Print Server Congigure
T |

HE% (Standard):
e Clients are Print el
Document Print sTehr
o FHFWEH AT
pceall

Print Server

Confiquration

o Uft=

o w1
o TEH

e Print Server
Configure &t
e faqa FRres

e Print Server
Configure =
fafa

q%©




qe.  Add a New printer using an existing
Port |IT Check Mark @s Relative Port
Select T Next Button |1 Click I+ |

9. Use an existing printer Driver on the
Computer AT Check Mark =”Trg Next
Button =T Click I |

q92. Printer Name box @7 Printer share &t
@13+ Name @l Share this printer #1
Check Mark @rs g59e® Next Button
AT Click 7= Finish Button &7 Click 71+ |

0. H GHEEH Afder@ e |

ATAYIF AR, FTHVT X qrATEs (Tools, Equipment and Materials):
Server/PC, Internet

T T gragriee (Safety Precautions) :
e Printer Port 3r==T Printer Connected Port 1= |

iz



®19 farewor (Task Analysis)

fafdse & (Task) . 9% : DNS Server Configure = |

F THT © 5 HUT
I : R "uar
EIERIEC IR LA

R
3.

9¥.

9.

q%.

Server automatically if require AT
Check Mark =RTrg @IefiTsT box #1 yes
Button #T Click 7+ |

Install Button @1 Click 71+ |
Installation complete Tt Close
Button T Click 7+ |

Server manager H1 TuR tools AT Click
T DNS |7 Click T |

Host Name expand T Forward
Lookup Zones AT Right Click 77T New
Zone AT Click 71+ |

Next Button #T Click T Primary Zone
AT Check Mark &g Next Button T
Click 1 |

S SN A~ FEFHET ILIE® | G¥Aead qiiaiees F
inal Performance | (Related Technical
(Steps) (Termlna_ |
Objectives) Knowledge)
Q. ATEAYTH SATAHR fae | e (Condition): DNS Server
. %Fgaz Power ON T | Internet/networking |farar | Configuration
3. Computer %7 all programmes ¥T % HUH Lab, PC o uftarH
Server manager |1 Click 7+ | o FYI
¥, Add roles and features |1 Click 1 | o TEHA
x. Before you begin Select 7T Next faffs @1 (Task):
Button =T Click 7 | DNS Server Configure o DNS Server
. Installation Type %I Role-based or T Configure
feature-based Installation AT Check &l e
Mark &g Next Button /T Click T | faoe #REe
s, Server Selection =T Select a Server % (Standard): e DNS Server
from the Server pool &IT Check Mark e DNS Server 1T A Configure T+
@ Configure TEREST Server &1 1P record add T | fafer
Select T<r Next Button /T Click T | « Nslookup af Host
. Server Roles %I DNS @1 Check Mark Resolve W& |
@ms Add Features | Click ¢ Next o 18 TEET SR
Button |1 Click T | T |
¢. Features % Next Button |1 Click 1+ |
q0. DNS Server @& Next Button |1 Click
T |
99. Confirmation @I Restart the destination

%)




qu. zone Data replication T AT &+
options & Check Mark @7 Next
Button =T Click I |

95. Zone Name box |1 zone Name (domain
Name) I@T Next Button |1 Click I |

92. Do not allow dynamic Updates ...... r
Check Mark @ Next Button &7 Click
T Finish Button 7T Click 7+

0. Reverse Lookup Zones #T Right Click
T New Zone 9T Click I |

9. Next Button =T Click %1 Primary Zone

AT Check Mark &g Next Button T
Click 7

32, Zone Data replication T AT &+
options W Check Mark @7 Next
Button #T Click 1

3. Zone Name box AT Reverse lookup
zone name #Far Network 1D r@r Next
Button AT Click I |

¥. Do not allow dynamic Updates ...... Hr
Check Mark @ Next Button @1
Click 71 Finish Button @1 Click 1 |

4. Created Zone 5T Right Click 8T New
Host (A or AAA)...®T Click 7+ |

2% A record maintain 7 99 Host name
Name box #T ¥ IP Address IP Address
box ®T Set T+ |

e, Create associated pointer (PTR) record
AT Check Mark @7Trs Add Host Button
|7 Click I+ |

5. OK Button =T Click < Done Button =T
Click 1+ |

3%, HT TR AfvaE T |

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Server/PC, Internet

AT T gragries (Safety Precautions) :
A reCord add T host & associated IP T |

q0



®19 farewor (Task Analysis)

fafdse &t (Task) . 93 : 11S/Web Server Configure 7+ |

F THT © 5 HUT
I : R "uar
EIERIEC IR LA

S S— A< FAGFIEA JeAE® | qeaad qiiarasd s
(Steps) (Terminal Performance (Related Technical
i Objectives) Knowledge)

9Y

19.

R

3.

.

q%.

qe.

ATTLTF SR A |

F¥qax Power ON 71+ |

Computer %I all programmes |T T
Server manager |T Click I+ |

¥. Add roles and features #T Click 9 |

Before you begin Select ¢ Next
Button |T Click 1+ |

Installation Type %I Role-based or
feature-based Installation #T Check
Mark =7mrg Next Button |1 Click T+ |
Server Selection #T Select a Server
from the Server pool {1 Check Mark
g Configure TEREHT Server & 1P
Select T Next Button |7 Click 1+ |
Server Roles %1 Web Server (11S) =1
Check Mark =g Add Feature #T Click
T Next Button |7 Click T |
Features %! Next Button |T Click T+ |

. Web Server Roles (11S) @ Next Button

AT Click 79 |

Role Services & Common HTTP
Features AT Check Mark =g Next
Button AT Click I+ |

Confirmation &I Restart the destination
Server automatically if require T
Check Mark @rg @reiues! box 1 yes
Button |1 Click T+ |

Install Button =T Click 1+ |

. Installation complete \7afs Close

Button |7 Click 7 |

Folder &1 .html extension &7 web
Page Save T |

Server manager HT TUR tools AT Click
T Internet Information Services (11S)
Manager |1 Click T |

Host Name expand <1 sites |1 Right
Click % add Web site AT Click 7 |

g (Condition):
Internet/networking Zferar

queal Lab, PC

s = (Task):
11S/Web Server
Configure 7 |

HH® (Standard):

e |IS/Web Server |1
host T |

e Browser sre Website
Gl |

o FHT JHET A AT
el

11S/Web Server

Confiquration

o U=
o HI
e ¥HgcHd

e |IS/Web Server
Configure &t
e faa
FREE

e |IS/Web Server
Configure =
fafer

19




9z. Web site Name box #|T web site Name

qE |
9%. physical path AT web site store T
Location f& |

z0. Binding T http Select <1 Server =1 IP
Address T Port number e |

9. Host Name box #T Host Name r@r OK
Button AT Click I+ |

=. Default Document |1 a=TT*T web Page
add 7 |

3. FF FHTRA Al e |

ATAYIF AR, FTHVT X qrATEs (Tools, Equipment and Materials):
Server/PC, Internet

AT T gragriee (Safety Precautions) :
e Binding &t Default document |T web Page @1 TH T@T extension .html IeT |

qeR




Hrgg« R : Routing and Switching

THY : ¥0 Hug () + QR "UET (¥) = YR =T

a1 faaxur : a9 "rggaHr Routing and Switching I ST T G¥afead T ¥ AIes AT TR
Enll

i

Packet tracer srgar GNS emulator Software Install 7 |
Putty =rra1 Hyper Terminal ¥3RT 7RI Router, switch Access T |
Cisco basic commands T3t 1 |
Router/s s¥raT Switch AT IP Configure T4 |
Router AT DHCP configure 1 |
Remote Access Environment (SSH, Telnet) Configure 7+ |
Static Routing Configure 719 |
Dynamic Routing Protocol Configure 3 |
Basci BGP Routing Protocol Configure I+ |

. Remote VPN, Site to Site VPN Configure 7 |

. Access List Control (ACL) Configure 7 |

. NAT Configure 7 |

. IPv6 Configure 9 |

. VLAN, VTP and Inter-Vlan Configure T |

. Switch Port-Security Configure I+ |

. Ether-Channel Configure 7 |

. STP and RSTP Configure 7 |

. HSRP and VRRP Configure 7 |

. Router, Switch Password Recovery 7 |

QN6 M X W w0

- o0 o0 oo oo o o O O O
A A G M X X w o © 0

]

Packet tracer srar GNS emulator Software Install 71 |
Putty =rrat Hyper Terminal ¥3RT =1 Router, switch Access T |
Cisco basic commands JaRT 1+ |
Router/s sr=rar Switch =T IP Configure T+ |
Router #T DHCP configure 7 |
Remote Access Environment (SSH, Telnet) Configure 7 |
Static Routing Configure T |
Dynamic Routing Protocol Configure 1+ |
Basci BGP Routing Protocol Configure 7+ |

. Remote VPN, Site to Site VPN Configure 7 |

. Access List Control (ACL) Configure I+ |

. NAT Configure 7 |

PR N R R G P

o o 0
o 20
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93.

9%.
9.

9.

qe0.
9z.
9R.

IPv6 Configure ¥ |

VLAN, VTP and Inter-Vlan Configure I+ 1|
Switch Port-Security Configure I |
Ether-Channel Configure I+ |

STP and RSTP Configure 7 |

HSRP and VRRP Configure T |

Router, Switch Password Recovery I+ |

CaplC ROl

(Routing and Switching)

qo¥




®19 farewor (Task Analysis)
T TAT & HUA
ZTiwae © q "ar
EICHICI L

fafdse &1 (Task) 7. 9 : Packet Tracer s%at GNS3 Emulator Software Install 7+ |

S AT~ FEFHET ILXIET | qFa qiaiaes e
(Steps) (Termina_l Pe_rformance (Related Technical
Objectives) Knowledge)
. AT E SR T | e (Condition): Putty ¥ Hyper
2. AEYAF AR, ITHIU T GTATIES Computer Lab, PC, Packet | Terminal ¥&eaaR
THaT T | tracer, GNS3 AT
3. Packet tracer T GNS3 ¥haaa? &l e Packet tracer ¥
ATHEAT HIed /AT HTgd AUHT Uq @ (Task) : GNS3
gred/ o fe. #rorezar siea /et Packet Tracer srarar GNS3 o g
@94 Internet @@ Download T | Emulator Software Install o ®
¥. Packet tracer THIIITHT RIgcTS T O WHR
ot forTep T | o wEq
Y. @iidusl fawsrer yes button AT fare O AN afeer
T | A _(Standard): e Packet tracer
t. @iteruer fa=srer Next button @ e | ° SHITTHT Packet w9 GNS3
T Ttracer srgaT GNS3 &1 s g
. @iidquel fa=er | accept the Icorn T | T fafg
agreement #T check mark @rs o FTI FEIH SAfaerE
Next button 9T click T | T
. faw @@ Next button AT Click I |
<. Install button ®T click 7 |
qo. Install complete wHfs finish button
AT click 9 |
9. T FUTEH AfTaE T |

AR, ITHVT T FEATAEe (Tools, Equipment and Materials):
Internet, Packet tracer, GNS3 Thaaavshl THAT hlsd HUH (4.8 /I IEH, FFIR I

T T gragree (Safety Precautlons)
o SHIITHT [ST=T HUHI HATH! HEGTHT Tregld I |

oy,



®19 farewor (Task Analysis)

& THT : Y T
JgIfee : q "uar
WTF{EF:XEI'U?I

fafdse @rf (Task) 7. R : Putty ¥ Hyper terminal %@ T & Router, Switch Access T+ |

2. Putty Configuration fa=sram Serial Option
A7 foetep T |

qo. Putty Configuration fa=sm1 Serial Line
AT COM Port Number Type 1+ |

9. Putty Configuration fa=smT Speed T
9600 Type T |

9. Putty Configuration fass®T OPen #T
Click T+ |

3. I FUTEAH AfTaE T |

e Computer a1 Router
w4 Switch =g
Console s Access
T Access AU |

e &I WG ATAIG

NN

NEEeal

S S HITH FREAGHEA IeYABT | G qriaree e
(Steps) (Termina_l Pe_rformance (Related Technical
Objectives) Knowledge)
9. ATAYTH SATAHI feae | Fae (Condition): Putty ¥ Hyper
3. qTEYTE SR, IUHT T GrATES " | Computer Lab, Putty 7 Terminal %X
T | AAYTF AR, STHT T | Sy
3. Putty ¥ Hyper Terminal ¥heaaz &I ATHTES e Putty T Hyper
ATEAT HIgel /GIHT RIZA AUH I Terminal :
grEw/ fa.fe. wFgeeaT Seq /el aear o i
Internet st DownLoad 7 | @ (Task) : S
¥. Console Cable =T serial to USB Putty 79T Hyper
Converter ST | Terminal ¥3RT T Router, ¢ W
«. Serial to USB Converter &I SEw? Switch Access T | ® w8d
Computer dT =2 T | ® AR dlHT
%. Console Cable I Rj45 =T Router /s e Putty ¥ Hyper
#raT Switch #1 Console Port @7 sirsw | | A (Standard): Terminal
v. Console Cable # USB Connector @ o IFIITA Router, EETERMERCE]
Computer &I USB Port AT ST+ | Switch #1 aTE®A T fafy
5. Putty ¥HCaTRF RISAAs Sad (b T | Elcpeall e Putty sfoem

Hyper Terminal

~ c

el e e
FRTET

>

AR, STl T rTAes (Tools, Equipment and Materials):
Internet, Putty ¥ Hyperterminal Ieaa=e SATHAT Hisd FUH (4.f8. /97 gred, F¥eX 4, Serial
to USB Converter, Driver Icaay wuar fa.fs. /47 grs9, Console Cable, Router /s sraar Switch

T T gragTee (Safety Precautions):

NN

o TR feT=y WU

FATHT [LITTHT Seerdd T |

9%




FY fazemer (Task Analysis)

F THT © O T

Putty T Hyper Terminal I%eaaR &1
9INT T Router /s @t Switch Access
T

Router /s a1 Switch Access ¢
FHITS NO type TRT user exec mode T
e d« fausl Command & 9T T |
Router/switch @1 user exec mode aTe
priviliged mode &1 <= terminal AT en
type T enter key press T |
Router/switch &T running configuration
g4 privileged mode |T show running-
configuration type T enter key press
T |

Access HTH! |

« Terminal Router> =@
router# |1 change WU |

« Router/switch @1
running configuration
TG |

« Terminal Router# =re
router(config)# #1
change WU |

o Hostname R1 set U |

o username ctevt ¥
password ctevt@123 set
qUHT |

« Router/switch login =T
this is test banner sf@uerr

It ¢ q wvar
TALTE © & T0aT
fafdse @®rf (Task) =. 3 : Cisco Basic Commands T&T 19 |
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
ATIYTF SR A | e _(Condition): Putty ¥ Hyper
ATAYTF AR, ITHI T GTHTIES Computer Lab, Putty < Terminal
HHAT TH | ATLAF AR, ITHT T TEN—
Router /s &rar Switch #T console Port | ATTITE® e Router & Switch
are Computer %1 RS232 Port |1 o U=
console cable Sirg= | & Fer=rT @ o ®H
&d Router, Switch ¥ PC ST | ® (Task) : O TFR
e . Cisco Basic Commands 72T o YART At
~ T e Router/Switch
| 291' 2?;:-2 console cable i<t
Route s access I AL |
A (Standard): e Basic command
« SH¥EYHT Router, Switch N
P ATSHh GTHT | S
p! o « Computer are Router /s 7
- - FeaT Switch =g
= i Console at@ Access &t
PCO pCl

999




q0.

19.

.

3.

9Y

.

9.

q0.

Router/switch @rs priviligied mode sme
global configuration mode T =T
terminal |1 configure terminal type <t
enter key press 7 |

Router/switch |T hostname set I+
global configuration mode T hostname
R1 type =1 enter key press T |
Router/switch AT username ¥ password
set 7= global configuration mode @1
username ctevt password ctevi@123
type T enter key press T |
Router/switch T banner set 7+ global
configuration mode |1 banner motd
# this is test banner # type T enter
key press T |

Router/switch AT console password set
7= global configuration mode =T line

console type TR enter key press I
password console@123 type =T enter
key press T |

Router/switch #T enable password set
7= global configuration mode &1
enable password enable@123 type <t
enter key press T+ |

. Router/switch 9T set 72T password

encryption = global configuration
mode HT service password-encryption
type I enter key press T |
Router/switch HT secret password set
7= global configuration mode @t enable
secret test@123 type < enter key press
T

Router/switch #T set a1 configuration
save I priviliged mode @ copy
running-config startup-config srerar wr
type T enter key press 9 |
Router/switch @I NVRAM HT set T2kl
configuration g Priviliged mode =T
show startup-config type =T enter key
press I |

Console @t router/
switch login &7 AT
password AT console@
123 =T login AT |
router/switch enable &t
HRTHT password AT
enable@123 %1 enable
qUH |

router/switch =T running
configuration &af
password encrypt 9T |
router/switch enable &t
HRTHT password T test
@123 =T enable

qUHT |

Router/switch
privileged mode AT show
startup-config command
Tarser NVRAM HT ATHRT
configuration S@TTehT |
Router/switch 1
privileged mode HT show
startup-config command
FAr3eT NVRAM HT HUHT
configuration S@TUeh |
Router/switch T system
flash directory T details
TG |

Router/switch T system
system 10S version &1
details s@TTHI |
Router/switch @1 process
details s@TTHI |
Router/switch =t
interface &1 details
TG |

Router/switch @ number
of T@TUeT |

FT TG ATHAG T

Q95




z. Router/switch =T system flash directory
@1 details & priviliged mode T show
flash type T enter key press I+ |

4%. Router/switch @1 system 10S version
& priviliged mode #T show version
type <1 enter key press T |

0. Router/switch T process details &=
priviliged mode AT show process type
T enter key press T |

9. Router/switch % interfaces =T details
& priviliged mode T show interfaces
type T enter key press I |

3R. Router/switch &1 number of interfaces
& priviliged mode =T show interface IP
brief type T¢I enter key press T |

3. FE RS ATAE e |

AR, ITH0T T FraTiEe (Tools, Equipment and Materials):
Putty ¥ Hyperterminal, Console Cable, Router /s srgar  Switch, Internet

A T gragree (Safety Precautions):
o TFICYHT fe¥el WUH! HISTH! (HZe=HT command TTATSeT ATTHT error correction 9 |

9%




FY fazemer (Task Analysis)

PCO Pl

. Putty ¥ Hyper Terminal %eaaR &I JIRT
T Router /s s¥FaT Switch Access T |
Router /s a1 Switch Access Y d&dfe,
T fauer Command &% ST&drer d&d Type
T

v Would you like to Enter the initial

Configuration dialog? [yes/no]: No

Router>enable

Router#Configure terminal

Router(config)#Host Name R1

R1(config)#interface gigabitEthernet 0/0

R1(config-if)#ip Address192.168.10.1

255.255.255.0

R1(config-if)#no shutdown

R1(config-if)#description "Connected to

TEST PC"

ANENENENEN

AN

e Computer a1¢ Router,
Switch Configure &t
Access 9T |

e Router /s #rgar Switch
|71 IP Configure WU |

e Computer a1 Router
wgar Switch @
Computer & CMD dte
Ping &7 Ping ST |

o FHI FHTEA AfvaE

NN

NEEeal

FA T © © "I
dgriee © 9 "uer
STIETNE © 9 HUgT
fafése #1 (Task) =. ¥ : Router and Switch |1 IP Configure T+ |
FY TARUES AT FEAGTIEA IeXAET | q¥Aead qirarees q
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
ATAIAF ST AT | Fa=_(Condition): Putty ¥ Hyper
AEALAF ASR, JTHIT T AHATIES dher | Computer Lab, Putty Terminal
T | Router(1941) ¥ Switch A9
Router /s #=raT Switch #1 console Port e | (2960), Network Cable &9 | o |nternet Protocol
Computer @7 RS232 Port |1 console Cable | T94% AISTR, TR T (IP) :
Sre | 9 f==rAT T@re SEd Router, AHTIES o =
Switch ¥ PC ST | o ®H
router ewitch O YhRR
= = @ (Task) : o waq
251, 29602 Router srgar Switch AT IP o TUNT afveEr
Confiugre T | e Router & Switch
o U=
(Standard) o ™
o o HAH® (Standard): o TFER
[;] [;l o SHRICTHT Putty =l o AT At
PC-PT PC-PT 3]1—35%[ W |

Router/Switch |t
IP Configure I
fafa

IP 9ot &t e

950




v' R1(config-if)#Exit
v R1(config)#enable Password TEST
v' Rl#write
%. wifaer ¥ Command Type ¢ Fufs;
Router /s |1 IP Configure w3t | Swtich AT
Interface vlan 1 |7 IP &t 95 o= 99
Command T3¢ & |
¢, Router /s srgar Switch &1 Network Port =t
Computer @ Network Port AT Network
Cable (Twisted) sirg=
. Computer |7 IP AddressConfigure I |
%. Start |1 Click I+
qo. Search Bar |1 Run Type 7T Open T
Click =
9. ncpa.cpl Type 7f¢ Ok AT Click 71+ |
92. Network |T Double Click I |
43. Internet Protocol Version 4(TCP/IP) &1
Double Click I |
q9¥. Use the following IP address: =T Click I |
T« fausr Value Type T4 |
v IP address: 192.168.10.10
v" Subnet mask: 255.255.255.0
v Default Gateway: 192.168.10.1
q4. OK =T Click 7T |
9%. Close #T Click 7+ |
qe. Ping Verifying Process:
95. Computer T Start @1 Click T
q9¢. Search Bar |1 Run Type i Open AT
Click
20. CMD Type 7t Ok =T Click < Ping
192.168.10.1 Type ¥ Enter T

9. Ping TaT Success Rate 100 % TS+ 9% |
R B GRS ATAE TE |

AR, ITHVT T FEATAEe (Tools, Equipment and Materials):

Putty ¥ Hyperterminal Icaav! SATHAT Fisd dUH [4.fg. /U7 gred, F¥eX 4¢, Serial to USB
Converter, Driver ¥Faaar U fa.fe. /49 gr59, Console Cable, Router(1941) srgar Switch
(2960), Network Cable, Internet

T T gragries (Safety Precautions):

NN

o SHIIYHI feFd AUH HHWMH! [HAHT SEE T |

=9




FY fazemer (Task Analysis)

& HHY : Y =T
gTf=aek : q e
STIEIE © ¥ Tl
fafése #14 (Task) =. ¥ : Router a1 DHCP Configure 7+ |
FY TARUES AT FEAGTIEA IeXAET | q¥Aead qirarees q
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q. ATELTF AR fea | e _(Condition): Putty ¥ Hyper
3. ATIYTF TSR, JTHIUT T TARES Fbeld Computer Lab, Putty ¥ Terminal
T | Router(1941) ¥ Switch A9
2. Router /s @@ Switch # ethernet Port ate | (2960), Network Cable 19 | o |nternet Protocol
Computer @ etherert Port AT twisted pair | AT9RI® AR, JUHT 2 (IP) :
Cable e | e fosreT F@mm s&y Router, | TTHTIET o q=
Switch ¥ PC Sirg | o ®H
— O Y&k
29 Gigo/o .
Roufer0 Router #1 DHCP Confiugre o TUNT T
LLign,fi T e Router
| o ufe=g
250-% Fal/2 o #
£ FaD/1 A\ E (Standard): o TFER
/ \ o IFEIH Putty F S -
—" [E] ST 2T | « DHCP
= - . Computer En’cf Router: e
PC-PT PC-PT Switch Configure et c
ne o Access 9T | . 2
O n
o Router ®1 DHCP
¥ Putty ¥ Hyper Terminal IRaaa &1 FIRT Configure ¥ computer e Router AT DHCP
=T Router /s #r=rar Switch Access T+ | K |rP TR | . Configure T
4. Router Access ¥ g&ulg a«d feusr o EF FHEEA dieE .
Command &% ST&dTehT &t Type T | TR TS S —
v Would you like to Enter the initial fat aree
Configuration dialog? [yes/no]: No
v" Router>enable
v Router#Configure terminal
v Router(config)#Host Name R1
v" R1(config)#interface gigabitEthernet 0/0

9aR




<

R1(config-if)#ip Address192.168.1.1
255.255.255.0
R1(config-if)#no shutdown
R1(config-if)#Exit
R1(config)#ip dhcp pool abc
R1(dhcp-config)#default router
192.168.1.1
R1(dhcp-config)#network 192.168.1.0
255.255.255.0
R1(dhcp-config)#end
v' Rl#write
. Wtger ¥ Command Type iR Tufs
Router #T DHCP Configure w3 |
s. Router /s srgar Switch &1 Network Port e
Computer & Network Port |1 Network
Cable (Twisted) Trem |
. Computer &7 Start button AT Click 7+ |
¢. Search Bar 5T cmd Type 7t Open T
Click I+ |
q0. Command prompt | ipconfig type ¥
enter key press I |
a« feual Value 8% @] |
v IP address: 192.168.10.10
v" Subnet mask: 255.255.255.0
v Default Gateway: 192.168.10.1
9. T FATEAH AT T |

AN NERN

<

<

AR, ITHVT T EETAEe (Tools, Equipment and Materials):

Putty ¥ Hyperterminal FHcaae! SATHAT RIsd FUHN (9.fg. /U7 grew, HFFeX 4e, Serial to USB
Converter, Driver ¥wcaar sua fa.fg. /47 gr29, Console Cable, Router (1941) srsrar Switch
(2960), Network Cable, Internet

AT T gragriee (Safety Precautions):

LN

o THHIUHT fevl YUHT HISTH! AT Taetd T |

953




FY fazemer (Task Analysis)

FF AT © & "I
I : q =uar
RIEGIEC IR WL

fafése #f (Task) 7. & : Remote Access Environment (SSH, Telnet) Configure T+ |

<

ASANENEN

Putty ¥ Hyper Terminal ¥HaaaR &I YART
T Router /s ¥aT Switch Access T |
Router /s rgar Switch Access Y d&4fe,
T fauer Command &% ST&drer d&d Type
T

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal

Router (config)#Host Name R1
R1(config)#ip domain-Name
CLASS.LOCAL

A _(Standard):

o SFICTAT Putty &I TEHT
fgueT |

« Computer are Router /s
wgar Switch @
Network are Putty &1
9IRT T Access Tar
Access 9T |

o HT FHRA Afvad
TEHT |

FY TARUES AT FTAGTITEA IeXAET | q¥aAead qiiarees =
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q. ATELTF AR feae | e _(Condition): Putty ¥ Hyper
3 HEYTE AR, U0 T AATES Fwew | Computer Lab, Putty < Terminal
T | Router (1941) T Switch A9
3. Router /s @@ Switch & console Port ate | (2960), Network Cable, e Telnet ¥ SSH :
Computer %I RS232 Port & console cable | ST9IE IS, SUH o uf=g
SireA | d« fer=dT F@ ST Router, AHIITES o HF
Switch ¥ PC STrE | O 9B
router swiitch ot o Wi
Fﬁi 4 Remo-[(;fjl i(cc-ess 0w dk
291 2560-2 ) e Telnet ¥ SSH
Route Switc Environment (SSH, Telnet) Configure T
Configure I | Rty
o Telnet e
SSH 9aT &t

o i
& fe 9 R8s

9c¥




AN

S NN N NN

. Computer #T IP Address Configure 1+ |
q0.
9.

R
3.

9¥.

\

.
q%.
qe.

R1(config)#userName admin Password
admin

R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ip Address192.168.10.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#description "Connected to
TEST PC"

R1(config-if)#Exit

R1(config)#crypto Key generate rsa
general-keys modulus 1024
R1(config)#enable Password TEST
R1(config)#line vty 0 15
R1(config-line)#Login local
R1(config-line)#transPort input ssh telnet
R1(config-line)#end

R1#write

wifaet TS Command Type TR Febufs;
Router /s /1 Telnet/SSH enable AT |
Swtich |1 Telnet/SSH Enable &t
Interface vlan 1 /T IP I&] 78 3% 9
Command T3d & |

Router /s s Switch & Network Port
are Computer %I Network Port |1
Network Cable (Twisted) St |

Start @1 Click T

Search Bar T Run Type ¢ Open HT
Click 1+ |

ncpa.cpl Type 7t Ok AT Click I+ |
Network #T Double Click 7 |

Internet Protocol Version 4(TCP/IP) |t
Double Click T+ |

Use the following IP address: ®T Click I+
a« fausr Value 8% Type 7+ |

IP address: 192.168.10.10

Subnet mask: 255.255.255.0

Default Gateway: 192.168.10.1

OK =T Click 7 |

Close =T Click 71+ |

Telnet Verifying Process:

NE=t




95. Computer T putty Open I ¥ Telnet =T
Click 1 |

q92. 192.168.10.1 IP Type v Open =T Click
T

0. User Name |T admin Type 7% Enter I |

9. Password T admin Type ¥ Enter I+ |

3R SSH Verifying Process:

3. Computer |T putty Open = ¥ SSH AT
Click 7+ |

3¥.192.168.10.1 IP Type ¥ Open 4T Click
™

4. UserName #T admin Type 7% Enter 19 |

3% Password T admin Type ¥ Enter I |

R0, FHTY FUGHH! ATer@ e |

AR, ITH0T T FraTEe (Tools, Equipment and Materials):

Putty ¥ Hyperterminal FHcaae! SATHAT RIsd FUH (9.f8. /U7 grew, HFFeX 4e, Serial to USB
Converter, Driver ¥heaax 9ua fq.fg /a7 grew, Console Cable, Router (1941) wroram Switch
(2960), Network Cable.

& ¥ gragree (Safety Precautions):
o IHIIYHT feTwt WUH HIAWH! MEAAT TaaaT T |

9z%




FY fazemer (Task Analysis)

FT THT © QR HU

It ¢ R "ver
TR : 10 Har
fafés #f (Task) 7. @ : Static Routing Configure T+ |
FY TARUES AT FTAGTAET SLYAET | qeareed qriaras A+
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q. ATELTF AT fea | e _(Condition): Putty ¥ Hyper
R ATAYAE AR, IUHIV ¥ qrAEs gwerw | Computer Lab, Putty 7 | Terminal
T | Router (1941) ¥ Switch A9
3. Router /s @@ Switch @7 Network Port | (2960), Network Cable e Static Route :
g Computer %1 Network Port AT A AT AT, o uf=
Network Cable (Twisted) ST€= | a« SIFT T HAATATES o ®A
ferwT T@TT S99 Router, Switch ¥ PC O TR
ST | O AN T afear
@ (Task) :
Goll - ol -5 Static Routing Configure
R1|t1—~ 192 168.10.0/24 H;ififnﬁ el

0
I Gigh!
182.168.30.0424

192.168.20.0/24 Area 0 )
Y GighH

l GighH I

29&12411 295?" "
Swhch1 zwj Fa01

Fali
Fal
QJ

lFaU

J

PC-FT ' PC-PT
pC2 PC3
IP: 182 168.20.2 IP: 182.168.30.2

Subnet Mask: 255.255.255.0
Gateway: 192.168.30.1

Subnet Mask: 255.255.255.0
Gateway: 152.168.20.1

¥. Putty ¥ Hyper Terminal ¥heaa? &I 94T
T Router /s @rgam Switch Access T |

Configure Static Route Steps:
4. Router /s Access ¥ Tbufs a1 fauesr
Command &% ST&dTeT a&d Type T+ |
% 1% Router /s AT

"= (Standard):
o SHICTHT Putty wl

AP IMGUEHT |

o Computer are
Router, Switch
Configure T&T Access
AUHT |

e« PC2@® CMDare
PC3 @ Ping &t
Ping wTe |

« PC2 =2 PC3
Network Access
qUHT |

o  HA HEA ATqAG
T |

959




<

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable
Router#Configure terminal
Router(config)#Host Name R1
R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ip Address192.168.10.1
255.255.255.0
R1(config-if)#no shutdown
R1(config-if)#Exit
R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ip Address192.168.20.1
255.255.255.0
R1(config-if)#no shutdown
R1(config-if)#Exit
v R1(config)#ip route 192.168.30.0
255.255.255.0 192.168.10.2
v R1(config)#end
v' Rl#write
v, 2" Router /s AT
v Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable
Router#Configure terminal
Router(config)#Host Name R2
R2(config)#interface gigabitEthernet 0/0
R2(config-if)#ip Address192.168.10.2
255.255.255.0
R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#interface gigabitEthernet 0/1
R2(config-if)#ip Address192.168.30.1
255.255.255.0
R2(config-if)#no shutdown
R2(config-if)#Exit
v' R2(config)#ip route 192.168.20.0
255.255.255.0 192.168.10.1
v" R2(config)#end
v' R2#write
. WIger 9 Command Type T Febufs;
Router /s |1 Static Route Configure 93T |

AN NI NERN AN NI NN

ANERN

ANER NI NERN AN NI NI NN

AR

9zzo




q0.

19.

.

q3.

9%.

9.

Computer (PC2) w1 IP AddressConfigure
T |

Start =1 Click T

Search Bar |t Run Type it Open #1
Click =

ncpa.cpl Type ¢ Ok #T Click I+ |
Network #T Double Click 7 1|

Internet Protocol Version 4(TCP/IP) |1
Double Click I |

Use the following IP address: ®T Click I
T« feus®r Value 8% Type T |

v" IP address: 192.168.20.2
v" Subnet mask: 255.255.255.0
v Default Gateway: 192.168.20.1

q%.

qe.
9z.

9.
RO.

1.
RR
EES

R¥.

OK =T Click 71+ |

Close 5T Click 1+ |

Computer (PC3) w1 IP AddressConfigure
T |

Start |1 Click 1 |

Search Bar T Run Type ¢ Open HT
Click 77 |

ncpa.cpl Type 7t Ok AT Click I+ |
Network a1 Double Click 1 |

Internet Protocol Version 4(TCP/IP) |1
Double Click I |

Use the following IP address: ®T Click I+
T« feusr Value 8% Type 7+ |

v" IP address: 192.168.30.2
v" Subnet mask: 255.255.255.0
v’ Default Gateway: 192.168.30.1

X
R%.
R,
z.
K.

0.

OK =T Click 71+ |

Close 5T Click 1+ |

Ping Verifying Process:

Computer (PC2) &1 Start {1 Click 7+
Search Bar T Run Type 7t Open #T
Click 1 |

CMD Type 7t Ok 5T Click T Ping
192.168.30.2 Type ¥ Enter T+ |

(Ping TTaT Success Rate 100 % T3 9&)

5%




Configure default route steps:

39. Router /s srgar Switch &1 Network Port
are Computer %1 Network Port #T
Network Cable (Twisted) Sire |

33. Putty ¥ Hyper Terminal ¥heeaay & 94T
I Router /s s¥gar Switch Access T |

32. Router /s Access Y Fehafs o fauaT
Command g% ST&dTel d&f Type T |

3¥. 15 Router /s AT

v Would you like to Enter the initial

Configuration dialog? [yes/no]: No

Router>enable

Router#Configure terminal

Router(config)#Host Name R1

R1(config)#interface gigabitEthernet 0/0

R1(config-if)#ip Address192.168.10.1

255.255.255.0

R1(config-if)#no shutdown

R1(config-if)#Exit

R1(config)#interface gigabitEthernet 0/1

R1(config-if)#ip Address192.168.20.1

255.255.255.0

R1(config-if)#no shutdown

R1(config-if)#Exit

v R1(config)#ip route 0.0.0.0 0.0.0.0
192.168.10.2
v" R1(config)#end
v' Rl#write
3. 2" Router /s AT
v Would you like to Enter the initial

Configuration dialog? [yes/no]: No

Router>enable

Router#Configure terminal

Router(config)#Host Name R2

R2(config)#interface gigabitEthernet 0/0

R2(config-if)#ip Address192.168.10.2

255.255.255.0

R2(config-if)#no shutdown

R2(config-if)#Exit

R2(config)#interface gigabitEthernet 0/1

R2(config-if)#ip Address192.168.30.1

255.255.255.0

ANER NI NERN DN NI NI NN

ANERN

ANENENENEN

ASRNENEN
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v R2(config-if)#no shutdown
v' R2(config-if)#Exit
v R2(config)#ip route 0.0.0.0 0.0.0.0
192.168.10.1
v R2(config)#end
v' R2#write
3. ®IfaeT g9 Command Type Y Fafs;
Router #1 default Route Configure T |
39, Computer (PC2) w61 IP AddressConfigure
T |
3c. Start #1 Click I
3%. Search Bar #T Run Type it Open AT
Click
¥o. ncpa.cpl Type 7T Ok &7 Click T+ |
¥q. Network #T Double Click 7 1|
¥3. Internet Protocol Version 4(TCP/IP) |1
Double Click I |
¥3. Use the following IP address: |1 Click
a« feuar Value g% Type 71+ |
v IP address: 192.168.20.2
v" Subnet mask: 255.255.255.0
v Default Gateway: 192.168.20.1
¥¥. OK AT Click 1 |
¥Y. Close =T Click 1+ |
¥%. Computer (PC3) |1 IP AddressConfigure
T |
¥, Start AT Click
¥z Search Bar /T Run Type ¢ Open #T
Click =
¥e_ncpa.cpl Type Tk Ok AT Click I+ |
vo. Network T Double Click 1 |
49. Internet Protocol Version 4(TCP/IP) |1
Double Click I |
4. Use the following IP address: ®T Click T+
T« feusr Value 8% Type 7+ |
v IP address: 192.168.30.2
v Subnet mask: 255.255.255.0
v Default Gateway: 192.168.30.1
43. OK 1 Click 1 |
w¥. Close |1 Click 71 |
44. Ping Verifying Process:

929




. Computer (PC2) & Start &1 Click 9

v, Search Bar AT Run Type it Open #1
Click 7=

5. CMD Type 7v Ok =T Click 7= Ping
192.168.30.2 Type ¥ Enter I |
(Ping &t Success Rate 100 % T3 9%, ).

Y&, HT FHEA AaE T |

VR, YT T gres (Tools, Equipment and Materials):

Putty ¥ Hyperterminal FIRaaas! SATHAT Flsd TUH 4.7, /I7 gred, F¥X 4<, Serial to USB
Converter, Driver ¥heaax 9ua fq.fg /a7 grew, Console Cable, Router(1941) s=rar Switch
(2960), Network Cable

e * gagmee (Safety Precautions):
o THIIYHT feTnl qUHT HIAH! (MEITHT FraadT T |

%R




FY fazemer (Task Analysis)

FT THT © R0 A

It ;¥ "uar
STERINF © 9% "vaT
fafés #r (Task) 7. & : Dynamic Routing Protocol Configure 9 |
FY TARUES AT FTAGTATET ILYAEE | qeaieed qriaras A
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q. ATELTF AR feae | e _(Condition): EIGRP:
R, IAFYAE AR, JTHN ¥ qrARies gherw | Computer Lab, Putty @ o uferg
T Router (1941) ¥ Switch JR
2. Router /s @@ Switch % Network Port are | (2960), Network Cable &4 SR
Computer @ Network Port AT Network ATATTF AR, JUH .
Cable (Twisted) ST | e e F@m araTiEs °
ST Router, Switch ¥ PC SirgH | AN afva
A5:200 RIP:
S 22 FH (Task) : o Tit=m
R;?’E};u” 192.162.10.0/24 R;ijifm Dynamic Routing ° EFI'?J('
192_153!20_0,24 o 192'15?;”@'”;?“ Protocol Configure =1 | e 9’°FI'<'
lGigD.-'1 I ° W
2 : o JUNRT Afeerr
2?2:37 2350 Faon A% (Standard): OSPF:
Fa0i ' o SFIEAYHT Putty &l o =
I Fa0 3T|—i§_°|°_"f W | ° EFl'!Ir[
5” @ e Computer 1@ Router, | o &R
=, = Switch Configure =T | ¢  waiw
IP:192.':ZZS.ZU.2 |P:‘192F.‘1c:&30_2 Access s:rq:a?[ l [ ] W (_‘[ﬁ_oh—[
ety 192168201 ety 1215601 | @ PC2@ CMD are
PC3 s Ping Taf e Router /s &
¥. Router /s Access T¥ Tufs; de fauar Ping T | Routing
Command g% Sr&reRl d&t Type T e PC2 =z PC3 Configure T
. 1% Router /s AT Network Access AT farfer 1
v Would you like to Enter the initial o & FFET Afwe@ | e Routing Tl
Configuration dialog? [yes/no]: No SicEl T faqae Fee
v Router>enable
v Router#Configure terminal
v Router(config)#Host Name R1
v" R1(config)#interface gigabitEthernet 0/0
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R1(config-if)#ip Address192.168.10.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit

R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ip Address192.168.20.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit

R1(config)#Router rip
R1(config-router)#Network 192.168.10.0
R1(config-router)#Network 192.168.20.0
R1(config-router)#Version 2
R1(config-router)#no auto-summary
R1(config-router)#end

R1#write

R1#show ip route

% 2" Router /s HT

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R2
R2(config)#interface gigabitEthernet 0/0
R2(config-if)#ip Address192.168.10.2
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#Exit

R2(config)#interface gigabitEthernet 0/1
R2(config-if)#ip Address192.168.30.1
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#Exit

R2(config)#Router rip
R2(config-router)#Network 192.168.10.0
R2(config-router)#Network 192.168.30.0
R2(config-router)#Version 2

R2 (config-router)#no auto-summary
R2(config-router)#end

R2#write

R2#show ip route

AN NERN

AN N NI N N N NI N MR

<
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<.

q0.

19.

.

93.

9%.

v IP address: 192.168.20.2

v Subnet mask: 255.255.255.0

v Default Gateway: 192.168.20.1
4.

q%.

qu.

9z.
9<.

RO.
9.
RR

EES

v" IP address: 192.168.30.2

v" Subnet mask: 255.255.255.0

v Default Gateway: 192.168.30.1
R¥.
4.
R
LA
Rz.

RR.

Tifaert @ Command Type iR T4l
Router /s 51 Dynamic (RIP) Route
Configure waT |

Computer (PC2) w1 IP AddressConfigure
T |

Start =1 Click T

Search Bar €T Run Type 7T Open T
Click I+ |

ncpa.cpl Type 7€ Ok #T Click 71+ |
Network #T Double Click 7+ |

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: AT Click I+ |
T« feus®r Value 8% Type T |

OK =T Click 71+ |

Close 5T Click 1+ |

Computer (PC3) w1 IP AddressConfigure
T |

Start |1 Click T

Search Bar T Run Type ¢ Open HT
Click =

ncpa.cpl Type 7k Ok AT Click T+ |
Network a1 Double Click 1 |

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: AT Click I+ |
a« fausr Value 8% Type 7+ |

OK AT Click 71 |

Close =T Click 71+ |

Ping Verifying Process:

Computer (PC2) @1 Start &1 Click =
Search Bar & Run Type 7t Open #T
Click

CMD Type 7t Ok =T Click T Ping
192.168.30.2 Type ¥ Enter I

9’4




30. Ping T&T Success Rate 100 % T3 9% |
3. BT FUTEHH! Agerg e |

Configure Dynamic Route (EIGRP)
Steps:

3. Router /s srgar Switch ®1 Network Port =
Computer &1 Network Port /1 Network

A5:200
Gighio Gigi)  em
e — —————— -l J.“i
1’41 192.168.10.0/24 19 Gigor
Rogt~-1 Roug =
I Gighi1 '
192.168.30.0/24
192.168.20.0/24 Area 0
f Gighi1
lGigDH I

2961241'[ 295% B
Swhchi gy FA0N

Fali1
Fal
[ Fa0 |
a0 [
PC-PT PC-FT
pC2 PC3
IP: 152.163.20.2 IP: 192.168.30.2
Subnet Mask: 255.255.255.0 Subnet Mask: 255.255.255.0
Gateway: 152.168.20.1 Gateway: 152.168.30.1

Cable (Twisted) sirg= | a1 fe=aT T@mQ
ST Router, Switch ¥ PC SirgH |

33. Router /s Access T¥ Febuls e [Tep!
Command &% STl d&1 Type 1
3¥. 15t Router /s |1

%%




<

N NI N NN

AN NI NERN

AN N N NN

3y. 2" Router AT

<

ANER NI NI AN NI N NN

A N NI NI N NN

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R1
R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ip Address192.168.10.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit

R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ip Address192.168.20.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit

R1(config)#Router eigrp 200
R1(config-router)#Network 192.168.10.0
R1(config-router)#Network 192.168.20.0
R1(config-router)#no auto-summary
R1(config-router)#end

R1#write

R1#show ip route

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R2
R2(config)#interface gigabitEthernet 0/0
R2(config-if)#ip Address192.168.10.2
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#Exit

R2(config)#interface gigabitEthernet 0/1
R2(config-if)#ip Address192.168.30.1
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#Exit

R2(config)#Router eigrp 200
R2(config-router)#Network 192.168.10.0
R2(config-router)#Network 192.168.30.0
R2 (config-router)#no auto-summary

R0




v R2(config-router)#end
v' R2#write
v' R2#show ip route
¥, ®Ifaer g9 Command Type Y Fafs;
Router /s 51 Dynamic (EIGRP) Route
Configure waT |
39, Computer (PC2) @1 IP AddressConfigure
T |
3c. Start #1 Click I
3%. Search Bar #T Run Type it Open AT
Click
¥o. ncpa.cpl Type 7T Ok &7 Click T+ |
¥q. Network #T Double Click 7 |
¥3. Internet Protocol Version 4(TCP/IP) |t
Double Click I |
¥3. Use the following IP address: |T Click 7+ |
a« feuar Value g% Type I+ |
v IP address: 192.168.20.2
v" Subnet mask: 255.255.255.0
v Default Gateway: 192.168.20.1
¥¥. OK AT Click 1 |
¥4 Close AT Click I |
¥%. Computer (PC3) {1 IP Address Configure
T |
¥, Start AT Click
¥z Search Bar T Run Type T Open AT
Click =
¥e_ncpa.cpl Type Tz Ok AT Click I+ |
vo. Network T Double Click 1 |
49. Internet Protocol Version 4(TCP/IP) |t
Double Click T |
4. Use the following IP address: #T Click I+ |
T« fausr Value 8% Type 7+ |
v IP address: 192.168.30.2
v Subnet mask: 255.255.255.0
v Default Gateway: 192.168.30.1
3. OK 1 Click 7 |
v¥. Close =T Click 71+ |
w4. Ping Verifying Process:
vs. Computer (PC2) @1 Start &1 Click 7=

«

AN

Rz




v, Search Bar AT Run Type it Open #1
Click 7=

5. CMD Type 71v Ok =T Click 7= Ping
192.168.30.2 Type ¥ Enter I
(Ping &1 Success Rate 100 % T3+ &)

Configure Dynamic Route (OSPF)

Steps:
¥&. Router /s srgat Switch &1 Network Port are
- : S asdoe - o '
Gig00 Gighio H}f_i
1§21 192.168.10.0/24 194 gigon
Rourt~" RﬂLl.clL
| e 192.166.30.0/24
192.168.20.0/24 Area 0 I' )
] GigH
lGigU.-'1 I

29612417 295% -
Switch1 Swj Fali

FalM
Fal
| Fa0 |
J g
PC-PT ’ PC-PT
PC2 PC3

IP: 192.166.20.2 IP: 192.168.30.2
Subnet Mask: 255255 255.0 Subnet Mask: 255.255.255.0
Gateway: 192.168.20.1 Gateway: 192.168.30.1

z0. Router /s Access T¥ Tehqafg ad fauerr
Command &% &dTehT & Type T+

%3. 1% Router /s AT

v Would you like to Enter the initial

Configuration dialog? [yes/no]: No

Router>enable

Router#Configure terminal

Router(config)#Host Name R1

R1(config)#interface gigabitEthernet 0/0

R1(config-if)#ip Address192.168.10.1

255.255.255.0

R1(config-if)#no shutdown

R1(config-if)#Exit

R1(config)#interface gigabitEthernet 0/1

R1(config-if)#ip Address192.168.20.1

255.255.255.0

R1(config-if)#no shutdown

R1(config-if)#Exit

v" R1(config)#Router ospf 200

NN N N N R SR NN

AN
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v R1(config-router)#Network 192.168.10.0
0.0.0.255 area 0
v R1(config-router)#Network 192.168.20.0
0.0.0.255 area 0
v R1(config-router)#end
v' Rl#write
v' Rl#tshow ip route
2. 2"d Router /s T
v Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable
Router#Configure terminal
Router(config)#Host Name R2
R2(config)#interface gigabitEthernet 0/0
R2(config-if)#ip Address192.168.10.2
255.255.255.0
R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#interface gigabitEthernet 0/1
R2(config-if)#ip Address192.168.30.1
255.255.255.0
R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#Router ospf 200
R2(config-router)#Network 192.168.10.0
0.0.0.255 area 0
R2(config-router)#Network 192.168.30.0
0.0.0.255 area 0
R2(config-router)#end
R2#write
v' R2#show ip route
3. mifaer 9 Command Type 7% Febais;
Router /s AT Dynamic (OSPF) Route
Configure 3T |
<¥. Computer (PC2) w1 IP AddressConfigure
T |
4. Start 1 Click T
%%. Search Bar @ Run Type ¥ Open T
Click
9. ncpa.cpl Type X Ok AT Click 7+ |
5. Network a1 Double Click 1+ |

AN NI NERN DN NI N NN

ANERNERNERN

<

ANERN
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%R,

vo. Use the following IP address: AT Click I |

v" IP address: 192.168.20.2
v" Subnet mask: 255.255.255.0
v Default Gateway: 192.168.20.1

.
R
3.

Y
L.

.
9,

=3
R,
v" IP address: 192.168.30.2

v Subnet mask: 255.255.255.0
v Default Gateway: 192.168.30.1

o

[
z9.

gR.

3.
(=4

oy,

%
G,

&g,

_Start |1 Click 7™

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

ao feusr Value 8% Type T |

OK =T Click 7+ |

Close 5T Click 71 |

Computer (PC3) w1 IP AddressConfigure
T |

Search Bar /T Run Type 7t Open T
Click =

ncpa.cpl Type 7f¢ Ok AT Click 71+ |
Network #T Double Click 7 1|

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: AT Click I+ |
a« feus®r Value 8% Type 7 |

. OK AT Click 7 |
Close =T Click 77+ |
Ping Verifying Process:
Computer (PC2) &1 Start 71 Click 7+
.Search Bar |1 Run Type 7f¥ Open T
Click =
CMD Type it Ok #T Click 9 Ping
192.168.30.2 Type ¥ Enter T

Ping aT Success Rate 100 % TS 9% |
F AIEAH! ATAE TE |

OSPF DR BDR election Steps:

Router /s s¥aam Switch &1 Network Port s
Computer @ Network Port &1 Network
Cable (Twisted) Sire | @« fe=HT T@mQ
ST Router, Switch g |

R0




5<. Router /s Access 7Y Tebuls d fauesr
Command &% T&dTehT &t Type T |
Ro. 15t Router /s T

v

ANER NI NERN AN N NN

ASRN

v

?q. 2" Router /s AT

v

ASANENRN

; fa11 R2
291% Gigdfo Gigd/o

R1 \
Gigd/1

\ /R0

noe oS ATT
Gigh,2
'gf-hn

b=

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R1
R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ip Address192.168.10.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit

R1(config)#Router ospf 200
R1(config-router)#Network 192.168.10.0
0.0.0.255 area 0

R1(config-router)#end

R1#write

R1#show ip route

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R2
R2(config)#interface gigabitEthernet 0/0

ROR
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R2(config-if)#ip Address192.168.20.2
255.255.255.0
R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#Router ospf 200
R2(config-router)#Network 192.168.20.0
0.0.0.255 area 0
R2(config-router)#end

v' R2#write

v' R2#tshow ip route
). 3" Router /s AT

v Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable
Router#Configure terminal
Router(config)#Host Name R3
R3(config)#interface gigabitEthernet 0/0
R3(config-if)#ip Address192.168.30.2
255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#Exit
R3(config)#Router ospf 200
R3(config-router)#Network 192.168.30.0
0.0.0.255 area 0
R3(config-router)#end
R3#write
v R3#show ip route
(mifreRt TS Command Type 7% Febais;
Router /s 5T Dynamic (OSPF) Route
Configure &)

ANE NI NERN

ANEA NI NERN AN NI NI NI <

ANERN

OSPF DR BDR parity set Steps:
R1>enable
R1#Configure terminal
R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ip ospf priority 205
R2>enable
R2#Configure terminal
R2(config)#interface gigabitEthernet 0/0
R2(config-if)#ip ospf priority 204
R3>enable
R3#Configure terminal

AN N NI N N N N N W
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v R3(config)#interface gigabitEthernet 0/0
v R3(config-if)#ip ospf priority 203

<3. WfaeT g9 Command Type ¥ Fehafs;
Router /s a1 OSPF DR BDR parity
Configure waT |

2¥. Router /s =T privileged mode AT show ip
ospf neighbor command =<3 |

2y, {Tdrr command =r«@rsar DR R1 @ BDR
R2 set WT®! I@TTHT |

R%. HTY FUGHH! AlTer@ e |

Ru, Default information originate configure
Steps:

%, Router /s =1 Switch &1 Network Port e
Computer & Network Port |1 Network
Cable (Twisted) Siree | a1 f=r=@T T@TQ
ST Router, Switch g |

A

-
e .

1
2£71% Fal/1
SFa00R
4
192, 168.3.0 PRSI
ip route 0.0.0.0 0.0,0.0 192.168.4.1 AREAD %
£
Lets suppose this is ISP router 2 \\
1 G tel J te
5 192.168.4.0 Ay Fa0/o
B 1 »# Fanjo 2
e L =et Fa0/1 =

L “Gigio hToTk ) & T Tj1 =
1 191 Gigo/1 1 192.168.2.0 2 o
. 2621XM
Houtgr3 Routerl 2621XM

TF 0/1 outer Router2
TR ip route 0,0.0.0 0.0.0.0 192, 168.4.2 B

a default-information originate
2060f2 JFQDB

e

SWiEoy2
2 _4Fa0,
A

Laptop-PT

Laptopl

<. Router /s Access ¥ Tebuls a1 fauesr
Command && ST&dTeT d%d Type T

q00. 1t Router /s AT

v Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable
Router#Configure terminal
Router(config)#Host Name R1
R1(config)#interface Ethernet 1/0
R1(config-if)#ip Address192.168.4.1
255.255.255.0
R1(config-if)#no shutdown
R1(config-if)#Exit

SN NENRN
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R1(config)#interface fastEthernet 0/0
R1(config-if)#ip Address192.168.3.2
255.255.255.0
R1(config-if)#no shutdown
R1(config-if)#Exit
R1(config)#interface fastEthernet 0/1
R1(config-if)#ip Address192.168.2.1
255.255.255.0
R1(config-if)#no shutdown
R1(config-if)#Exit
R1(config)#Router ospf 200
R1(config-router)#Network 192.168.2.0
0.0.0.255 area 0
R1(config-router)#Network 192.168.3.0
0.0.0.255 area 0

v R1(config-router)#default-information

originate
v R1(config-router)#exit
v R1(config)#ip route 0.0.0.0 0.0.0.0
192.168.4.2

v" R1(config)#end

v' Rl#write

v' Rl#tshow ip route
q09. 2" Router /s AT

v Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable
Router#Configure terminal
Router(config)#Host Name R2
R2(config)#interface fastEthernet 0/0
R2(config-if)#ip Address192.168.1.2
255.255.255.0
R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#interface fastEthernet 0/1
R2(config-if)#ip Address192.168.2.2
255.255.255.0
R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#Router ospf 200
R2(config-router)#Network 192.168.0.0
0.0.255.255 area 0

<
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v R2(config-router)#end
R2#write
R2#show ip route
qox. 34 Router /s T
Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable
Router#Configure terminal
Router(config)#Host Name R3
R3(config)#interface gigabitEthernet 0/0
R3(config-if)#ip Address192.168.4.2
255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#Exit
R3(config)#interface gigabitEthernet 0/1
R3(config-if)#ip Address192.168.8.1
255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#Exit

v R3(config)#ip route 0.0.0.0 0.0.0.0

192.168.4.1

v R3(config-router)#end

v' R3#write

v R3#show ip route
q03. 4" Router /s AT

v Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable
Router#Configure terminal
Router(config)#Host Name R4
R4(config)#interface fastEthernet 0/0
R4(config-if)#ip Address192.168.3.1
255.255.255.0
R4(config-if)#no shutdown
R4(config-if)#Exit
R4(config)#interface fastEthernet 0/1
R4(config-if)#ip Address192.168.1.1
255.255.255.0
R4(config-if)#no shutdown
R4(config-if)#Exit
v" R4(config)#Router ospf 200
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v R4(config-router)#Network 192.168.3.0
0.0.0.255 area 0

v R4(config-router)#Network 192.168.1.0
0.0.0.255 area 0

v R4(config-router)#end

Ra#write

v Rd#show ip route

(FTtaeRr @ Command Type TiX Febdfe;
Router /s #T Dynamic (OSPF) default
information originate Route Configure )
Routerl w7 default information originate
9% router2 ¥ router4 =T default route
update AT |

q0%. HTT FUTGHH! ATTer@ e |

<

OSPF AND RIP REDISTRIBUTION Steps:
qo¥. Router /s srgar Switch &1 Network Port
are Computer %I Network Port &7
Network Cable (Twisted) Sire= | aa feraraT
3@TT &Rl Router, Switch STE |

Inside O5PF ) | Inside RIP

RIP OSPF
Gigd/0 | '-C"‘"T
— L=

=" -2 1A Gigo/1

Pl— G. l:l #
B '5';-01"1'92. 168.2.0/24 g 52

1941 ‘ 192,168, 1.0/24
Routerl ¥ Gig0,0
2
|
—_—
QSPF 1 T

1941 RIP version 2

Router3

qo%. Router /s Access ¥ daufe der fauar
Command && ST&dTeT d%d Type T

q09, 1 Router /s AT

v Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable
Router#Configure terminal
Router(config)#Host Name R1
R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ip Address192.168.2.1
255.255.255.0
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R1(config-if)#no shutdown

R1(config-if)#Exit

R1(config)#interface loopback 0

R1(config-if)#ip Address 172.80.1.1

255.255.255.0

R1(config-if)#no shutdown

R1(config-if)#Exit

R1(config)#interface loopback 1

R1(config-if)#ip Address 172.80.2.1

255.255.255.0

R1(config-if)#no shutdown

R1(config-if)#Exit

R1(config)#interface loopback 2

R1(config-if)#ip Address 172.80.3.1

255.255.255.0

R1(config-if)#no shutdown

R1(config-if)#Exit

R1(config)#Router ospf 1

R1(config-router)#Network 192.168.2.0

0.0.0.255 area 0

R1(config-router)#Network 172.80.1.0

0.0.0.255 area 0

v R1(config-router)#Network 172.80.20
0.0.0.255 area 0

v R1(config-router)#Network 172.80.3.0
0.0.0.255 area 0

v R1(config-router)#end

R1#write

R1#show ip route

oz, 2" Router /s AT

Would you like to Enter the initial

Configuration dialog? [yes/no]: No

Router>enable

Router#Configure terminal

Router(config)#Host Name R2

R2(config)#interface gigabitEthernet 0/0

R2(config-if)#ip Address192.168.2.2

255.255.255.0

R2(config-if)#no shutdown

R2(config-if)#Exit

v" R2(config)#interface gigabitEthernet 0/1

AN NI NERN ANER NI NERN AN NI NERN
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R2(config-if)#ip Address192.168.1.1
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#Router ospf 1
R2(config-router)#redistribute rip metric
100 subnets
R2(config-router)#Network 192.168.2.0
0.0.0.255 area 0
R2(config-router)#exit
R2(config)#router rip
R2(config-router)#version 2
R2(config-router)#redistribute ospf 1
metric 3

R2(config-router)#network 192.168.1.0
R2(config-router)#end

R2#write

R2#show ip route

3" Router /s T

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R3
R3(config)#interface gigabitEthernet 0/0
R3(config-if)#ip Address192.168.1.2
255.255.255.0

R3(config-if)#no shutdown
R3(config-if)#Exit
R3(config)#interface loopback 0
R3(config-if)#ip Address172.12.1.1
255.255.255.0

R3(config-if)#no shutdown
R3(config-if)#Exit
R3(config)#interface loopback 1
R3(config-if)#ip Address172.13.1.1
255.255.255.0

R3(config-if)#no shutdown
R3(config-if)#Exit
R3(config)#interface loopback 2
R3(config-if)#ip Address172.13.2.1
255.255.255.0

0%




R3(config-if)#no shutdown
R3(config-if)#Exit
R3(config)#Router rip
R3(config-router)#version 2
R3(config-router)#Network 192.168.1.0
R3(config-router)#Network 172.12.0.0
R3(config-router)#Network 172.13.0.0
R3(config-router)#no auto-summary
R3(config-router)#end
R3#write
v R3#tshow ip route
9o, HIfa=RT T Command Type X FHufs;
Router /s 5T Dynamic (OSPF) Route
Configure 93T |
999.Router 2 & OSPF #1 RIP ¥ RIP |1 OSPF
inject T communication TRTTEHT |
4R P RS ATTAE & |
EIGRP default network configuration Steps:
933. Router /s ¥ Switch %1 Network Port =
Computer & Network Port |1 Network
Cable (Twisted) Sirg | a« fe=HT T@mQ
ST Router, Switch g |

nat -
loopback 2.2.2.2/24 Gigy0, e
< G101
" 152.168.1.0/24  Faigoji
i 1 K3
2 Gig0f0Agyy rd
/ Rz  Proute0.0.0.00.0.0.0 192.168.1.1
iprouteD.D.D.DD.D.D.Dinterfacegigﬂfl./
¥ s

192.168.2.0/24

NN NI N N N NE N MR

”
# 152.168.10.0
2

Gignfo /' I

) Ilr-l ﬂ :
"y

1941 Server-PT

R1 Server(
loopback 1.1.1.1/24

99%. Router /s Access MY Tebufs a1 fauesr
Command && ST&dTeT d%d Type T

93%. 1 Router /s AT

v Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable
Router#Configure terminal
Router(config)#Host Name R1
R1(config)#interface gigabitEthernet 0/0

AN N NI
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R1(config-if)#ip Address192.168.2.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit
R1(config)#interface loopback 0
R1(config-if)#ip Address 1.1.1.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit
R1(config)#Router eigrp 1
R1(config-router)#Network 192.168.2.0
R1(config-router)#Network 1.0.0.0
R1(config-router)#end

R1#write

R1#show ip route

. 2" Router /s T

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R2
R2(config)#interface gigabitEthernet 0/0
R2(config-if)#ip Address192.168.2.2
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#interface gigabitEthernet 0/1
R2(config-if)#ip Address192.168.1.1
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#interface loopback 0
R2(config-if)#ip Address 2.2.2.2
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#Router eigrp 1
R2(config-router)#Network 192.168.2.0
R2(config-router)#Network 2.0.0.0
R2(config-router)#Network 0.0.0.0
R2(config-router)#exit

ANE NI NERN
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v R2(config)#ip default-network
192.168.1.0
v R2(config)#ip route 0.0.0.0 0.0.0.0
gigabitEthernet 0/1
v R2(config)#end
v’ R2#write
v' R2#show ip route
q99. 3" Router /s /T
v Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable
Router#Configure terminal
Router(config)#Host Name R3
R3(config)#interface gigabitEthernet 0/0
R3(config-if)#ip Address192.168.1.2
255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#Exit
R3(config)#interface gigabitEthernet 0/1
R3(config-if)#ip Address192.168.10.1
255.255.255.0
R3(config-if)#no shutdown
R3(config-if)#Exit
v R3(config)# ip route 0.0.0.0 0.0.0.0
192.168.1.1
v R3(config)#end
v' R3#write
v R3#show ip route
(mifreRt TS Command Type 7% Febais;
Router 2 = routerl @tz default network
publish 7T T router3 ¥ routerl o
communication &)
995, HTI FUTGHH! TG e |

ANER NI NERN AN NI N NN

ANERN

AR, ITHT T FEATAEe (Tools, Equipment and Materials):

Putty ¥ Hyperterminal IHcaae! SATHAT RIsd U (q.fg /I7 grew, HFFeX 4e, Serial to USB
Converter, Driver ¥R U fa.fe. /49 159, Console Cable, Router (1941) st Switch
(2960), Network Cable, Internet

T T gragries (Safety Precautions):

NN

o TFIIYHT fe¥el AUH! HISTH! (HLTTHT Taeiq T |

QIR




FY fazewor (Task Analysis)

FT THT © QR HU

It ¢ 3 Huar
TFLTE @ Q TuaT
fafés #r (Task) 7. % : Basic BGP Routing Protocol Configure 9 |
FY TARUES AT FEAGTIEA IeXAET | q¥Aead qirarees q
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q. ATELTF AR fea | e _(Condition): BGP Routing
R ATAYAE AR, IUHIV ¥ qrAHES gwerw | Computer Lab, Putty Protocol :
SCR Router (1941) T Switch o Ufv=Erg
3. Router /s e Switch 7 Network Port | (2960), Network Cable &3 | ¢ e
are Computer %1 Network Port &7 AATAF AR, ITH o TFR
Network Cable (Twisted) Sirg= | ATATES o wHEA
fer=HT S@rT ST&Rr Router, Switch ¥ PC o GURT afverr
Sre | e Router /s 9T
Fd (Task) : Routing
5200 5200 Basci BGP Routing Configure 75
5 sg_ng G —55 Protocol Configure I+ | .
R;;T\?M 1921E8 10,02 R;jht;igon ° Routing Tar
1 Gigo/t 192.168.30.0/24 A feqa #ES
152.168.20.0424 |Gigﬂ.l"1 W (Standard): = ~
[ | o ITHETAT Putty FT TSEHT
| 1 T |
fﬁfﬁr e . Computer at@ Router,
IFﬂ”” ’ Switch Configure &t
0 Access STa |
5” @ . PC2 % CMD ate PC3
=. == aTs  Ping &l Ping
IF: 192.:(;:;20.2 IP: 19:1(::&30.2 wqaﬁ\r l
s e LIS |« PC2 A1 PC3 Network
ACCcess HUHI |
o HI gEEA Afaerg
¥. Putty ¥ Hyper Terminal Ihaaax &l T T
9ANT T Router /s @t Switch Access
T

¥. Configure BGP Route Steps:
%.  Router /s Access Y Fehufg a1 fGUahT
Command && ST&dTeT a&d Type T+ |

RS E
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1% Router /s |1

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R1
R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ip Address192.168.10.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit

R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ip Address192.168.20.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit

R1(config)#Router bgp 200
R1(config-router)#neighbor 192.168.10.2
remote-as 200
R1(config-router)#Network 192.168.20.0
mask 255.255.255.0

R1(config)#end

R1#write

R1#show ip route

R1#show ip bgp

2" Router /s AT

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R2
R2(config)#interface gigabitEthernet 0/0
R2(config-if)#ip Address192.168.10.2
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#Exit

R2(config)#interface gigabitEthernet 0/1
R2(config-if)#ip Address192.168.30.1
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#Exit

¥




v" R2(config)#Router bgp 200
R2(config-router)#neighbor 192.168.10.1
remote-as 200
R2(config-router)#Network 192.168.30.0
mask 255.255.255.0
R2(config-router)#end

R2(config)#end

R2#write

R2#show ip route

R2#show ip route bgp

R2#show ip bgp

<

AN N NN <

o

Tifaept @ Command Type iR Feufs

Router /s 91 Static Route Configure w4 |

qo0. Computer (PC2) =1 IP
AddressConfigure I |

qq. Start |1 Click T |

. Search Bar |t Run Type 71f¥ Open #T1 Click

T |

93. ncpa.cpl Type 7€ Ok AT Click 71+ |

q9¥. Network |1 Double Click I |

4. Internet Protocol Version 4(TCP/IP) |t
Double Click I |

9%. Use the following IP address: T Click 7=
a« feus®r Value 8% Type 7+ |

v IP address: 192.168.20.2

Subnet mask: 255.255.255.0

v Default Gateway: 192.168.20.1

qe. OK AT Click 71+ |

qz. Close #T Click 7+ |

92. Computer (PC3) =1 IP
AddressConfigure I+ |

0. Start AT Click 1+

9. Search Bar |1 Run Type i Open AT
Click I+

3R. ncpa.cpl Type ¢ Ok AT Click I+ |

3. Network #T Double Click 7+ 1|

¥. Internet Protocol Version 4(TCP/IP) |t
Double Click I |

4. Use the following IP address: =T Click I

a« feuar Value g% Type 714 |

<

RSES




v IP address: 192.168.30.2

Subnet mask: 255.255.255.0

v Default Gateway: 192.168.30.1

%, OK AT Click 71 |

Re, Close =T Click 1+ |

3=. Ping Verifying Process:

2. Computer (PC2) &T Start AT Click 19

30. Search Bar A1 Run Type 7T Open #T
Click =

39. CMD Type 7t Ok =T Click 717 Ping
192.168.30.2 Type ¥ Enter Il

(Ping &1 Success Rate 100 % T3+ &)
3R A FUTEAH! AT e |

<

AR, ITHT T FraTEe (Tools, Equipment and Materials):

Putty ¥ Hyperterminal FHcaaeh! SATHAT RIsd FUHN (9.f8. /U7 grew, HFFeX 4e, Serial to USB
Converter, Driver ¥heaax 9ua fq.fg /a7 grew, Console Cable, Router (1941) wroram Switch
(2960), Network Cable

T T gragriee (Safety Precautions):
o THICUAT feTwl WUFI HITHT (LA SREAGT T |

1%




FY fazewor (Task Analysis)

FT THT © Q4 T

2950E4‘I‘I’
Switchd

Fal/2 l

2951241‘[
Swilch3
Fa0/2 |

FaUl

J

[ — ]
PC-PT
Pcs
IP; 192.168.30.2
Subnet Mask: 255.255.255.0
Gateway: 192.168.30.1

FﬂDJ

J

[ —
PC-PT
PC4
IP: 192 168.20 2
Subnet Mask: 255,255 255.0

Gateway: 192.168.20.1

Putty T Hyper Terminal I%aaaR &1
AR =T Router /s 9@t Switch Access
T

Site to Site VPN Steps:

Router /s Console aT@ Access T&&als,
o fausr Command &% S&dTe! &t
Type I |

Switch Configure &t
Access 9T |

e Site To Site VPN
Verification:
« PC4 =me PC5 =g Ping
T, Ping it @&ufg R1
& R2 AT T faue
Command FIRT T |
ganT & VPN
Connection Active
HTTH EATS, |
R1#show crypto
isakmp sa
e PC4 &PC5fa=
Network Communicate

gt 3 Huar
TFLTE & QR "val
fafdse @®rf (Task) 7. 90 : Remote VPN, Site to Site VPN Configure = |
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)

ATALTF SR A | e (Condition): VPN :

AFATF AT, JTHIOT T qrATes deherr | Computer Lab, Putty < o Ui=m

T Router (1941) ¥ Switch o T

Router /s w&ram Switch %1 Network Port | (2960), Network Cable &1% | g

are Computer %1 Network Port #T ATALTF AR, JUH o AT

Network Cable (Twisted) ST | @@ HTHTITES o THNT AR

fer=r¥T s@re s Router, Switch ¥ PC e Router /s aT VPN
STTE | mR—(—)—Iai(Plil Site to Sit Configure 7+ fafy

emote , Site to Site ‘
<= Fa0i0 19216800024 o — VPN Configure ™ | * i\;d/:_ql\%_q-gézm
l 2‘ Fa'gl.; a IPSec VPN Tunnel _l 2'11‘ = =
e " Faon A% _(Standard):
ERIEETA) 192.168.30.0024 o SHRICTHT PUttyEﬁ
rFaD.-'1 I 3{@%{ ?ﬁg‘qaﬁ' |
| ,|F_ﬂ__m1 « Computer a¢ Router,

Q9
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1% Router /s |1

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R1
R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ip Address192.168.10.1
255.255.255.0

R1(config-if)#crypto map IMAP
R1(config-if)#no shutdown
R1(config-if)#Exit
R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ip Address192.168.20.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit

R1(config)#crypto isakmp policy 10
R1(config-isakmp)#encryption 3des
R1(config-isakmp)#authentication pre-
share

R1(config-isakmp)#group 2
R1(config-isakmp)#lifeTime 86400
R1(config-isakmp)#EXxit
R1(config)#crypto isakmp
KeylPSECVPN Address192.168.10.2
R1(config)#crypto ipsec transform-Set
IPSEC esp-3des esp-sha-hmac
R1(config)#crypto map IMAP 10 ipsec-
isakmp

R1(config-crypto-map)#Set peer
192.168.10.2
R1(config-crypto-map)#Set Security-
association lifeTime seconds 86400
R1(config-crypto-map)#Set transform-
Set IPSEC
R1(config-crypto-map)#match
Address101
R1(config-crypto-map)#Exit
R1(config)#ip route 192.168.30.0
255.255.255.0 192.168.10.2
R1(config)#access-List 101 permit ip

1.

&l VPN through

Communicate ST |

Remote Access VPN

Verification:
VPN PC &1 CMD =1
ipconfig /all =t
“PPP adapter VPN
Connection 1:” AT
192.168.10.0
Network &1 IP
<fEueT g |

FT e Aferg

KECEal

Nz
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192.168.20.0 0.0.0.255 192.168.30.0
0.0.0.255

R1(config)#end

R1#write

R1# show crypto isakmp sa

2" Router /s |1

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R2
R2(config)#interface gigabitEthernet 0/0
R2(config-if)#ip Address192.168.10.2
255.255.255.0

R2(config-if)#crypto map IMAP
R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#interface gigabitEthernet 0/1
R2(config-if)#ip Address192.168.30.1
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#Exit

R2(config)#crypto isakmp policy 10
R2(config-isakmp)#encryption 3des
R2(config-isakmp)#authentication pre-
share

R2(config-isakmp)#group 2
R2(config-isakmp)#lifeTime 86400
R2(config-isakmp)#EXit
R2(config)#crypto isakmp Key
IPSECVPN Address192.168.10.1
R2(config)#crypto ipsec transform-Set
IPSEC esp-3des esp-sha-hmac
R2(config)#crypto map IMAP 10 ipsec-
isakmp

R2(config-crypto-map)#Set peer
192.168.10.1
R2(config-crypto-map)#Set Security-
association lifeTime seconds 86400
R2(config-crypto-map)#Set transform-
Set IPSEC

19
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q3.
9¥.
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9q%.
qu.
9z.

9.
RO.

.
R.
.

R¥.

R2(config-crypto-map)#match
Address101
R2(config-crypto-map)#Exit
R2(config)#ip route 192.168.20.0
255.255.255.0 192.168.10.1
R2(config)#access-List 101 permit ip
192.168.20.0 0.0.0.255 192.168.30.0
0.0.0.255

R2(config)#end

R2#write

(FTtaeRr @ Command Type ¥ Febdfe;
Router /s #1 Static Route Configure wam)
Computer (PC4) =1 IP
AddressConfigure I |

Start |1 Click 7=

Search Bar /T Run Type 7t Open #T
Click

ncpa.cpl Type 7€ Ok AT Click 77+ |
Network #T Double Click 7+ |
Internet Protocol Version 4(TCP/IP) |1
Double Click I |

Use the following IP address: #1 Click
T |

a« feus®r Value % Type T+ |

IP address: 192.168.20.2

Subnet mask: 255.255.255.0

Default Gateway: 192.168.20.1

OK #T Click 77 |

Close =T Click 7+ |

Computer (PC5) =1 IP
AddressConfigure I+ |

Start |1 Click 7=

Search Bar T Run Type ¢ Open HT
Click I+

ncpa.cpl Type 7t Ok AT Click T+ |
Network #T Double Click 7 1|
Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: #1 Click
T |

a« feuar Value 8% Type I+ |

R0




v IP address: 192.168.30.2
v" Subnet mask: 255.255.255.0
v Default Gateway: 192.168.30.1
. OKHT Click 7 |
% Close =1 Click 7 |
9. Ping Verifying Process:
:s.  Computer (PC4) =1 Start @1 Click =
2. Search Bar AT Run Type 71 Open #T
Click 71
30.  CMD Type 1ir Ok AT Click 719 Ping

Eth/1

IP- 192.168.10.1
% o) ey
» Ri AN—
Eth0/0 &in > win
IP:192.158.20.1/24 Server PC
IP:192.168.10.100
——
> Win

VPN Client
IF:192.168.20.10/24

192.168.30.2 Type 7 Enter T
3. Ping & Success Rate 100 % TS+ T% |

32 Ping Ti@@ el R1 & R2 w1 a1 fauar
Command J3RT 9 | 3T T&T VPN
Connection Active 3TSq I8 |

33, Rl#show crypto isakmp sa

3¥.  |Pv4 Crypto ISAKMP SA

34. Dst src state conn-id Slot status

3% 192.168.10.2 192.168.10.1 QM_IDLE
10220 ACTIVE

39.  Remote Access VPN Steps:

3=.  Router /s @941 Switch @ Network Port
are Computer %1 Network Port &1
Network Cable (Twisted) sirg= | d«
fe=aT S@mT =< Router /s ¥ PC SigH |
Router /s @ Console aTe Access Y Haale,
T feuar Command g% S=atel d&d Type T+
R. RlwT
v" Router>enable
v Router#Configure terminal
v Router(config)#Host Name R1

9
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R1(config)#interface ethernet 0/0
R1(config-if)#ip Address192.168.20.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit
R1(config)#interface ethernet 0/1
R1(config-if)#ip Address192.168.10.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit
R1(config)#userName admin Password
admin

R1(config)#vpdn enable
R1(config)#vpdn-group TESTVPN
R1(config-vpdn)#Accept-dialin
R1(config-vpdn-acc-in)#protocol pptp
R1(config-vpdn-acc-in)#virtual-template
1

R1(config-vpdn-acc-in)#Exit
R1(config-vpdn)#Exit
R1(config)#interface virtual-template 1
R1(config-if)#ip unnumbered ethernet
0/1

R1(config-if)#peer Default ip
Addresspool TEST

R1(config-if)#ppp encrypt mppe auto
required

R1(config-if)#ppp authentication ms-
chap ms-chap-v2

R1(config-if)#Exit

R1(config)#ip local pool TEST
192.168.10.10 192.168.10.20
R1(config)#aaa new-Model
R1(config)#aaa authentication
pppDefault local

R1(config)#end
R1#write

VPN-Client PCHT IP Address Configure
T |
Start |1 Click 1 |

R
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Search Bar |1 Run Type it Open #T
Click

ncpa.cpl Type ¢ Ok #T Click 71+ |
Network #T Double Click 7 |
Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: #1 Click
T |

ao feusr Value 8% Type T |

IP address: 192.168.20.10

Subnet mask: 255.255.255.0

Default Gateway: 192.168.20.1

OK =T Click 7+ |

Close 5T Click 71 |

SERVER PC w1 IP Address Configure
T |

Start =T Click 7=

Search Bar /T Run Type 7t Open T
Click

ncpa.cpl Type 7t Ok AT Click I+ |
Network #T Double Click 7 |
Internet Protocol Version 4(TCP/IP) |t
Double Click T |

Use the following IP address: #1 Click
T

a« feusr Value % Type 7+ |

IP address: 192.168.10.100

Subnet mask: 255.255.255.0

Default Gateway: 192.168.10.1

OK #T Click 77 |

Close 5T Click 1 |

VPN Setup in Client PC

Go to the Start Menu search “Network
and Sharing Center”

Then Click on “Set up a New
Connection or Network”

Then Click on “Connect to a workplace”
Then Click on “Use my Internet
Connection (VPN)”

Then Click on “I’ll Set up an Internet
Connection later”

3




v Then Type the IP Addressof the VPN
Server “192.168.10.1” and give a Name
for the Connection “VPN
Connection 1”7 and Click “Next”

v Then Type the userName “admin” and
Password “admin” created in the Router
Is

v Then Close the Setup and go the
“Change adapter Settings” on the left
side Bar of the “Network and Sharing
Center”

v Then Right Click and “VPN Connection
1’ and Click “Connect.”

Type userName “admin” and Password
“admin” and Click “Connect”. After that
VPN Connection was established.

¥. To verify the Connection at VPN
Client PC

Go to the Start Menu and Type “cmd”
Then Type “ipconfig /all” and look for
“PPP adapter VPN Connection 1:”

v’ If the IPv4 Addressis of 192.168.10.0
Network then the VPN Connection is
successful.

%0, HI FUGHH! Alerg e |

AN

AR, ITHRVT T JETAEe (Tools, Equipment and Materials):

Putty ¥ Hyperterminal ¥%caae! SATHAT Hisd WU 9.fg /Iaerew, +ex ¥e, Serial to USB
Converter, Driver sy 9ual fa.fg /dersw, Console Cable, Router(1941) waar Switch (2960),
Network Cable.

RE T gragree (Safety Precautions):

o

o TFICYAT fe¥el AUH! HISTH! (HLTHHT Taeiq T |

¥



FY fazewor (Task Analysis)

FT THT © Q4 T

griee ¢ 3 wvar
TFETNE © 4R °vaT
fafése #1 (Task) 7. 99 : Access List Control (ACL) Configure 7+ |
FY TARUES AT FEAGTIEA IeXAET | q¥Aead qirarees q
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
9. ATAYTH TR fae | g (Condition): ACL :
3 HEYTE SR, U0 T AATES Fwew | Computer Lab, Putty < o U=l
T | Router (1941) T Switch o &
3. Router /s #=m Switch % Network Port | (2960), Network Cable A9 | o gare
are Computer %1 Network Port &7 AATAF AR, ITH o AT

Network Cable (Twisted) Sire= | T«
fer=r¥T s@re s Router, Switch ¥ PC
Sre |

[LPRE=T T -
g, Gl SigtH
= ——————ir
|1-.| 1541
’I e s Samard
2 vl I £
!
|:,—.: 1
A P
L

/ N\

= .-

N

ASRNENEN

CLd

11
erg P IIZIERZ
8

St Waac 5555
Dabrey TELIREZRT

Putty ¥ Hyper Terminal ¥HaaaR %I YART
T Router /s s¥FaT Switch Access T |
Standard ACL Steps:

Router /s Console are Access TREAHITS,
T fauer Command &% T&drer d&d Type
T

1% Router /s |1

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R1
R1(config)#interface gigabitEthernet 0/0

qTHTNES

i (Task) :
Access List Control (ACL)

Configure 1 |

"= (Standard):
o SHRICTHT Putty wl

AT IEUHT |

e Computer a¢ Router,
Switch Configure &t
Access 9T |

e PCO % CMD dre
ServerQ @rs Ping &t
Ping T¥TeT |

e PC1% CMD =2
ServerQ &g Ping &t
Ping wTa |

o HI WG ATATEG

NN

NEceal

e Router /s #T
VPN Configure
T fafa

e VPN &l &=
fao erew

34
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R1(config-if)#ip Address192.168.0.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit
R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ip Address192.168.30.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit

R1(config)#ip route 192.168.10.0
255.255.255.0 192.168.0.2
R1(config)#end

R1#write

2" Router /s |1

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R2
R2(config)#interface gigabitEthernet 0/0
R2(config-if)#ip Address192.168.0.2
255.255.255.0

R2(config-if)#ip access-group 10 in
R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#interface gigabitEthernet 0/1
R2(config-if)#ip Address192.168.10.1
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#Exit

R2(config)#ip route 192.168.30.0
255.255.255.0 192.168.0.1
R2(config)#EXxit
R2(config)#access-List 10 deny host
192.168.30.2

R2(config)#access-List 10 permit any
R2(config)#end

R2#show access-list

R2#write

wifaert @er Command Type iR Tebufs;

Router /s |1 Standard AcL Configure 93T |

Q&
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Computer (PCO) w1 IP AddressConfigure
T |

Start =1 Click 79"

Search Bar AT Run Type 7t Open #T
Click T |

ncpa.cpl Type 7€ Ok #T Click I+ |
Network #T Double Click 7 1|

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: AT Click I+ |
T« feus®r Value 8% Type T |

IP address: 192.168.30.2

Subnet mask: 255.255.255.0

Default Gateway: 192.168.30.1

OK =T Click 71+ |

Close 5T Click 1+ |

Computer (PC1) w1 IP AddressConfigure
T |

Start =1 Click T

Search Bar T Run Type ¢ Open HT
Click =

ncpa.cpl Type 7t Ok AT Click T+ |
Network #T Double Click 7 |

Internet Protocol Version 4(TCP/IP) |1
Double Click T |

Use the following IP address: |7 Click I
ao feusr Value 8% Type 7+ |

IP address: 192.168.30.3

Subnet mask: 255.255.255.0

Default Gateway: 192.168.30.1

OK AT Click 71 |

Close 5T Click 1+ |

Server O(PC) T IP Address Configure T
Start @1 Click T

Search Bar T Run Type ¢ Open T
Click

ncpa.cpl Type 7% Ok AT Click I+ |
Network |1 Double Click 7+ |

Internet Protocol Version 4(TCP/IP) |t
Double Click 7 |
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Use the following IP address: |7 Click =
ao feus®r Value % Type T |

IP address: 192.168.10.2

Subnet mask: 255.255.255.0

Default Gateway: 192.168.10.1

OK 1 Click 71+ |

Close =T Click 7+ |

Ping Verifying Process:

Computer (PCO) =T Start 71 Click 7+
Search Bar /1 Run Type 7f¥ Open #T
Click =

.CMD Type 7I¥ Ok =T Click 7+ Ping

192.168.10.2 Type ¥ Enter Il

Ping T Success Rate 0 % TS 7% |
Computer (PC1) &1 Start 71 Click 7+

Search Bar /T Run Type 7f¥ Open #T
Click

.CMD Type 7* Ok 5T Click 7= Ping

192.168.10.2 Type ¥ Enter Il

Ping &T Success Rate 100 % T3 9 |
HT FYTEAH ATerg e |

Extended ACL Steps:

Router /s Console are Access TREAHITS,
o fauer Command &% ST&dter d&d Type
T |

.1t Router /s |1

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable

Router#Configure terminal
Router(config)#Host Name R1
R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ip Address192.168.0.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit

R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ip Address192.168.30.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#Exit

T
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R1(config)#ip route 192.168.10.0
255.255.255.0 192.168.0.2
R1(config)#end

R1#write

. 2" Router /s AT

Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable
Router#Configure terminal
Router(config)#Host Name R2
R2(config)#interface gigabitEthernet 0/0
R2(config-if)#ip Address192.168.0.2
255.255.255.0
R2(config-if)#ip access-group 100 in
R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#interface gigabitEthernet 0/1
R2(config-if)#ip Address192.168.10.1
255.255.255.0
R2(config-if)#no shutdown
R2(config-if)#Exit
R2(config)#ip route 192.168.30.0
255.255.255.0 192.168.0.1
R2(config)#Exit
R2(config)#access-List 100 deny icmp
host 192.168.30.2 host 192.168.10.2

To deny whole network
R2(config)#access-List 100 deny icmp
192.168.30.0 0.0.0.255 192.168.10.0
0.0.0.255

For ftp deny on 192.168.10.2

R2(config)#access-List 100 deny tcp
192.168.30.0 0.0.0.255 host 192.168.10.2
eq ftp
R2(config)#access-List 100 permit ip any
any
R2(config)#end
R2#show access-list
R2#write
(mifret IS Command Type 7% Febafs;
Router /s |1 Standard ACL Configure &73)
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. Search Bar &1 Run Type ¥ Open T

Computer (PCO) =T IP AddressConfigure
T |

Start =1 Click T

Search Bar |t Run Type it Open #1
Click

ncpa.cpl Type 7€ Ok AT Click I+ |
Network #T Double Click 7 1|

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: AT Click I+ |
T« feus®r Value 8% Type T |

IP address: 192.168.30.2

Subnet mask: 255.255.255.0

Default Gateway: 192.168.30.1

OK =T Click 71+ |

Close 5T Click 1+ |

Computer (PC1) w1 IP AddressConfigure
T |

Start =1 Click T

Search Bar T Run Type i Open HT
Click =

ncpa.cpl Type 7t Ok AT Click T+ |
Network #T Double Click 7 |

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: |7 Click I
ao feusr Value 8% Type 7+ |

IP address: 192.168.30.3

Subnet mask: 255.255.255.0

Default Gateway: 192.168.30.1

OK AT Click 71 |

Close 5T Click 1+ |

Server O(PC) T IP Address Configure T
Start @1 Click T

Click

ncpa.cpl Type 7% Ok AT Click I+ |
Network #T Double Click 7 1|

Internet Protocol Version 4(TCP/IP) |t
Double Click T |

R30




9y Use the following IP address: |7 Click 79
ao feus®r Value % Type T |

v IP address: 192.168.10.2

v" Subnet mask: 255.255.255.0

v Default Gateway: 192.168.10.1

9%, OK AT Click 1 |

9. Close &1 Click 1+ |

vs. Ping Verifying Process:

92 Computer (PCO) & Start AT Click 19

so. Search Bar |1 Run Type 71T Open T
Click 7 |

9. CMD Type 7t Ok T Click 7= Ping
192.168.10.2 Type ¥ Enter Il

3. Ping T Success Rate 0 % TS I |
3. Computer (PC1) & Start AT Click 17

=¥. Search Bar |1 Run Type 71T Open #T
Click 77 |

4. CMD Type 7t Ok T Click 7= Ping
192.168.10.2 Type ¥ Enter I |

(Ping &1 Success Rate 100 % T3+ &)
5%, B UGS ATTAE e |

AR, ITHRVT T JETAEe (Tools, Equipment and Materials):

Putty ¥ Hyperterminal FHcaae! SATHAT RIsd U (9.fg. /U7 grew, HFFeX 4e, Serial to USB
Converter, Driver weaar sua fa.fg. /47 g139, Console Cable, Router (1941) srsrar Switch
(2960), Network Cable.

& T gragree (Safety Precautions):

o

o TFICYHT fe¥el WUH! HISTH! (ALTTHT Taeiq T |

RS




FY fazewor (Task Analysis)

FT THT © Q4 T

dgiives © 3 Huar
TARINE © QR "UaT
fafdse @®rf (Task) . 9% : NAT Configure 1+ |
FY TARUES AT FEAGTIEA IeXAET | q¥Aead qirarees q
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
q.  ATAYTH TR fe | g (Condition): NAT :
3 HqEYEE AR, U T AETiES Hewerq | Computer Lab, Putty o U=l
T | Router (1941) T Switch o FU
3. Router /s @ Switch #1 Network Port | (2960), Network Cable &% | o gz
are Computer %1 Network Port #T AALTF AR, JUH o AT
Network Cable (Twisted) Sire= | @« HTHTITES o TIUNT AfTEHT
fer=HT S@TT ST&Rr Router, Switch ¥ PC e Router /s T
ST | NAT Configure
. F4 (Task) : T
=.-'-“\ NAT Configure 71+ | e NAT T2t o
t.._, / W& (Standard):
I e SHISTHT Putty I Icon
sl-fT %ﬁ - |
e Computer a1¢ Router,
¥.  Putty ¥ Hyper Terminal Saaa &1 T4 Switch Configure af
T8 Router /s @& Switch Access T | Access STTT |
¥.  Basic Router /s Configuration Steps: e Static NAT
& Router /s Console at@ Access TRE@®dfsg Verification:
e fausr Command g¢ sredmel ded Type Computer (PCO) =t
e CMD are ServerQ g
v,  Router /s ®T Ping Tl Success
v" Would you like to Enter the initial Rate 100 % #Ts9,
Configuration dialog? [yes/no]: No =t Computer =2
v' Router>enable Ping &t Ping &4 |
v Router#Configure terminal e Dynamic NAT
v Router(config)#Host Name R1 Verification:
v R1(config)#interface gigabitEthernet 0/0 Computer (PCO and
v' R1(config-if)#ip Address192.168.1.1 PC1) &1
255.255.255.0 CMD are ServerQ @8
v" R1(config-if)#no shutdown Ping TT&T Success

REX
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R1(config-if)#Exit
R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ip Address200.0.0.1
255.255.255.0
R1(config-if)#no shutdown
R1(config-if)#Exit
R1(config)#ip access-List standard BLK-
PRVT
R1(config-std-nacl)#deny 10.0.0.0 0.0.0.255
R1(config-std-nacl)#deny 172.16.0.0
0.15.255.255
R1(config-std-nacl)#deny 192.168.0.0
0.0.255.255
R1(config-std-nacl)#permit any
R1(config-std-nacl)#Exit
R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ip access-group BLK-PRVT
out
R1(config)#end
R1#write
Computer (PCO) w1 IP AddressConfigure
T |
Start |1 Click 7=
Search Bar T Run Type ¢ Open HT
Click =
ncpa.cpl Type 7t Ok AT Click I+ |
Network T Double Click 1 |
Internet Protocol Version 4(TCP/IP) |t
Double Click I |
Use the following IP address: |7 Click I
a« fausr Value 8% Type 7+ |
v IP address: 192.168.1.2
v Subnet mask: 255.255.255.0
v Default Gateway: 192.168.1.1
OK AT Click 77 |
Close =T Click 1 |
Computer (PC1) w1 IP AddressConfigure
T |
Start =1 Click I
Search Bar T Run Type ¢ Open HT
Click
ncpa.cpl Type 7% Ok AT Click I+ |

Rate 100 % 133
it Computer aTe
Ping =T Ping g3 |
PAT (Overload)
Verification:
Computer (PCO, PC1
and PC3) =1
CMD =12 Server0 =T
Ping TT&T Success
Rate 100 % =113, |
FI RS AfTad
TEhT
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Network #T Double Click 7 |

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: ®T Click =
ao feusr Value 8% Type T |

v IP address: 192.168.1.3

v" Subnet mask: 255.255.255.0

v’ Default Gateway: 192.168.1.1

OK =T Click 7+ |

Close 5T Click 1 |

Computer (PC2) w1 IP AddressConfigure
T |

Start =1 Click T

Search Bar /T Run Type 7t Open T
Click

ncpa.cpl Type 7f¢ Ok AT Click 71+ |
Network #T Double Click 7 1|

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: |T Click I+ |
a« feus®r Value 8% Type 7 |

v IP address: 192.168.1.4

v" Subnet mask: 255.255.255.0

v Default Gateway: 192.168.1.1

OK AT Click 77+ |

Close 5T Click 1 |

Server O(PC) |1 IP AddressConfigure I+ |
Start @1 Click T

Search Bar T Run Type ¢ Open HT
Click

ncpa.cpl Type 7t Ok AT Click T+ |
Network #T Double Click 7+ |

Internet Protocol Version 4(TCP/IP) |t
Double Click T+ |

Use the following IP address: ®T Click I+
a« feuar Value g% Type T4 |

v IP address: 200.0.0.10

v Subnet mask: 255.255.255.0

v Default Gateway: 200.0.0.1

OK =T Click 7 |

Close =T Click 71+ |
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Static NAT Configuration Steps:
R1(config)#ip nat inside source static
192.168.1.2 200.0.0.2
R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ip nat inside
R1(config-if)#Exit

R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ip nat outside
R1(config-if)#end

R1#write

(mitaeRr @ Command Type ¥ Febdfe;
Router /s &1 Static NAT Configure &)
Ping Verifying Process:

Computer (PCO) T Start 71 Click 7+
Search Bar /T Run Type 7f¥ Open #T
Click =

CMD Type ¥ Ok =T Click 7+ Ping
200.0.0.10 Type 7f¢ Enter 1

Ping &l Success Rate 100 % T3 aTfe
Computer 3@ Ping & Ping g3 |

R1# show ip nat translations &T NAT Table
afEwg |

F FuredH! Aad T |

Dynamic NAT Configuration Steps:
R1(config)#no ip nat inside source static
192.168.1.2 200.0.0.2
R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ip nat inside
R1(config-if)#Exit

R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ip nat outside
R1(config-if)#Exit
R1(config)#access-List 1 permit
192.168.1.0 0.0.0.255

R1(config)#ip nat pool mypool 200.0.0.11
200.0.0.12 netmask 255.255.255.0
R1(config)#ip nat inside source List 1
pool mypool

R1(config)#end

R1#write
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(AT T Command Type T Tt
Router/s {1 Dynamic NAT Configure s3T)
Ping Verifying Process:

Computer (PCO and PC1) %1 Start #1
Click =

Search Bar /1 Run Type 7f¥ Open #T
Click =

CMD Type ¥ Ok =T Click I+ Ping
200.0.0.10 Type 7% Enter 1

Ping &T Success Rate 100 % 13w aTfe
Computer (PC3) ae Ping =T Ping &3+ |
R1# show ip nat translations &7 NAT Table
afE=g |

F AIEAR ATTAE e |

PAT(Overload) Configuration Steps:
R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ip nat inside
R1(config-if)#Exit

R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ip nat outside
R1(config-if)#Exit
R1(config)#access-List 1 permit
192.168.1.0 0.0.0.255

R1(config)#no ip nat pool mypool
200.0.0.11 200.0.0.12 netmask
255.255.255.0

R1(config)#ip nat pool mypool 200.0.0.11
200.0.0.11 netmask 255.255.255.0
R1(config)#no ip nat inside source List 1
pool mypool R1(config)# ip nat inside
source List 1 pool mypool overload
R1(config)#end

R1#write

(FTteRr @er Command Type TR Febdfe;
Router /s #1 PAT Configure w31

Ping Verifying Process:

Computer (PCO, PC1 and PC3) =T Start #T
Click 1 |

Search Bar T Run Type 7t Open #T
Click 1 |

Q3




%¢¥.  CMD Type 7¢Ok 9T Click 7= Ping
200.0.0.10 Type 7% Enter 1

%4. Ping & Success Rate 100 % =TS, |
%% R1# show ip nat translations e NAT

Table zf@= |
29 I GUTEHH! ATHg e |

AR, ITRr X FrETes (Tools, Equipment and Materials):
Putty ¥ Hyperterminal FHcaae! ATHAT RIsd FUH (9.8 /U7 grew, FFFeX 4, Serial to USB

Converter, Driver ¥heaax 9ua fq.fg /a7 grew, Console Cable, Router(1941) s=rar Switch
(2960), Network Cable

T T gragree (Safety Precautions):
o THICYAT fE¥el WUH! HITH! [MEITHAT Saed T |

RE



FY fazewor (Task Analysis)

FA AT : Q0 TUT

g : 3 EOET
STERINF © & "Ual
fafdse @rf (Task) 7. 93 : IPv6 Configure T+ |
FY TARUES AT FTAGTATET SLYAET | qFaa qiatees A
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
q.  ATAITF TR fae | g (Condition): 1PV6 :
3 AT AR, ITR T qHEATNEE gebew = | Computer Lab, Putty < afe=r
| Router (1941) T Switch FT
3. Router /s w1 Switch I Network Port sz | (2960), Network Cable, JeFTY
Computer & Network Port AT Network ATTLAF AR, FHHL T T
Cable (Twisted) ST | e fear F@mT srady | ATHAES TET AT
Router, Switch ¥ PC ST | Router /s T PC €T
¥, Putty ¥ Hyper Terminal ¥%eaaR & 9411 IPv6Configure
[ L L LT WF(—)—TE‘SK : T fafr
F‘1 4;[0 H1 éigﬂﬂ V6 Conflgure Tl_':i' | IPV6 Configure
GighA1 qﬁfr I ﬁz;‘-q%[
GigD/1 PR i

Gig#1

% AL

it

29%-:?’
itchy Fali18

Fa0A17 / Fal/15 \
\ fa . Fal
4l
" L -
g —_—a —_—
= = PCPT PC-PT
PCPT PLET PC2 PC3
PCO PC1

T Router /s s¥FaT Switch Access T |
Basic Router /s Configuration Steps:

4.  Router /s Console aT& Access T¥HHITS T
feuepr Command &% sr&arerr a=d Type T+ |

% 1 Router /s |
v Would you like to Enter the initial
Configuration dialog? [yes/no]: No
v" Router>enable
Router#Configure terminal
v Router(config)#Host Name R1

<

"= (Standard):
o SHRICTHT Putty =l

ATeh IEUHT |

e Computer =< Router,
Switch Configure &t
AcCcess 9T |

e PCO¥ PCl®r CMD
are R1 @ Ping &t
Ping 9T |

e PCO % CMD e
PC1 @ Ping &l
Ping {TeT |

e PC2 % CMD date
PC3 @ Ping &l
Ping 9T |

e PC2% PC3& CMD
s1e R2 «1g Ping &t
Ping 9T |

o FHF FHEA AH@

LN

NECEl

>

R3g
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19.

R
3.

9¥.

.

<

R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ipv6
Address2001:1234:abcd:1111:12::1/64
R1(config-if)#no shutdown
R1(config-if)#Exit

R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ipv6
Address2001:1234:abcd:2222:12::1/64
R1(config-if)#no shutdown
R1(config)#end

v' Rl#write

AN NI NERN <

ANERN

2"d Router /s AT
v Would you like to Enter the initial
Configuration dialog? [yes/no]: No
Router>enable
Router#Configure terminal
Router(config)#Host Name R1
R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ipv6
Address2001:1234:abcd:1111:12::2/64
R1(config-if)#no shutdown
R1(config-if)#Exit
R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ipv6
Address2001:1234:abcd:3333:12::1/64
R1(config-if)#no shutdown
R1(config)#end
v' Rl#write

Computer (PCO) &1 IP AddressConfigure I

|

Start =T Click 7=

Search Bar T Run Type 71t Open #T Click

™

ncpa.cpl Type 7t Ok AT Click T+ |

Network |1 Double Click 7+ |

Internet Protocol Version 6(TCP/IPv6) |T

Double Click I |

Use the following IPv6 address: 1 Click

T |

ao feu®r Value 8% Type 7+ |

ANER NI NERN AN NI NI

ANERN

v" |Pv6 address: 2001:1234:abcd:2222:12::2

EEN




v' Subnet prefix length: 64
v’ Default Gateway: 2001:1234:abcd:2222:12::1

q%.
qe.
9z.

9.
RO.

1.
RR
R3

R¥.

AN

X
R%.
R,
z.
RR.

30.
.
R

EES

2NN

3¥.
EL
ELS

3,
3c.
3R.

OK #T Click 77 1|

Close =T Click 71 |

Computer (PC1) =1 IP AddressConfigure 7=
|

Start |1 Click T

Search Bar /T Run Type 7t Open #T Click
™

ncpa.cpl Type ¢ Ok AT Click 71+ |

Network #T Double Click 7 1|

Internet Protocol Version 6(TCP/IPv6) |1
Double Click I |

Use the following IPv6 address: #t Click
T |

a« feuar Value g% Type 1+ |

IPv6 address: 2001:1234:abcd:2222:12::3
Subnet prefix length: 64

Default Gateway: 2001:1234:abcd:2222:12::1
OK =T Click 71+ |

Close 5T Click 1+ |

Computer (PC2) =T IP AddressConfigure 7=
Start @1 Click T

Search Bar T Run Type 717 Open #T Click
T |

ncpa.cpl Type 7t Ok AT Click T+ |

Network #T Double Click 7+ 1|

Internet Protocol Version 6(TCP/IPv6) |t
Double Click T |

Use the following IPv6 address: |1 Click I+
T« fausr Value 8% Type 7+ |

IPv6 address: 2001:1234:abcd:3333:12::2
Subnet prefix length: 64

Default Gateway: 2001:1234:abcd:3333:12::1
OK AT Click 7+ |

Close = Click 71+ |

Computer (PC3) w1 IP AddressConfigure
T |

Start &1 Click T

Search Bar®TRun Typeft Open AT Click I
ncpa.cpl Type % Ok AT Click I+ |

%0




¥o. Network AT Double Click I+ |

¥q. Internet Protocol Version 6(TCP/IPv6) |T
Double Click I |

¥3.  Use the following IPv6 address: 1 Click
T |
ao feuar Value 8% Type T+ |

v IPv6 address: 2001:1234:abcd:3333:12::3

Subnet prefix length: 64

Default Gateway: 2001:1234:abcd:3333:12::1

¥3.  OK T Click 719 |

¥¥. Close AT Click T+ |

¥Y4. Ping Verifying Process:

¥%.  Computer (PCO) T Start @ Click 7+ |

¥, Search Bar AT Run Type i* Open w1 Click
T |

¥z, CMD Type ¥ Ok 9T Click 7+ Ping
2001:1234:abcd:3333:12::1 Type X Enter
T+ (Ping TTaT Success Rate 100% 33+ & 1)

¥e. Computer (PCO) T Start @1 Click =

vo. Search Bar |1 Run Type it Open #T Click
T |

¥3. CMD Type Tt Ok =T Click 7= Ping
2001:1234:abcd:3333:12::3 Type X Enter
T+ (Ping & Success Rate 100 % 38 1)

a. (¥ T PC2 @ PC3 @t Ping & Success
Rate 100 % #mSs | PC2 a1 R2 @T% Ping
& Success Rate 100 % #TSS 1)

Y. FHTT GUTEHH! ATTerg e |

AN

AR, ITHT T EETAEe (Tools, Equipment and Materials):

Putty ¥ Hyperterminal IHcaae! SATHAT RIsd U (q.fg /U7 grew, HFAeX 4e, Serial to USB
Converter, Driver Iweaar sua fa.fe. /47 gr29, Console Cable, Router(1941) o=t Switch
(2960), Network Cable.

AT T gragriee (Safety Precautions):

LN ~

o TIHHIUHAT fevel YU HIeh! METAAT Seeta T |

Q¥4




18 faramor (Task Analysis)

FT THT © Q4 T

griee ¢ 3 wvar
TFETNE © 4R °vaT
fafdse @®rf (Task) 7. 9¥ : VLAN, VTP and Inter-vlan Configure I |
FY TARUES AT FEAGTIEA IeAET | q¥A(ead qiiarees
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q.  AEYTF AEHRI [ | FTe_(Condition): VLAN, VTP :
3 HEIE ASR, IYHIU T AHTIES dhaw | Computer Lab, Putty o U=l
T | Router(1941) ¥ Switch o &
3. Router /s @aT Switch %1 Network Port | (2960), Network Cable &1 | gy
are Computer %1 Network Port #T AATAF AR, ITH o WIT
Network Cable (Twisted) Sire= | d« HTHTITES o TN Tfeehr
fer=r¥T T@re s Router, Switch ¥ PC e Switch =T
ST | VLAN and VTP
€5 % and Inter- Configure T
H‘I 41{0 ! ) Fd"[%]’
i :Fféag%ugie;e;% Vlan Conflgure ™ | e VLAN and VTP
4lan 20 MKT T
S e

- Gigl/2 IR T —

T Fal/2 ‘FU-IT

witek
¥

Fal &

Fals1 g
it

Fal/e \
Fal

Fal i

L)

—
PCPT
FC1

Fal

i
PC-PT
PC3

YLAN-20

YLAN-10

¥, Putty T Hyper Terminal ¥HaaaR &I YART
T Switch Access T |
¥. VTP Configuration Steps:

Switchl =t
v Switch#Configure terminal

v Switch(config)#Host Name SW1

v' SW1(config)#interface gigabitEthernet
0/2

SWi1(config-if)#switchPort mode
trunk

SW1(config-if)#Exit

"= (Standard):
SHICTHT Putty =T

ATShA SMGTH |
Computer a1¢ Router,
Switch Configure &t
Access HTH! |

VTP Verification:

o Swl #T vilan Add
el SW2 HT ATh
Add T |

Sw1l 9T vian
Remove &t Sw2
AT ATh Remove
AR |

Sw1l H1 |1 vian
Add/Remove =
gfepTepr, Sw2 AT

vlan Add/Remove

T TEATHUHT |

>

¥R




NN N N N S

SW1(config)#vtp mode Server
SW1(config)#vtp domain class.local
SW1(config)#vlan 10
SW1(config-vlan)#Name V10
SW1(config-vilan)#Exit
SW1(config)#vlan 20
SW1(config-vlan)#Name V20
SW1(config-vlan)#end
SWl#write

SWil#show vtp status
SW1#show vlan

AN NI NI N N N Y U N NN

Switch2 =t
Switch#Configure terminal

Switch(config)#Host Name SW2
SW2(config)#interface gigabitEthernet
0/2

SW2(config-if)#switchPort mode trunk
SW2(config-if)#Exit

SW2(config)#vtp mode client
SW2(config)#vtp domain class.local
SW2(config)#end

SW2#write

SW2#show vtp status

SW2#show vlan

ANERNERN

AN N N N NN

VLAN Configuration Steps:

Switch @TE Console aTe Access Tfeaaufs;
T fauer Command &% T&drer d&d Type
T

Switchl |T

Switch>enable

Switch#show vlan

Switch#show vlan brief
Switch#Configure terminal
Switch(config)#Host Name SW1
SWi1(config)#vlan 10
SW1(config-vlan)#Name V10
SWi1(config-vlan)#Exit
SWi1(config)#vlan 20
SW1(config-vlan)#Name V20
SW1(config-vlan)#Exit

FHT e Afverg
KECEal
VLAN Verification:
o PCO® CMD dare
PC2 =g Ping
&l Ping wU#T |

PC1 & CMD =e
PC3 @ Ping
&l Ping wU#T |

PCO &I CMD @re
PC1@rs Ping
&l Ping STl
[

PC1 & CMD @e
PC2 =< Ping
&l Ping ST
|

HI FHEH ATqAG
[EEEa]

Inter-VLAN

Verification:

o PCO® CMD are
PC2 @ Ping
&l Ping U |
o PCl® CMD are
PC3 @ Ping
&l Ping U |
o PCO® CMD are
PC1 @ Ping
&l Ping U |
o PCl® CMD are
PC2 @ Ping
&l Ping AU |
FTI FETEH ATqTG

NN

NECE

@)

R¥3




ANERN

N NI NI NN

NI N N N N N N

ANENENEEN

<\

ASRNENEN

SW1(config)# interface fastEthernet 0/1-5
SW1(config-if-range)#switchPort mode
access

SW1(config-if-range)#switchPort Access
vlan 10

SW1(config-if-range)#Exit
SW1(config)#interface fastEthernet 0/6-10
SW1(config-if-range)#switchPort mode
access

SW1(config-if-range)#switchPort Access
vlan 20

SW1(config-if-range)#Exit
SW1(config)# interface gigabitEthernet
0/2

SW1(config-if)#switchPort mode trunk
SW1(config-if)#end

SW1#show vlan

SW1#show vlan brief

SW1#show interface trunk

Switch2 |1

Switch>enable

Switch#show vlan

Switch#show vlan brief
Switch#Configure terminal
Switch(config)#Host Name SW2
SW2(config)# interface fastEthernet 0/1-5
SW2(config-if-range)#switchPort mode
access

SW2(config-if-range)#switchPort Access
vlan 10

SW2(config-if-range)#Exit
SW2(config)#interface fastEthernet 0/6-10
SW2(config-if-range)#switchPort mode
access

SW2(config-if-range)#switchPort Access
vlan 20

SW2(config-if)#end

SW2#show vlan

SW2#show vlan brief

SW2#show interface trunk

¥




q0.

19.

.

q3.

9%.

9.

q%.

qe0.
9z.

9.
RO.

1.
RR
EES

R¥.

R4
ECH
R,

Rz,
R,

0.

.
R

Computer (PCO) w1 IP AddressConfigure
T |

Start |1 Click T

Search Bar #T Run Type it Open #1
Click

ncpa.cpl Type 7€ Ok #T Click I+ |
Network #T Double Click 7 1

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: |7 Click T
T« feus®r Value 8% Type T |

v IP address: 192.168.10.10

v" Subnet mask: 255.255.255.0

v Default Gateway: 192.168.10.1

OK =T Click 71+ |

Close 5T Click 1+ |

Computer (PC2) w1 IP Address Configure
T |

Start &1 Click I |

Search Bar T Run Type ¢ Open HT
Click 1+ |

ncpa.cpl Type 7t Ok AT Click T+ |
Network #T Double Click 7 |

Internet Protocol Version 4(TCP/IP) |1
Double Click T |

Use the following IP address: |7 Click I
a« feusr Value 8% Type 7+ |

v IP address: 192.168.10.11

v' Subnet mask: 255.255.255.0

v Default Gateway: 192.168.10.1

OK AT Click 71 |

Close 5T Click 1+ |

Computer (PC1) w1 IP AddressConfigure
T

Start @1 Click T

Search Bar T Run Type ¢ Open #T
Click

ncpa.cpl Type 7% Ok AT Click I+ |
Network |1 Double Click 7+ |

Internet Protocol Version 4(TCP/IP) |1
Double Click I |

R¥L




EES

3¥.
EL
3%

9.

3z,

EA

X0,

¥q.

¥R

Y3
%Y,
Y.

Y.

¥\,

¥z,

¥R,

10.

9.

LA
v' SW1(config)# interface gigabitEthernet0/2
v' SW1(config-if)#switchPort mode trunk

v' SW1(config)#end

v’ SWl#write

Use the following IP address: T Click I
ao feusr Value 8% Type T |

IP address: 192.168.20.10

Subnet mask: 255.255.255.0

Default Gateway: 192.168.20.1

OK 1 Click 71+ |

Close 5T Click 71 |

Computer (PC3) w1 IP AddressConfigure
T |

Start =1 Click T

Search Bar /T Run Type 7t Open #T
Click =

ncpa.cpl Type 7€ Ok AT Click T+ |
Network #T Double Click 7 |

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: ®T Click I
a« feuar Value g% Type I+ |

v" IP address: 192.168.20.11

v" Subnet mask: 255.255.255.0

v Default Gateway: 192.168.20.1
OK =T Click 7+ |

Close 5T Click 1 |

Tifaet TS Command Type 7Y Febufs;
Switchl &2 A1 VLAN Configure 3T |
Ping Verifying Process:

Computer (PCO) &1 Start |1 Click 7+
Search Bar & Run Type 7t Open #T
Click I+ |

CMD Type 7t Ok #T Click 9 Ping
192.168.10.11 Type T Enter T

Ping &7 Success Rate 100 % #T3s;, @i
(PC2 & PC3) =1E Ping &l Ping &a+ |
FTI FuradH! AaE T |

Inter-VLAN Configuration Steps:

R¥%




Router /s AT
Router>enable
Router#Configure terminal
Router(config)#Host Name R1
R1(config)#interface gigabitEthernet 0/1
R1(config-if)#no shutdown
R1(config-if)#Exit
R1(config)#interface gigabitEthernet 0/1.10
R1(config-subif)#encapsulation dot1Q 10
R1(config-subif)#ip Address192.168.10.1
255.255.255.0
R1(config-subif)#Exit
R1(config)#interface gigabitEthernet 0/1.20
R1(config-subif)#encapsulation dot1Q 20
R1(config-subif)#ip Address192.168.20.1
255.255.255.0
R1(config-subif)#Exit
(mifereRt T Command Type 7% Tekdis;
Inter-VLAN Configure w3T)
w¥. Ping Verifying Process:
4. Computer (PCO) rocess:
¥s.  Computer (PC2) &1 Start {1 Click 1 |
w9 Search Bar @1 Run Type ¢ Open T
Click 7+ |
vz. CMD Type it Ok AT Click 9 Ping
192.168.20.11 Type 7% Enter I
4. Ping &7 Success Rate 100 % TS aTie
(PC2 & PC3) ?vl‘jé\Ping Tl Ping 77 |
%0, Y FUTEARl ATE e |

AN N NI N N T W N N

AN NI NERN

AR, ITHVT T FETAEE (Tools, Equipment and Materials):

Putty ¥ Hyperterminal FHcaae! SATHAT RIsd U (q.fg /U7 grew, H+AeX 4e, Serial to USB
Converter, Driver Iweaar sua fa.fe. /47 gr29, Console Cable, Router(1941) o=t Switch
(2960), Network Cable.

AT T gragriee (Safety Precautions):

NN

o TFICYHT fe¥el AUH! HISTH! (HLTTHT Taeiq T |

¢




FY fazewor (Task Analysis)

FT THT © Q4 T

gt 3 Huar
TFLTE @ QR "l
fafdse @®rf (Task) . 9% : Switch Port Security Configure 19 |
FY TARUES AT FEAGTIEA IeAET | q¥A(ead qiiarees
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q. ATAYTE SR fq | FTe_(Condition): Port-Security:
3 ATEAYEE AR, IR T AEES Hewerq | Computer Lab, Putty @ o U=
T Switch (2960), Network o T
3 Switch % Network Port stz Computer & | Cable &% 9Tawae #o?, |, gz
Network Port 7T Network Cable (Twisted) | ST ¥ HTHTIIES ]
Sred | a feremAT @ STEd Router, e AN AfeaHT
Switch ¥ PC SiTe | e Switch =T Port-
WS_'(—Lt -:]_T:kt:s it Security
oot C\:)vrlwf(;gurzrﬂfﬁC o ;2; figure
Falli
e Port-Security
- A (Standard): Configure T
00 4855 E43F .
= - J Wﬁl o IFFETHT Putty & AT fa e
pTLpT ? ﬁ’r Fo7 ATSh IMGUHT |

O0ED 8745 D353

¥.  Putty ¥ Hyper Terminal ¥®Raaa? %I YART
T Switch Access T |

¥.  Switch Port-Security Configuration

(Taskl) Steps:

Switchl =t

v' Switch>en
Switch#conf terminal
Switch(config)#Host Name SW1
SWi1(config)#int fastEthernet 0/1
SWi1(config-if)#switchPort mode
Access
SW1(config-if)#switchPort Port-
Security
v' SW1(config-if)#switchPort Port-

Security maximum 2

AN NN

AN

e Computer a1¢ Router,
Switch Configure &t
AcCess JUH |
e Taskl Verification :
o PC4 &1 CMD =re
PC7 @T% Ping &l
Ping {TeT |

o PC5@rs Swl #
Port1 ¥ Sirer PC7
ATg Ping &t Ping
qUHT |

o PC6a@rs Swl &l
Port1 #T et PC7
aTs Ping T Ping
THTET |

o FHF FHEEA AT

LN

NECE

¥z




q0.
1.

.

9z.
9%.

.

9.
q0.

9z.
9qr.
R0,

9.

v Switch(config-if)#switchPort Port-
Security mac-
Address0002.4A85.E43E

v Switch(config-if)#switchPort Port-

Security mac-

Address00E0.8F46.D353

SW1(config-if)#switchPort Port-

Security violation shutdown

SW1(config-vilan)#end

SWil#write

SWil#show Port-Security

SWil#show Port-Security interface fa

0/1

<

AN NI NERN

Computer (PC4) w1 IP AddressConfigure
T |

Start 1 Click T

Search Bar /T Run Type 7t Open T
Click

ncpa.cpl Type 7f¢ Ok AT Click 71+ |
Network #T Double Click 7 1|

Internet Protocol Version 4(TCP/IP) |t
Double Click I+ |

Use the following IP address: ®T Click I
a« feus®r Value 8% Type 7+ |

v IP address: 192.168.10.10

v' Subnet mask: 255.255.255.0

OK #T Click 77 |

Close 5T Click 1 |

Computer (PC5) w1 IP AddressConfigure
T

Start @1 Click T

Search Bar T Run Type ¢ Open T
Click

ncpa.cpl Type 7t Ok AT Click T+ |
Network |1 Double Click 7+ |

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: |7 Click =
a« feuar Value 8% Type 714 |

v IP address: 192.168.10.11

Task2 Verification :

o PC4 & CMD =2
PC7 &% Ping af
Ping {THT |

o PC5 @& CMD a2
PC7 @T% Ping Taf
Ping {THT |

o PC6 %I CMD dare
PC7 @T% Ping Taf
Ping 7T |

FTI FHEA ATTAG

[ECEal

Q¥R
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R4,
&,

L2

Rz,

RR.

0.

.
R
EES

Y.

EL
ELS
30,

3c.

R

%O,
¥q.
¥R

¥z
%Y.

v" Subnet mask: 255.255.255.0

OK #T Click 77 1|

Close 5T Click 71 |

Computer (PC6) w1 IP AddressConfigure
T |

Start =1 Click T

Search Bar /T Run Type 7T Open T
Click

ncpa.cpl Type 7€ Ok AT Click T+ |
Network #T Double Click 7 1|

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: |7 Click 17
T« feus®r Value 8% Type T |

v" IP address: 192.168.10.12

v' Subnet mask: 255.255.255.0

v Default Gateway: 192.168.10.1
OK =T Click 71+ |

Close 5T Click 1+ |

Computer (PC7) w1 IP AddressConfigure
T |

Start @1 Click T

Search Bar T Run Type ¢ Open HT
Click

ncpa.cpl Type 7t Ok AT Click I+ |
Network #T Double Click 7+ 1|

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: |7 Click I
T« fausr Value 8% Type 7+ |

v IP address: 192.168.10.100

v Subnet mask: 255.255.255.0

OK AT Click 77 |

Close 5T Click I+ |

mifeT TS Command Type TR Tebufs;
Switchl =t fa 0/1 |1 Port-Security
Configure w37 |

ing Verifying Process:

Computer (PC4) @1 Start &1 Click 7=
Search Bar T Run Type 7t Open #T
Click =

40




¥y,  CMD Type 71t Ok |1 Click 17 Ping
192.168.10.100 Type ¥ Enter I |

¥%.  Ping & Success Rate 100 % T3 |
PC5@ms Swl & fa 0/1 /T Sl Ping
192.168.10.100 7T Ping & | &% PC6

c

e Swl %l fa 0/1 1 SET Ping
192.168.10.100 &7 Ping 3 |

¥, Switch Port-Security Configuration
Steps (Task-2):

¥5.  Switch ®1 Network Port sIre Computer &1
Network Port #T Network Cable (Twisted)
Sired | a9 F==|T d@1w &<l Router,
Switch ¥ PC ST |

— Fa0/ Fal

2%qu ;
Swil Fal/2 PFE:E?T

IFaU

Fa2 Fa3
HubPT
HI.Lﬁ \
Fa / 1 Fal Fall
| Fal D
- - =,

_—rn
: =, PC-PT
T PC-PT PCS

PCa
OOED.8F46.D 353

00024485 E43E

¥%. Putty ¥ Hyper Terminal ¥Haaa? &I YART
T Switch Access T |

Switchl =r
v" Switch>en

Switch#conf terminal
Switch(config)#Host Name SW1
SWi1(config)#int fastEthernet 0/2
SWi1(config-if)#switchPort mode
Access

ASANENRN
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9.

v' SW1(config-if)#switchPort Port-
Security

v' SW1(config-if)#switchPort Port-

Security maximum 2

SW1(config-if)#switchPort Port-

Security violation restrict

SW1(config-vlan)#end

SWil#write

SWil#show Port-Security

SWil#show Port-Security interface fa

0/2

Computer (PC4) w1 IP AddressConfigure

T |

Start =1 Click T

Search Bar /T Run Type 71t Open T

Click

ncpa.cpl Type 7f¢ Ok AT Click 71+ |

Network #T Double Click 7 1|

Internet Protocol Version 4(TCP/IP) |t

Double Click I |

Use the following IP address: ®T Click I

a« feus®r Value 8% Type 7 |

v IP address: 192.168.10.10

v" Subnet mask: 255.255.255.0

OK AT Click 77+ 1|

Close 5T Click 1+ |

Computer (PC5) w1 IP AddressConfigure

T

Start &1 Click T

Search Bar T Run Type ¢ Open HT

Click I+

ncpa.cpl Type 7k Ok AT Click I+ |

Network #T Double Click 7 |

Internet Protocol Version 4(TCP/IP) |t

Double Click T |

Use the following IP address: |7 Click =

a« feuer Value g% Type 719 |

v IP address: 192.168.10.11

v’ Subnet mask: 255.255.255.0

OK =T Click 7+ |

Close =T Click 71+ |

<

AN NI NERN
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Computer (PC6) w1 IP AddressConfigure
T |

Start =1 Click T

Search Bar AT Run Type 7t Open #T
Click

ncpa.cpl Type 7€ Ok #T Click I+ |
Network #T Double Click 7 1|

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: |7 Click 1%
T« feusr Value 8% Type T |

v IP address: 192.168.10.12

v Subnet mask: 255.255.255.0

v Default Gateway: 192.168.10.1

OK =T Click 71+ |

Close 5T Click 1+ |

Computer (PC7) w1 IP AddressConfigure
T |

Start &1 Click T

Search Bar T Run Type ¢ Open HT
Click

ncpa.cpl Type 7t Ok AT Click T+ |
Network #T Double Click 7 |

Internet Protocol Version 4(TCP/IP) |t
Double Click I |

Use the following IP address: |7 Click I
ao feus®r Value 8% Type 7+ |

v IP address: 192.168.10.100

v Subnet mask: 255.255.255.0

OK AT Click 77 |

Close 5T Click I+ |

mifet TS Command Type TR Tebufs;
Switchl =t fa 0/1 |1 Port-Security
Configure 3T |

Ping Verifying Process:

Computer (PC4 and PC5) &1 Start |1
Click

Search Bar T Run Type 7t Open #T
Click =

R4z




;0.  CMD Type 7t Ok |1 Click 17 Ping
192.168.10.100 Type ¥ Enter I |

9. Ping & Success Rate 100 % T3 |
PC5 @% PC6 are Ping 192.168.10.100 &t
Ping & |

Q.  HI FUTSAH ATAAE & |

AR, ITXr X FrTes (Tools, Equipment and Materials):

Putty ¥ Hyperterminal IRaaaeHl SATHAT Flsd TUH 4.7, /I7 gred, F¥X 4<, Serial to USB
Converter, Driver ¥heaa¥ 9ua fq.fg /a7 grew, Console Cable, Router (1941) woram Switch
(2960), Network Cable.

RSEUN EIEEIRIFE (Safety Precautions):
THICTHT Teol AUH! HISTH! HETTHT SEed T |

LY



FY fazewor (Task Analysis)

FT THT © Q4 T

Fort Channel 3

¥, Putty ¥ Hyper Terminal % 2aa® &1
TIRT R Switch Access T |

¥.  Switch Port-Security Configuration
Steps:

Switch 1 Configuration
v' Switch>en

Switch>enable

Switch#Configure terminal
Switch(config)#Host Name S1
S1(config)#interface range fa0/1-2
S1(config-if-range)#switchPort mode
trunk

S1(config-if-range)#Exit

AN NI N NN

<

Switch Configure &t
Access HTH! |

3. Swil, Sw2 and Sw3 |1
TE show ip interface
brief 7&T Port-channel
interface f@Tet ¥
Status UP 3f@uer |

¥, BT e AfTdd

NEEeal

it © 3 Tuar
TFETNE © 4R |uaT
fafés #r (Task) 7. 9% : Ether-Channel Configure T4 |
FY TARUES AT FEAGTIEA IeXAET | q¥Aead qirarees q
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q.  AEYTF AR [ | FTe_(Condition): Port-Channel:
3 ATEYTE AR, IR T AEEE Hwew | Computer Lab, Putty o U=l
T Switch (2960), Network o T
3. Switch %1 Network Port e Switch#r | Cable [T sTava® MR, |, gape
Network Port #T Network Cable STHTI T AHATES o AT
(Twisted) Sire™ | T FersaT 3@ STy o TN AfTEHT
Switch ST | e Switch @1 Ether-
= ther-Channel Configure -
Configure =
=1 , PSW-I - h\ W
/7
I.‘/'J Faljz Fal/22 ‘Q\ e Port-Channel
Fort Channel 2 Port Channel 1 Configure E
r NN\ .
/4 a0 N4 AEE (Standard): T Fe ETEe
G -: ::FaU,"23 ______ FaU,-’ZS'_: ::>u 3“3—,*—,{ W |
2960-24TT Fal24 Fal/zd ege0-247T | X, Computer =Te Router,
W2 S

LY




v S1(config)#interface range fa0/21-22

v' S1(config-if-range)#switchPort mode
trunk

v' S1(config-if-range)#end

v Sl#write

Switch 2 Configuration
v Switch>enable

Switch#Configure terminal

Switch(config)#Host Name S2

S2(config)#interface range fa0/1-2

S2(config-if-range)#switchPort mode

trunk

S2(config-if-range)#Exit

S2(config)#interface range fa0/23-24

v S2(config-if-range)#switchPort mode
trunk

v S2(config-if-range)#end

v S2#write

AN NI NERN

ANERN

Switch 3 Configuration
v Switch>enable

Switch#Configure terminal
Switch(config)#Host Name S3
S3(config)#interface range fa0/21-24
S3(config-if-range)#switchPort mode
trunk

S3(config-if-range)#end

S3#write

ANEA NI NERN

ANERN

Configure Port Channel 1
1>enable

S1#Configure terminal
S1(config)#interface range fa0/21-22
S1(config-if-range)#shutdown
S1(config-if-range)#channel-group 1
mode auto
S1(config-if-range)#channel-protocol
pagp

S1(config-if-range)#Exit
S1(confi)#interface Port-channel 1

v S1(config-if)#switchPort mode trunk

A N NE N NN

ANERN

L%




q0.

S3>enable

S3#Configure terminal
S3(config)#interface range fa0/21-22
S3(config-if-range)#shutdown
S3(config-if-range)#channel-group 1
mode desirable
S3(config-if-range)#channel-protocol
pagp

S3(config-if-range)#no shutdown
S3(config-if-range)#Exit
S3(config)#interface Port-channel 1
S3(config-if)#switchPort mode trunk
S3(config-if)#end

S3#write

S1>enable

S1#Configure terminal
S1(config)#interface range fa0/21-22
S1(config-if-range)#no shutdown
S1(config-if-range)#end

Sl#write

AN N NN

<

AN N N NN N Y U N N NN

Verify Port Channel 1 Status
v’ Sl#show etherchannel summary

v’ S3#tshow etherchannel summary

Configure Port Channel 2
v Sl>enable

S1#Configure terminal
S1(config)#interface range fa0/1-2
S1(config-if-range)#shutdown
S1(config-if-range)#channel-group 2
mode auto
S1(config-if-range)#channel-protocol
pagp

S1(config-if-range)#Exit
1(config)#interface Port-channel 2
S1(config-if)#switchPort mode trunk
S2>nable

S2#Configure terminal
S2(config)#interface range fa0/1-2
S2(config-if-range)#shutdown
S2(config-if-range)#channel-group 2
mode desirable

ANERNER NERN

(\

AN NI N N NI N U
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S2(config-if-range)#channel-protocol
pagp

S2(config-if-range)#no shutdown
S2(config-if-range)#Exit
S2(config)#interface Port-channel 2
S2(config-if)#switchPort mode trunk
S2(config-if)#end

S2#write

S1>enable

S1#Configure terminal
S1(config)#interface range fa0/1-2
S1(config-if-range)#no shutdown
S1(config-if-range)#end

Sl#write

AN NN Y N N U N AN

Verify Port Channel 2 Status
v' Sl#show etherchannel summary

v’ S2#show etherchannel summary

Configure Port Channel 3
v’ S2>enable

S2#Configure terminal
S2(config)#interface range fa0/23-24
S2(config-if-range)#shutdown
S2(config-if-range)#channel-group 3
mode auto
S2(config-if-range)#channel-protocol
pagp

S2(config-if-range)#Exit
S2(config)#interface Port-channel 3
S2(config-if)#switchPort mode trunk
S3>enable

S3#Configure terminal
S3(config)#interface range fa0/23-24
S3(config-if-range)#shutdown
S3(config-if-range)#channel-group 3
mode desirable
S3(config-if-range)#channel-protocol
pagp

S3(config-if-range)#no shutdown
S3(config-if-range)#Exit
S3(config)#interface Port-channel 3
S3(config-if)#switchPort mode trunk

AN NI NERN

AN N N N SR VR NN

AN

AN NN
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S3(config-if)#end

S3#write

S2>enable

S2#Configure terminal
S2(config)#interface range fa0/23-24
S2(config-if-range)#no shutdown
S2(config-if-range)#end

S2#writ

e

93. Verify Port Channel 3 Status
v’ S2#show etherchannel summary

v’ S3#show etherchannel summary
QY. FHT FATGHH! ATTAE TqET |

AN N N N AN

<

AR, ITH0T T FraTiEe (Tools, Equipment and Materials):

Putty ¥ Hyperterminal FHcaae! SATHAT RIsd FUH (9.f8. /U7 grew, HFFeX 4e, Serial to USB
Converter, Driver Iheaax 9ua fq.fg /a7 grew, Console Cable, Router (1941) wroram Switch
(2960), Network Cable

AT T gragriee (Safety Precautions):
o THITUAT FeTw WUHI HIATH! (ALHAT SREAGT T |

LR




FY fazewor (Task Analysis)

FA THT © 5 T

dgriees © 9 "uar
STIETIE 9 TuaT
fafése #1 (Task) 7. 99 : STP and RSTP Configure 1+ |
FY TARUES AT FEAGTIEA IeXAET | q¥Aead qirarees q
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
9. ATAYTH ATHHNT e | FTe_(Condition): STP:
3 ATEYTE AR, IR T AEEE Hwew | Computer Lab, Putty o U=l
T Switch (2960), Network o T
3. Switch # Network Port stz Switch#r | Cable &3 saes o, o TFR
Network Port 7T Network Cable ERERL LIPS o AT
(Twisted) Sireg= | a0 for=dT S@IT STHA o YIURT AT
Switch ST | e Switch®r
- T (Task) : _ Spanning-tree
g F:‘_—w _T%_ i;’ F|> and RSTP Configure Configure ¥
f‘,- Falil '\\ HLE faty
/ AN e Spanning-tree
/ 3 ) :
/ N 7 (Standard): Configure 1
- Y ‘:::-; ___________ t‘xi o SHRICTHT Putty =l AT F FTee
T 20ATT P ’ MI\“‘ T h# ATS R sfaue |

¥, Putty ¥ Hyper Terminal % 2aa® &1
TIRT R Switch Access T |
4. STP Configuration Steps:

Switch 1 Configuration
Switch>en

Switch>enable
Switch#Configure terminal
Switch(config)#Host Name S1
S1(config-if-range)#end
Sl#write

% Switch 2 Configuration
Switch>enable

Switch#Configure terminal
Switch(config)#Host Name S2
S2(config-if-range)#end
S2#write

NN NN

ASRNENEN

e Computer a1¢ Router,
Switch Configure &t
Access 9T |

e S2 % Show
Spanning-Ttree TaT
This bride is Root
sfgue |

e S2 & Port24 T &+
Switch SirgsT a1 Port
down ST |

o FHI WA AfvaE

NN

NEceal

R%0
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c.

q0.

19.

R

Switch 3 Configuration
Switch>enable

Switch#Configure terminal
Switch(config)#Host Name S3
S3(config-if-range)#end
S3#write
STP Verifying Steps:
v’ Sl#show spanning-tree
v’ S2#show spanning-tree
v’ S3#tshow spanning-tree
Configure Root Bridge Switch
v’ S2>enable
S2#Configure terminal
S2(config)# spanning-tree vlan 1
priority 16384
S2(config-if-range)#end
S2#write
S2#show spanning-tree
onfigure Port-fast and Bpdu Guard
S2>enable
S2#Configure terminal
S2(config)# interface fa 0/24
S2(config-if)#spanning-tree Portfast
S2(config-if)#spanning-tree bpduguard
enable
S2(config-if-range)#end
S2#write
S2#show spanning-tree
S2#show running-config
RSTP Configuration Steps:

Switch 1 Configuration
v" Sl1>enable

v' S1#Configure terminal

v' S1(config)# spanning-tree mode rapid-
pvst

v S1(config-if-range)#end

v' Sl#write

witch 2 Configuration
v' S2>enable

v' S2#Configure terminal

v' S2(config)# spanning-tree mode rapid-
pvst

v' S2(config-if-range)#end

N NI N NN

ANERN

NN N N NP N SR

ANER NI NERN
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v’ S2#write

93.  Switch 3 Configuration
v' S3>enable

v S3#Configure terminal

v S3(config)# spanning-tree mode rapid-
pvst

v" S3(config-if-range)#end

v’ S3#write

1¥. STP Verifying Steps:
v’ Sl#show spanning-tree
v’ S2#show spanning-tree
v’ S3#tshow spanning-tree
. F FUAEHH ATHAE T |

AR, ITH0T T FraTEe (Tools, Equipment and Materials):

Putty ¥ Hyperterminal FHcaaeh! SATHAT RIsd FUH (9.f8. /U7 grew, HFFeX 4e, Serial to USB
Converter, Driver ¥heaax 9ua fq.fg /a7 grew, Console Cable, Router(1941) swsrar Switch
(2960), Network Cable.

TRE T gragres (Safety Precautions):
o IHIIYHT feTwt HUH HIAH! (MEIAAT TaaT T |

&R




FY fazewor (Task Analysis)

FT THT © Q4 T

gt : 3 Huar
TFLTE @ QR "val
fafdse &/ (Task) . 95 : HSRP and VRRP Configure T+ |
FY TARUES AT FEAGTIEA IeXAET | q¥Aead qirarees q
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q. ATAYTE SR A | FTe_(Condition): FHRP:
3 ATEYTE AR, IR T FHEEE o | Computer Lab, Putty, o U=l
SCR Router /s (1941), Switch o T
3. Switch # Network Port atz Computer #1 | (2960), Network Cable @1d | | g
Network Port I Network Cable (Twisted) | ¥T9a% VT, ST 7 o W
ST | a9 FeraAT 3@ S| Router, AHIIES o YIURT AT
Switch 7 PC STe | e Router /s AT
 Fal/d  Fal HSRP, VRRP
y T (Task) : Configure T
- HSRP and VRRP .
Gisgeﬂr:rru Configure T | o FHRP waf e
o feq HxEe

II R2
1941 Gigl/0 - WD
i
Gigl/2 |tel1
GFig0A

sn 2 Fal/Ma

Fal/20?
Fal
= =

- _——n

FCPT
PCPT
i PC4

¥, Putty ¥ Hyper Terminal ¥®Haaa? &I JART
T Router /s Access T |

4.  HSRP Configuration Steps:

Router /s 1 =t

Would you like to Enter the

initialConfiguration dialog? [yes/no]: no

Router>enable

Router#Configure terminal

Router(config)#Host Name R1

R1(config)#interface gigabitEthernet 0/0

(\

ASRNENEN

A _(Standard):

o SHRICTHT Putty =l
ATeh IEUHT |

e Computer a¢ Router,
Switch Configure &t
Access 9T |

e PCOandPClHT
Gateway 192.168.10.1
wif@ Server0 @ Ping
& Ping SUa |

o FHI FHEA AfdaE

NN

NEEeal
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D N NI NI NN <

AN

RS URY

N NI NI NN

AN NI NERN

ANRNRN

ASRNENEN

R1(config-if)#ip Address192.168.10.10
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#standby 10 ip 192.168.10.1
R1(config-if)#standby 10 priority 120
R1(config-if)#standby 10 preempt
R1(config-if)#standby 10
trackgigabitEthernet 0/1
R1(config-if)#Exit

R1(config)#interface gigabitEthernet 0/1
R1(config-if)#ip Address192.168.20.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#end

R1#write

R1#show standby brief

Router /s 2 |1

Would you like to Enter the initial
Configuration dialog? [yes/no]: no
Router>enable

Router#Configure terminal
Router(config)#Host Name R2
R2(config)#interface gigabitEthernet 0/0
R2(config-if)#ip Address192.168.10.11
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#standby 10 ip 192.168.10.1
R2(config-if)#standby 10 preempt
R2(config-if)#standby 10 track
gigabitEthernet 0/1

R2(config-if)#Exit

R2(config)#interface gigabitEthernet 0/1
R2(config-if)#ip Address192.168.20.2
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#end

R2#write

R2#show standby brief

Computer (PC3) w1 IP AddressConfigure
T |

Start |1 Click I |

¥




q0.
19.
.

q3.

<

9¥.
9.
q%.

qe.
9z.

9.
RO.
1.

RR

EES
RY.
R4
ECH
R,

Rz,
R,
30.

.

Search Bar |1 Run Type it Open #1
Click
ncpa.cpl Type 7€ Ok #T Click 71+ |
Network #T Double Click 7 |
Internet Protocol Version 4(TCP/IP) |t
Double Click I |
Use the following IP address: |7 Click 9
ao feua®r Value % Type T |
IP address: 192.168.10.100
Subnet mask: 255.255.255.0
Default Gateway: 192.168.10.1
OK =T Click 7+ |
Close 5T Click 71 |
Computer (PC4) w1 IP Address Configure
T |
Start #T Click 7 |
Search Bar /T Run Type 7t Open T
Click 1+ |
ncpa.cpl Type 7f¢ Ok AT Click 71+ |
Network a1 Double Click 1 |
Internet Protocol Version 4(TCP/IP) |1
Double Click I |
Use the following IP address: ®T Click I
a« feus®r Value 8% Type 7 |
v IP address: 192.168.10.101
v" Subnet mask: 255.255.255.0
v Default Gateway: 192.168.10.1
OK AT Click 77+ |
Close 5T Click 1+ |
Server (PC) ®T IP AddressConfigure 7 |
Start @1 Click T
Search Bar T Run Type ¢ Open T
Click I+
ncpa.cpl Type 7t Ok AT Click T+ |
Network a1 Double Click 1 |
Internet Protocol Version 4(TCP/IP) |t
Double Click I |
Use the following IP address: |7 Click =
a« feuer Value g% Type 714 |
v IP address: 192.168.20.12
v Subnet mask: 255.255.255.0

&y
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Y.

ELe

3%
30,

EA

X0,

¥q.

v Default Gateway: 192.168.20.1

OK #T Click 77 1|

Close #T Click 77 |

Tifaert @ Command Type ik Feufs
Router /s #T HSRP Configure w3 |
Ping Verifying Process:

Computer (PC4) @1 Start 71 Click 7
Search Bar /1 Run Type ¥ Open #T
Click =

CMD Type 7t Ok AT Click I |

Ping 192.168.20.12 Type Ti¥ Enter 7 |
Ping Tt Success Rate 100 % T3 |
FI FUTEAH! ATaE T |

VRRP Configuration Steps:

Router /s 1 =t
Would you like to Enter the initial

Configuration dialog? [yes/no]: no
Router>enable

Router#Configure terminal
Router(config)#Host Name R1

<

AN NI N NN

255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#vrrp 10 ip 192.168.10.1
R1(config-if)#vrrp 10 preempt
R1(config-if)#vrrp 10 priority 140
R1(config-if)#vrrp 10 track
gigabitEthernet 0/1
R1(config-if)#Exit

AN N NN

ANERN

v" R1(config-if)#ip Address192.168.20.2
255.255.255.0
v" R1(config-if)#no shutdown
R1(config-if)#end
V' 1#write
VRRP Configuration Steps:
Router /s 2 =t
v" Would you like to Enter the initial
Configuration dialog? [yes/no]: no
v Router>enable
v Router#Configure terminal

(\

R1(config)#interface gigabitEthernet 0/0
R1(config-if)#ip Address192.168.10.11

R1(config)#interface gigabitEthernet 0/1

&k
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¥z,
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9.
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1%,
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1%.

ANERN

AN NI NERN

AN

<

v Router(config)#Host Name R2

R2(config)#interface gigabitEthernet 0/0
R2(config-if)#ip Address192.168.10.11
255.255.255.0

R2(config-if)#no shutdown
R2(config-if)#vrrp 10 ip 192.168.10.1
R2(config-if)#vrrp 10 preempt
R2(config-if)#vrrp 10 track
gigabitEthernet 0/1

R2(config-if)#Exit

R2(config)#interface gigabitEthernet 0/1

v' R2(config-if)#ip Address192.168.20.2

255.255.255.0

v R2(config-if)#no shutdown

R2(config-if)#end

v R2#write

Computer (PC3) w1 IP AddressConfigure
T |

Start /T Click I

Search Bar /T Run Type 7t Open T
Click =

ncpa.cpl Type 7t Ok AT Click T+ |
Network a1 Double Click 1 |

Internet Protocol Version 4(TCP/IP) |1
Double Click I |

Use the following IP address: |7 Click I
ao feusr Value 8% Type 7+ |

v IP address: 192.168.10.100

v' Subnet mask: 255.255.255.0

v Default Gateway: 192.168.10.1

OK AT Click 71 |

Close 5T Click I+ |

Computer (PC4) w1 IP AddressConfigure
T

Start = Click 7+ .

Search Bar T Run Type ¢ Open #T
Click 1 |

ncpa.cpl Type 7% Ok AT Click 71+ |
Network #T Double Click 7 1|

Internet Protocol Version 4(TCP/IP) |1
Double Click 1+ |

RS




w9, Use the following IP address: T Click 7=
a« feuar Value g% Type 14 |
v IP address: 192.168.10.101
v" Subnet mask: 255.255.255.0
v Default Gateway: 192.168.10.1

yz. OK AT Click 7 |

4. Close #T Click I |

%0. Server (PC) 1 IP AddressConfigure I+ |

%.  Start &1 Click 79

%2. Search Bar |1 Run Type it Open #T
Click 7 |

3. ncpa.cpl Type 7 Ok AT Click 77+ |

%¥.  Network AT Double Click 7 |

w4. Internet Protocol Version 4(TCP/IP) |t
Double Click I |

%% Use the following IP address: |7 Click I
a« feuar Value g% Type I+ |
v" IP address: 192.168.20.12
v' Subnet mask: 255.255.255.0
v Default Gateway: 192.168.20.1

%6,  OK AT Click 7 |

%c. Close AT Click T+ |

e, @Il @ Command Type TR Fehdis;
Router /s {1 VRRP Configure «ar |
Ping Verifying Process:

vo. Computer (PC4) %1 Start AT Click 7 |

.  Search Bar &1 Run Type ¢ Open #T
Click I+ |

9. CMD Type 7T Ok 7T Click I |

93.  Ping 192.168.20.12 Type X Enter I |

(Ping TT&T Success Rate 100 % 313 1)
oY, I FUIEAR ATHAE TET |

AR, ITHVT T FEATAEe (Tools, Equipment and Materials):

Putty ¥ Hyperterminal IRcaae! SATHAT RIsd U (q.fg. /7 grew, HFFeX 4e, Serial to USB
Converter, Driver ¥Fgaar U f4.fs. /49 59, Console Cable, Router(1941) werar Switch
(2960), Network Cable.

T T gragries (Safety Precautions):

NN

o TFIYHT fe¥el AUHT HISTH! (HLTHHT Taeiq T |
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®19 farewor (Task Analysis)

F THT © O T

g : q Hvar
TFLTNE © & T0aT
fafdse @®rf (Task) 7. 9% : Router, Switch Password Recovery T+ |
FY TARUES AT~ PR ILXIET | qFd qiaiaes A
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q.  ATIYTE SR A | e (Condition): Password
3 AT AR, IUHT T FEHES dwaw | Computer Lab, Putty, Recovery:
T Router /s (1941), Switch o uf=rg
3. e fseran F@ig s@d Router /s 7 PCaé | (2960), Network Cable 1 | o s
Console & SIE | ATATAF AR, JTHI o UBR
I IRIEED . T
.~ 0 o o TART qfear
“ g « Router, Switch
Rotind “Fepr | E(Task): — %' Password
PCO Router, Switch Password Recovery T
¥.  Putty ¥ Hyper Terminal ¥%eaa% &1 4R Recovery T | ferfer
T Router /s Access T | e Password
4. Router /s Password Recovery Steps: Recovery &t
Router /s AT AT (Standard): & fa e aRTee
& Router /s %1 Power Off 7 | * éa%rqzrtrq\TﬁPutt\yaﬁ
v, Router /s @ Power ON T | 71 fafa® bt !

Console Terminal &1 5 Keyboard aTe
Ctrl + PauseBreak Key fo= |

gfq It Router /s Romon Mode HT ST
TF |

v" rommon 1 > confreg 0x2142

v" rommon 2 > reSet

v" Would you like to Enter the initial
Configuration dialog? [yes/no]: no
Router>enable

Router# Copy startup-config running-
config

Press Enter

R1r#Configure terminal
R1(config)#enble secret Cisco
R1(config)#line console 0
R1(config-line)#Password Cisco

ANERN

N NI NI NN

e Computer a1¢ Router,
Switch Configure &t
Access HTH! |

e PCOdrE Router /s
Access T Configure
&t UserName and
Password ITeT {UeT |

e PCOdtE Switch Access
v Configure &t
UserName and
Password ITeT U |

o & JHEA ATHAEG

NN

NEceal

%R




R1(config-line)#Exit
R1(config)# config-register 0x2102
R1(config)#end
R1#write
v' Rl#reload
5. & AIRAR ATHAE e |
Switch Password Recovery Steps:

AN NI NERN

Switch €T
.. ad fa=FHr @S9 Switch ¥ PC @13
Console = ST |
e J
1941 =iy
Raouterd PFI':C-ET

q0.  Putty ¥ Hyper Terminal %eaaR &I GIRT
T Router /s Access T |
99.  Switch @ Power Off 71 |
92.  Switch %I Mode Button faf=re= ¥ Power
ON T+ | (Console Terminal AT STag+H
Switch: sf@s 1)
93.  Switch: flash_init Type 7t Enter fa= |
q¥.  Switch: dir flash: Type 7t Enter fa= |
4. Switch: flash:config. Text
flash:config.oldType Tt Enter fa== |
9% Switch: Boot Type 7fx Enter fa=+ |
v’ Exit the initial Configuration dialog. It
will Prompt [yes/no]: no
v Switch> enable
v Switch# reName flash:config.old
flash:config. Text Type v Enter fa==
Swl#Copy flash:config. Text System:
running-cofig Type ¥ Enter fa== |
Swl#configre terminal
Swl(config)#enable secret Cisco
Swil(config)#line console 0
Swil(config-line)#Password Cisco

AN

AN N NI

310




v" Swl(config-line)#end
v’ Swl#write
v' Swl#reload

Q0. F FUEHH! ATHAE qET |

AR, ITXr X FrETes (Tools, Equipment and Materials):

Putty ¥ Hyperterminal IRcaas! SATHAT Flsd TUH 4.7, /I7 red, F¥X 4<, Serial to USB
Converter, Driver ¥haaa¥ 9ua fq.fg. /a7 grew, Console Cable, Router (1941) weam Switch
(2960), Network Cable

T T gragree (Safety Precautions):
o TRIIYHT fETrl qUHT HIATHT (MEITTHT TR T |

R




qI-{IGA 90 : Linux Operating System Instllation & Conficuration

THY : 30 HUET (@) + 900 HUET (A1) = QR0 "YU

qred faa)er . 9 ArggaHn Linux Operating System Instllation 7= @& dFafead w17 ¥ d9ge
FHTALT TRUHT B |

EELEEL
9. Linux Operating System Install 77+ |
2. Linux Basic Command 93T 91 |
3. Host Name Set 7+ |
¥. Network Configure I+ |
¥. User Group Policy Configure I |
. User Group =T special Policy Configure 719 |
v,  YUMO Repo T3 |
. Hypervisor (Virtualization) Configure 1 |
%. NTP Server Configure 1 |

. Central Log Server Configure 71 |
. DHCP Server Configure 7 |

. Samba Server Configure I+ |

. DNS Server Configure 7+ |

. Mail Server Configure 7 |

. Web Server Configure 7 |

. Maria DB Configure T |

. 1SCSI Configure 7 |

. Task schedule Configure I+ |

. Root %1 Password break I 1+ |

- o0 o0 o0 o o o o0 0O DO
AN e M x X w o 2 0

:

Linux Operating System Install 7 |

Linux Basic Command 93T ¥+ |

Host Name Set T |

Network Configure T |

User Group Policy Configure I+ |

User Group #T special Policy Configure 71+ |
YUMO Repo FHT3 |

Hypervisor (Virtualization) Configure 7+ |
NTP Server Configure I |

qo. Central Log Server Configure ¥ |

99. DHCP Server Configure I+ |

SR L B I R G e et

ROR




.

93.

9%.
9.

q%.

qe0.
9z.
9R.

Samba Server Configure 7 |
DNS Server Configure 7 |
Mail Server Configure I |
Web Server Configure T |
Maria DB Configure 7 |
ISCSI Configure T |

Task schedule Configure 7+ |
Root #r Password break I |

Q93




B qeeor

(Linux Operting System Installation)

0¥



®1Y farewor (Task Analysis)

fafdse ®rt (Task) =. 9 : Linux Operating System Install 3+ |

FA THT © Q A
I : R =T
EIERIECIRCR LA

FY TEE
(Steps)

A~ FEGHET ILTE®
(Terminal Performance
Objectives)

qrafegq wifataes s
(Related Technical
Knowledge)

»*

q0.

19.

AR

3.

9¥.

.

9%

ATILTEH SATTRT [T |
ATARY b AN, SHh U] < 9MH ‘j [ W_"l'
T |

e (Condition):
Computer Lab with
Internet, ATe9TF AR,

Bootable fAErar (CD/DVD/USB) #+aHI
qE |

FFez Power ON 7T |

BIOS |1 70X Bootable fHEmar &= |
Install Red Hat Enterprise Linux Select
T Enter Key fo=r |

Default English &7 ¥ STHRaATS ATl ATl
AT continue Button AT Click T |

Date and Time AT Click =T &TwAT region
¥ city fa@me done Button |1 Click 71+ |
Software selection #1 Click <1 Server
with GUI AT Mark =Rs+= ¥ done Button
AT Click I+ |

Installation destination #1 Click =1 1 will
Configure Partitioning &1 Mark 71 done
Button #T Click 7+ |

+ sign AT Click T mount point T BIOS
Boot & desired capacity @1 1G value
r@r add mount point AT Click I+ |

+ sign T Click T mount point AT /Boot
T desired capacity @1 1G value €T
add mount point AT Click T |

+ sign AT Click T mount point AT swap
g1 desired capacity w1 (RAM @ double
size) value @l add mount point AT Click
T

+ sign AT Click &1 mount point AT
argeFd Mount point (/home /var, /usr)
T desired capacity @1 smaea® value
@l add mount point AT Click 1+ |

+ sign AT Click TR mount point AT T
desired capacity AT af#r ¥g@r Space value
@l add mount point AT Click 1+ |

Done Button &1 Click I |

STETT T ATHTIEE

frfdse #& (Task) :
Linux Operating System
Install 7+ |

A _(Standard):

e Linux Operating
System Install <%
Desktop HT Icon &%
fguepr |

o FITHEA AlTerg
TEHT |

Linux Operating
System Installation
o U=

o B[
e ¥HgcHAd

e Linux Operating
System Install
Tl e faqae
FR(ES

e Linux Operating
System Install
T fafa

R4




9.

9z.

9.

0.

1.

RR

R3

R¥.

R4

ECH
U

Rz,

Accept Changes Button 1 Click <t
Begin Installation Button =T Click 71+ |
Root Password @1 Click =T root &
Password @ Done Button #T Click T |
FTaeAF AT user creation AT Click =T
user Name ¥ Password @r user 9+
Create 7 |

Installation @euafs; Reboot Button AT
Click |

License not Accepted &1 Click T |
Accept the license agreement #T Check
Mark =71 Done Button AT Click I+ |
FINISH CONFIGURATION Button 9T
Click |

No, | prefer to register at a later Time AT
Check Mark =t Forward Button @1 Click
™

not Listed AT Click " user Name root
7@l Next Button @1 Click T+ |

Set ekl Password @ Sign In Button T
Click

Next Next 35 7e& Click 719 |

Start using Red Hat Enterprise Linux
Server Button |T Click 7+ |

FTAGHETET ATTG e |

ATAYAF AR, STH T JETEs (Tools, Equipment and Materials):

Server / PC, Internet, Bootable Media, Internet

RE T gragres (Safety Precautions) :
Password T&T strong Password e |

Q%




®19 farewor (Task Analysis)

fafdse ®t (Task) . R : Linux Basic Command $&HT T+ |

F 9T © "I
JgIh : R T
TIRTNE © & Hual

F1d TR A< AR JeIe® | qeatd qiiarasd A
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)

9. ATAYTH TR fee |
2. &FFeY Power ON T |
3. Not Listed /1 Click =t user Name root
@r Next Button |7 Click 7 |
¥. Set T Password @l Sign In Button #T
Click 1 |
«. Desktop #T Right Click ¢ Open in
Terminal &1 Click 7 1
% User account aHT3 |
e Terminal |T user add userl Command
AT |
@ User account =T Password Set 71+ |
e Terminal |1 passwd userl Command
AT |
e 4T Password Ts 92 fae |
& User account ®i Password g2r3 |
e Terminal |1 passwd -d user 5
Command J&T3 |
? User account switch 7 |
e Terminal |1 su - userl Command
AT |
e Password #WET user account I
Password f& |
30 Computer shutdown 7+ |
e Terminal |1 Power off Command
AT |
99 Computer Restart 7T |
e Terminal & reboot Command =TS |
9% File =43 |
¢ Cat Command &I T I+ |

Fa=r_(Condition):
Computer Lab with Internet,
ATALTEF AR, FTHLT T

R IRIEED

frfdse @ (Task) :
Linux Basic Command 93T
T |

HH& (Standard):

e Userl user account &=erl |

e Userl user account =t
Password Set 9T |

e User5 &I Password &¢aT |

e User account userl |7
switch ST |

e Computer shutdown U1

e Computer Restart 9T |
e © File Filel, File2, File3,
File4, File5 sl |

File4 %1 content sf@uear |
directory folderl s |

FTH Teadl Directory &
Path 3@TTaT |

e Directory |T {U®T content

TGTTHT |

e Screen clear WU |

e System &I date and Time
TGTTHT |

e System &I date 2020-06-
TFT |

e System @I Time 07:09:17
THT |

Directory folderl fa= Tuet

Linux Operating
System Installation
o U=

e B[
e ¥Hgcd

e Linux Operating
System Install
Tl e faqae
FRES

e Linux Operating
System Install
T fafa

309




e Terminal |1 cat >Filel.txt
Command &3 |
e Enter TR el Text &€l &l
Enter Key fa= |
e Save T Ctrl + d Key fa= |
+* Nano Command FIT 1 |
e Terminal |1 nano File2.txt
Command =<3 |
o =gl Text @@l ctrl+x Key fa=- |
o Y Keyfa=T|
e Enter Key fa=- |
+¢ gedit Command FI T T |
e Terminal A1 gedit File3.txt
Command =13 |
o =gkl Text @@l ctri+s Key fa= |
vi Command FIRT T |
e Terminal |7 vi File4.txt Command
AT |
o oTETHl RN i Key o= |
o dfggaule Esc Key =T :wq Key
o= |
¢ Touch Command FIRT 1 |
e Terminal |T touch File5.txt
Command J&T3 |
93 File %1 content 2+ |
e Terminal |1 cat File4 Command
AT |
9% Directory a=13+ |
e Terminal |1 mkdir folderl Command
AT |
94 Directory i ST+ |
e Terminal /1 cd folderl Command
AT |
9% @1 TReH directory #1 path & |
e Terminal @ pwd Command =3 |
9@ Directory |T T&T content 2+ |
e Terminal w1 dir (dir -1, dir -Il, dir -Id,
dir -al) Command =r«r3 |
95 Screen clear 1 |
e Terminal &7 clear Command €T3 |

*

L)

X/
0’0

Hidden File f1 ¥ folder
fol5 aeert |

File f1 =T content f2 #T
Copy ST |

Folder fol6 = fol5 Copy
T |

C Key Press T Screen
clear AT |

File f2 remove 9T |
Folder fol6 remove 9T |
File |1 ramprasad T
3341 rambahadur STTaT |
Both foreground ¥
background process
Bl

554 pid wuet process Kill
TUFT |

Folder foll=r softLink
softfoll Create WU |
Filel®T hardLink
HardFile Create WU |
filel &1 compressed file
filel.gz ¥ filel.bz2 create
T |

Filel.gz ¥ filel.bz2
decompressed 9T |
letc/*.conf, /var/log,
/home/ ram T et file
first.tar archive #1
enclosed \TH |

First.tar archivesr
enclosed \T®T /etc/*.conf,
Ivar/log, /nome/ram T
ferr file extract wTaT |
letc/*.conf, /var/log,
/home/ram &= fa=reT file
first.tar.gz archive #1
enclosed w$ compressed
TFT |

ATHRAT computer &
Ivar/log =T &< contents
202.79.32.9 ip \TH
computer T root user #f
desktop HT copy HUH |
FTAGHITEA ATerE ITGH |

Rz




92 System @I date and Time &+ |
e Terminal @1 date Command =<3 |
30 System @ date Change 1 |
e Terminal |T date --Set=2020-06-17
Command =13 |
3% System @I Time Change I |
e Terminal |T date --Set=07:09:17
Command =<3 |
3R Hidden File/folder s=m3 |
e Terminal |1 touch .f1 Command
TATI |
e Terminal |1 mkdir .fol5 Command
AT |
33 File Copy 7 |
e Terminal 1 cp f1 2 Command =<3
|
¥ Folder Copy 7 |
e Terminal ®1 cp -r fol5 fol6\ Command
TATI |
3¢ Alias Set T |
e Terminal 1 alias c=clear Command
AT |
3% File remove 7+ |
e Terminal &1 rm f2 Command =<3+ |
)9 Folder remove 7+ |
e Terminal |1 rm -rf fol6 Command
AT |
Iz Text search <1 Replace I+ |
e Terminal |1 :%s/ramprasad/
rambahadur/g Command =13+ |
% Process Display 7+ |
e Terminal |1 ps—ax Command =3
30 Process kill 1+ |
e Terminal =1 Kill -9 554 Command
AT |
39 SoftLink Create 7+ |
e Terminal /T In —s foll softfoll
Command T3 |
3R HardLink Create T |

RS




e Terminal |1 In Filel HardFilel
Command T3 |
33 file @ compressed T+ |

e gzip -v -0 filel.gz filel Command

ATSH | gl

e gzip -v filel > filel.gz Command
AT |

e Dbzip2 -v filel > filel.bz2 Command
AT |

3% file @ decompressed T |
e gunzip filel.gz Command =S |
e bunzip2 filel.bz2 Command =<3 |
3y file/folders =< archive T |
e tar -cvf first.tar /etc/*.conf /var/log
/home/ram Command €T3 |
3% archive &g extract 7+ |
e tar -xvf . .ffirst.tar Command =<3 |
30 file/folder @1 compressed archive a= T3
e tar -zcvf first.tar.gz /etc/*.conf /var/log
/home/ram Command I3 AFaT
e tar -zcvf first.tgz /etc/*.conf /var/log
/home/ram Command €T3 |
3 File/folder network copy =
e scp -r /var/log
root@202.79.32.9:/root/Desktop
Command =13 |

o  HIIFHTET AfTE T |

ATAYAF AR, FIH T FEATET (Tools, Equipment and Materials):
Server/ PC, Internet

AT T gragries (Safety Precautions) :
=i Command dT 9IRT T |

k50


mailto:root@202.79.32.9:/root/Desktop

®Y fqreer

fafds &/ (Task) . 3 : Host Name Set 71+ |

(Task Analysis)

F qHT ¥ U
Jg1iee : q "uar
STIRTNE © 3 TUar

Name Krishna Command =<3 |
FEATHTET ATHE e |

HHE® (Standard):

e Krishna Host Name Set
HTHT |

o HT IWEA ATAIE
pceall

HIH FEAGTRT IeVAe® | qFareud girarae [
FE TEE ) )
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)
Q. ATIYTE® SATARI e | e (Condition): Host Name Setting
2. ®FeX Power ON T | Computer Lab with Internet, o TUiTY
3. Not Listed |t Click ¥ user Name root WQWT I, T ¥ * P
@l Next Button |7 Click T | °
¥. Set ﬂi‘cﬁr_ Password @l Sign In Button e Host Name
«. Desktop #T Right Click ¢ Open in Prfée @t (Task) faoe a=Tes
Terminal T Click 7 | Host Name Set 1 | e Host Name
t.  Terminal AT Host Name ctl Set-Host Set T fafur

ATAYAF AWR, STH T JEATES (Tools, Equipment and Materials):
Server/ PC, Internet

RE T gragres (Safety Precautions) :
Host Name Tr&T &1 9ust Host Name & |

&9




®1Y farewor (Task Analysis)

& G © & EOE
g : 3 EOEl
TFLTE © & TUaT

fafése #1d (Task) . ¥ : Network Configure 9 |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATIYTE® ATAR e | Fa=_(Condition): Network
2. ®Fgex Power ON 71 | Computer Lab with Internet, Configuration
Not Listed #T Click =T user AATTF AR, ITH < o U=
Name root 7@t Next Button &1 | TTTITEe o &Y
Click | e HEH
¥. Set T Password @l Sign In
Button AT Click T+ | fafée 4 (Task) e Network
«. Desktop AT Right Click ¢ Open | Network Configure 7 | Configure af
in Terminal A7 Click T | e fa e aRTee
% Terminal |1 nmcli Connection e Network
modify enp0s3 ipv4.addresses Configure =
“192.168.1.116/24° ipv4.dns A% _(Standard): .
‘8.8.8.8” ipv4.method Manual 4. Interface enp0s3 =T IP
Command =13 | 192.168.1.116, Subnet
v, Terminal & nmcli Connection 255.255.255.0, DNS 8.8.8.8,
modify enp0s3 ipv4.Gateway Gateway 192.168.1.1
192.168.1.1 ipv4.method Manual Configure 97T |
Command =39 | 3. HEGHET AT ITEH |
5. HEGHEA ATqeE e |

ATAYAF AR, FIH T FEATET (Tools, Equipment and Materials):
Server/ PC, Internet, IP, Net-mask, Gateway, DNS

AT T gragries (Safety Precautions) :
e % Interface AT IP & |

R&R



®1Y farewor (Task Analysis)

fafdse ®rt (Task) . ¥ : User Group Policy Configure I |

F qHT Y U
JgIfee : q "uar
EIERIEC IR L

S HfwH FEGHET JLITE® et ifafas [
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)

19.

94

q0.

R

3.

9¥.

ATFITE AT [T |

FFez Power ON 19 |

Not Listed |71 Click "1 user Name
root @l Next Button |T Click 1+ |
Set ek Password @ Sign In
Button |T Click 1+ |

Desktop =T Right Click T Open in
Terminal @1 Click 7 |

Terminal |1 mkdir testfolderl
testfolder2 Command =am3+ |
Terminal |1 groupadd groupl
Command FaT3 |

Terminal |1 groupadd group2 —g
1009 Command =13+ |

Terminal |1 useradd ram —p
ram@123 —g groupl Command
TATI |

Terminal |1 useradd shyam —p
shyam@123 -G groupl Command
TATI |

Terminal |1 chown ram testfolderl
Command FaT3 |

Terminal |T chgrp group2
testfolder2 Command =3 |
Terminal |1 chmod 770 testfolderl
Command T3 |

Terminal |1 chmod 755 folder2
Command J«r3 |

. BEGHTET ATqE e |

e (Condition):
Computer Lab with Internet,
AFITF AT, ITHT T JTAHTEE

it & (Task) :
User Group Policy Configure I+ |

A _(Standard):

e Folder &% testfolderl,
testfolder2 s=er |

e Group g% groupl, group2
(gid=1009) == |

e Usergs
ram (Password=ram@123,
primarygroup=groupl),
shyam Password=shyam@123,
secondarygroup=groupl) a-ehl

e Testfolderl =1 owner ram
T |

o testfolder2 =1 owner group
group2 AT |

e Folderl =1 permission owner ¥
group =g full others @g O Set
TFT |

e Folder2 &1 permission owner
ars full, group ¥ &g read
and execute 9T |

o FITWEH ATer@ TEH |

User Group Policy

Confiquration

o U=

o &Y
e ¥Hgcd

e User Group
Policy
Configure
& e
e arew

e User Group
Policy
Configure
T fatg

ATERTF AR, JTHT T qrATES (Tools, Equipment and Materials):

Se

T ¥ Fraurree (Safety Precautions) :

rver/ PC, Internet

Permission @S aT group ¥ user && fHaTS |

53




®1Y farewor (Task Analysis)

fafdse ®t (Task) . & : User Group 1 Special Policy Configure 1+ |

F 9T © "I
JgIfee : q =uar
TIEF ;9 gudy

19.

R

Terminal |1 Setfacl-m o0:x
/var/folder4 Command T«T3+ |
FEATHTET ATHE e |

Folder3 =T ram user =g
special rwx permission
AT |

Folder4 /T group2 group ©Tg
special rwx permission
AT |

Folder4 =T others @Ts special
X permission Tl |
FTATHITEA ANerE ITUH |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)

Q. ATEAYTF SATAHRI fa | e (Condition): User Group 91

2. ®Fgex Power ON 71 | Computer Lab with Internet and | Special Policy

2. Not Listed = Click 7141 user Name | Networking, siaee Srsfrz, Configuration
root ZTEr Next Button AT Click i | | STHT ¥ ATATIE? o ft=rm

¥. Set M Password @l Sign In o FY
Button @ Click 1 | o TEA

¥. Desktop @ Right Click ¢ Open in ffére et (Task) - .
Terminal =T Click T | User _Group |1 special Policy e User Group

% Terminal ®1 mkdir testfolder3 Configure T | |1 Special
testfolder4 Command =<3 | Policy

@, Terminal #T chmod g+s folder3 Configure
Command =<3 | AT (Standard): TaT e

=. Terminal {1 chmod o+t folder4 * Folder e Testfolder3, feae #REe
Command =<3 | testfolder4 = | _ e User Group

. Terminal |1 Setfacl —m u:ram:rwx o Folder3 #m SGID bit Set HT special
Ivar/folder3 Command =13 | T | Policy

qo. Terminal AT Setfacl-m g:group2:rwx | * FOIqu | Sticky bit Set Configure
Ivar/folder4 Command =g+ | T | e fate

ATERTF AR, JTHT T qrATES (Tools, Equipment and Materials):
Server/ PC, Internet

T T gragree (Safety Precautions) :
Permission @S group ¥ user g% fAaTS |

RS¥




®1Y farewor (Task Analysis)

fafds #1d (Task) . 9 : YUMO Repo T3 |

F THT © 5 HUT
JgIfee : q "uar
TR ;9 Tuar

1.

3.

LS

q0.

R

9¥.

Command =<3 |
Packages “T=l media Computer HT & |

5. Terminal |1 cp —rv /run/media/root/

RHEL-7.1\ Server.x86_64/Packages
Ivar/Softwares Command =13 |
Terminal \T cd /var/Softwares/Packages
Command I3 |

Terminal |1 rpm —ivh createrepo-0.9.9-
23.el7.noarch.rpm Command =<3 |
Terminal AT vi /etc/Yumo.repos.d/
local.repo Command =r=ts File |1 e
FTAR @ Save I |

[local]

Name=localrepo
baseurl=File:///var/Softwares/Packages
gpgcheck=0

enabled=1

Terminal |1 createrepo /var/Softwares/
Packages Command =r«r3 |

Terminal #T Yumo clean all Command
TATI |

Terminal #T Yumo List all Command
TATI |

FTITHET AT e |

HHE® (Standard):

e /var/Softwares =&l |

e /var/Softwares AT
Packages folder Copy
HTHT |

e YUMo repo e |

e Services 8% Yumo
command =me Install
T |

o FHIFWEA ATHAE
peceall

S S HiH FETFIET ILTAe® | qaleEa Tifarae® A
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q. ATELTF AT fo | e (Condition): YUMO Repo
2. &FeY Power ON T+ | Computer Lab with o uftmm
3. Not Listed |71 Click %1 user Name root Internet and Networking, o H
T@ET Next Button @7 Click T+ | ATATAF IR, JTH T o i
¥. Set 7T Password T@T Sign In Button #T | |THTTES, Server/ PC
Click T+ | e YUMO Repo
¥. Desktop =T Right Click ¢ Open in TS
Terminal |1 Click 77 | frfds #d (Task) : e YUMO Repo
& Terminal A1 mkdir /var/Softwares YUMO Repo =131 | AT

ATERTF AR, STHV T qrATES (Tools, Equipment and Materials):

Server/ PC, Internet, Packages wusi Media, (CD/DVD/ Pen Drive)

AT T Fragree (Safety Precautions) :
Packages Copy &l @<l package Copy T |

ReY




®Y fqreer

(Task Analysis)

fafdse ®t (Task) . & : Hypervisor (Virtualization) Configure 319 |

F THT © 5 HUT
Jg1fee : q "uar
TR © 9 Tuar

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
q. ATAYAF START [ | Fa=_(Condition): Hypervisor
2. &FeY Power ON T | Lab with Internet and (Virtualization)
3. Not Listed @1 Click ¢ user Name root | Networking, PC, Yumo Configuration
@l Next Button |7 Click 7 | repo, Computer raed® o uftarg
¥, Set W& Password @ Sign In Button | 3SR, ITEHT T ATATHES o P
AT Click 7 | o HEH
«. Desktop #T Right Click ¢ Open in
Terminal |1 Click 77 | e Hypervisor
. Terminal #T Yumo —y Install libvirt virt- | fafés @t (Task) : (Virtualization)
manager gemu-kvm Command =3 | Hypervisor (Virtualization) Configure
s, Terminal T virt-manager Command Configure I | e Hypervisor
TATI | (Virtualization)
. File Menu =T Click T¢I New virtual Configure
machine AT Click 7 | w=%_(Standard):
<. Local Install media AT Check =t forward | ¢ Virtual Machine & |
Button |T Click T | o &HI JWEA AfqaE
q0. Browse #T Click T¢I iso Image Select TEHT |
X Open Button AT Click I |
99. Forward Button @1 Click T+ |
92. RAM & Size ¥ CPU number Set =T
forward Button |1 Click T |
93. Hard Disk &1 Size define 71 forward
Button |T Click T |
9¥. Name box |T virtual machine @1 a1 €T
Finish Button |1 Click 1+ |
QY. HEIFETET ARt e |

ATERTF AR, SIHVT T qrAmdes (Tools, Equipment and Materials):
Server/ PC, Internet

AT T gragries (Safety Precautions) :
e Virtual machine sMTSaT resources % Physical resource exceed Tg= I assign T |

RE%




®19 farewor (Task Analysis)

fafdse &t (Task) . & : NTP Server Configure 9 |

FA THT @ Y "I
JgIfee : q "uar
TIRTNF © ¥ TUar

0.

19.

R

Command I3 |
gifauer File AT gfeet fauar Server
g% Comment T ¥ d&a line add
T File Save 71+ |
v Restrict 192.168.1.0 mask
255.255.255.0 nomodify notrap
v' Server 127.127.1.0
v" Fudge 127.127.1.0 stratum 6
v Restrict -4 Default kod notrap
nomodify nopeer noquery
v Restrict -6 Default kod notrap
nomodify nopeer noquery
Terminal w1 firewall-cmd --
permanent --add-Port=123/udp
Command JraT3 |
Terminal #1 firewall-cmd --reLoad
Command JaT3 |
Terminal |1 Systemctl Restart
firewalld.service Command =13+ |
Terminal |1 Systemctl Restart ntpd
Command JraT3 |

NTP Server are client |t
Time synchronization

T |

FITHTEA AT ITGHT |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATEAYTF SATAHRI fa | e (Condition): NTP Server
2. ®FeX Power ON T | Computer Lab with Internet | Configuration
2. Not Listed #7 Click <1 user Name | @nd Networking, PC, Yumo o T
root Tr@T Next Button #1 Click T+ | %TQW ’ t ° @
¥. Set W& Password @l Sign In ¢ e
Button #T Click T | e NTP Server
1. Desktop @1 Right Click ¢ Open in | fyfése %1 (Task) : Configure r&f
Terminal #T Click T | NTP Server Configure T | e faa
%. Terminal |#1 Yumo —y Install R
Ntp.x86_64 Command =TS | . CI\:ITPf_Serveqrﬁ
. : onfigure
@, Terminal |1 vi /etc/ntp.conf % (Standard): iy g

B\




93. Terminal |1 Systemctl enable ntpd
Command =13 |

9¥. Client Computer %1 Terminal |1 vi
letc/ntp.conf Command =<3 |

q¥. @ifduel File AT gfeer fauar Server
g% Comment T T d«al line add
T File Save 9 |
v" Server 192.168.1.116

9%. Terminal |1 ntpdate —U
192.168.1.116 Command =13 |

0, HITHTET ATTAG e |

ATAYIF AR, FTHVT X qrATEs (Tools, Equipment and Materials):
Server/ PC, Internet, PC, Yumo repo,

AT T gragriee (Safety Precautions) :

e Standard Time Format Set 79 |
e Related Port Allow 9 |

5o



®19 farewor (Task Analysis)

fafése ®t (Task) =. 90 : Central Log Server Configure 9 |

FT qHT © & T
JgIfee : q "uar
STIRTNE © Y TUar

$ModLoad imtcp

$InputTCPServerRun 514

$template TmplAuth, “/var/log/%HOST

NAME%/%PROGRAMNAME%.Log”

$template TmplMsg, “/var/log/%HOST

NAME%/%PROGRAMNAME%.Log”

v ** TmplAuth

5. Terminal 91 firewall-cmd --permanent --
add-Port=514/udp Command =13+ |

. Terminal 1 firewall-cmd --permanent --

add-Port=514/tcp Command =13+ |

Terminal =T firewall-cmd --reLoad

Command JraT3 |

Terminal |1 Systemctl Restart

firewalld.service Command =13 |

Terminal |1 Systemctl Restart rsyslog

Command =3 |

ANER NI NERN

<\

0.

19.

R

o HIFHWEA @
TGET |

S S HITH FEATHRA IeTAE® | qeaiead qiatasd q
(Steps) (Terminal Performance | (Related Technical
P Objectives) Knowledge)
q.  ATALTEH SATAHBRT fad | e (Condition): Central Log
2. &FIeY Power ON T | Computer Lab with _ Serve_r _
3 Not Listed 7T Click ¥ user Name root it Internet and Networking, | Configuration
) PC, Yumo repo, Araede o Ui=TY
Next Button #T Click I | S 7 AT JR——
¥. Set 7T Password €T Sign In Button AT ’ . wEE
Click 1+ |
¥. Desktop @ Right Click ¢ Open in e Central Log
Terminal =T Click 71 | fafdse % (Task) : Server
5. Terminal = vi fetc/rsyslog.conf Command | Central Log Server Configure
I Configure 1+ | el &
o, @Ifaual File a1 d«a! line add =1 File Save « Central Log
T "% (Standard): Server
v" $ModLoad imudp e Log centralized WUz Configure
$UDPServerRun 514 Save T | o fafa

REoAN




93. Client Computer @1 Terminal T
vi/etc/rsyslog.conf Command =13 |

q¥. @ifeuar File 91 a<rerr line add < File
Save T |
v ** @192.168.1.116:514

q%. Client Computer =T Terminal #T
Systemctl Restart rsyslog Command
AT |

9%, FEGHEA ATHAE TET |

ATAYIF AR, STHRVT X qrATEs (Tools, Equipment and Materials):
Server/ PC, Internet, Yumo repo

T T gragree (Safety Precautions) :
e Related Port allow 7+ |

%R0



®1Y farewor (Task Analysis)

fafdse wt (Task) . 99 : DHCP Server Configure 9 |

F qHT Y U
JgIfe : q "uar
EIERIEC IR LA

Click 7 |

«. Desktop #T Right Click ¢ Open in
Terminal = Click I |

% Terminal #T Yumo -y Install dhcp.x86_64
Command =13 |

@, Terminal \T vi /etc/dhcp/dhepd.conf
Command =3+ |
@itruel File AT darel line add T File
Save T |

ddns-Update-style none;

default-lease-Time  3600;

max-lease-Time 7200;

option Subnet-mask 255.255.255.0;

option domain-Name-Servers

192.168.1.116;
v/ option routers 192.168.1.1;

5. Terminal =1 firewall-cmd --permanent --
add-Port=67/udp Command =3+ |

. Terminal w1 firewall-cmd --reLoad
Command JraT3 |

qo0. Terminal {1 Systemctl Restart
firewalld.service Command =13+ |

99. Terminal {1 Systemctl Restart dhcpd
Command JraT3 |

93. Terminal |1 Systemctl enable dhcpd
Command JraT3 |

93, HIAGHET ATTAG e |

AN N NANEN

fafds #1f (Task) :

DHCP Server Configure
T |

HH% (Standard):

Client Machine =
DHCP Server @te IP
TR |

FTAGETEA Aferg
pceall

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATELTF AT fo | e (Condition): DHCP Server
. %¥gax Power ON T | Computer Lab with Configuration
3. Not Listed |71 Click %1 user Name root Internet and Networking, o U=y
r@r Next Button |7 Click 1+ | PC, Yumo repo, maed® o T
¥, Set T Password T Sign In Button &7 | SSIR, ITE0T T ATHIHIES o WEcH

e DHCP Server
Configure
UHERIC]
fag e

e DHCP Server

Configure
T fafr

ATARTF AR, JTHV T qrATES (Tools, Equipment and Materials):

Server/ PC, Internet, Yumoo repo

AT T gragries (Safety Precautions) :
e Related Port #1 allow 7 |

29




®1Y farewor (Task Analysis)
& G © & EOE
dgriee © 9 "uar
ATAETIE O TuaT
fafdse ® (Task) . 9% : SAMBA Server Configure T+ |

(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
q.  ATEALTEH ATHHI fad | e (Condition): Samba Server
. ®¥geX Power ON 719 | Computer Lab with Configuration
3. Not Listed |1 Click 7% user Name root @t | Internet and Networking, o U=y
Next Button #T Click I | PC, Yumo repo, 3asa® o T
¥, Set M@l Password @ Sign In Button w1 | #ISR, TR T AATHES o HEH
Click I 1|
.  Desktop #T Right Click T Open in e Samba
Terminal |1 Click 1 | fafds #d (Task) : Server
% Terminal #T Yumo -y Install samba samba- | Samba Server Configure Configure
client Command =3+ | T | e e
e, Terminal &1 mkdir /var/smbfolderl fef e
Command =<3 | e Samba
5. Terminal {1 chcon —t samba_share_t /var/ "% (Standard): Server
smbfolderl Command =3 | e Share el Folder Configure
. Terminal |1 vi /etc/samba/smb.conf both Windows = T fate
Command =13 | Linux Client Machine
qo. File |1 /Workgroup search < =meer 1 AcCess U |
Workgroup Set T+ | o FITHEA AlTer@
99. File |1 /Security search &I Security=user TG |
Set T | '
9. File @ Button #T 75 d@a line & Add T
Save T |
v [sambafolder]
v' Comment=samba share folder
v Path= /var/smbfolderl
v' Browseable = yes
v" Write List = ram sita
v" Hosts allow = 192.168.1.
93.  Terminal #1 useradd —s /shin/noLogin ram
Command I3 |
9%. Terminal {1 useradd —s /shin/noLogin sita
Command @13 |
q4. Terminal {1 smbpasswd —a ram Command
FAT3+ T Password #rgfs Password fa |
9%.  Terminal |1 smbpasswd —a sita Command
FAT3H T Password AR Password & |
q©.  Terminal |1 Setfacl —-m U:ram:rwx
Ivar/smbfolderl Command Jram3 |

R



95. Terminal |1 Setfacl —-m U:sita:rwx
Ivar/smbfolderl Command Jr«r3+ |

9¢. Terminal =t firewall-cmd --permanent --
add-service=samba Command =<3+ |

Ro. Terminal |1 firewall-cmd --reLoad
Command =13 |

9. Terminal |1 Systemctl Restart firewalld
.service Command =13 |

3R Terminal |1 Systemctl Restart smb
Command IS |

3. Terminal |1 Systemctl enable smb
Command =13 |

3¥. Windows client @7 run a1 T2\\192.168.1.116
Type =1 Enter Key Press 4 ¥ user Name
Password €T Enter Key Press T |

4. Linux client =1 Terminal @1 Yumo -y
Install samba-client cifs-utils Command
TATS |

% Linux client ®F Terminal #T smbclient —L
192.168.1.116 —U ram Command T3+ |

39, Linux client & Terminal &1 mkdir
/mnt/samba Command Jr&Ts

3z. Linux client &1 Terminal |7 vi /etc/fsTab
Command T3 ¥ @il File AT detehl
content @@T Save T |

RR. 1/192.168.1.116/sambafolder /mnt/samba
cifs
credentials=root/pass.txt,multiuser,sec=ntIm
ss00

30. Linux client @1 Terminal T vi /root/pass.txt
Command T3 ¥ @il File AT detehl
content @@T Save T |
User Name=ram
Password=ram@123

39. Linux client @1 Terminal ®T mount -a
Command T3 |

3. ramuser @t Login < terminal =T
cifscreds add 192.168.1.116 Command
TATS |

33, HEYHES Aqdd e |

ATERTF AR, JTHT T qrATES (Tools, Equipment and Materials):
Server/ PC, Internet, Yumoo repo

AT T gragries (Safety Precautions) :

e Related service @7 allow 719 |
e Folder share &l sf@ear® user @ AT permission & |

RR’3


file://192.168.1.116

®1Y farewor (Task Analysis)

fafdse wrt (Task) . 93 : DNS Server Configure 9 |

FT THT © O HUT
JgIfee : q "uar
EIERIEC IR LA

v’ Listen-on Port 53 { 127.0.0.1 ;
192.168.1.116 ; } ;

Allow-query { localhost; any; } ;
Terminalwr vi /etc/Named.rfc1912.

AN

zones Command =3+ ? @rreer Filewr

aas#r content fars Save T |

zone “ctevt.edu” IN {
Type master ;

File “ctevt.edu.zone” ;
allow-Update { none; };
}

zone “1.168.192.in-addr.arpa” IN {
Type master ;

File “reverse.192.168.1” ;
allow-Update {none ; };

}
Terminal |1 cd /var/Named Command
TATS |
Terminal =1 vi ctevt.edu.zone Command
FATSH ¥ Giete! File |1 &l content
fgerg Save I |

v $TTL 2D

v @ IN SOA NS1.ctevt.edu.

root.ctevt.edu. (
v 01;
v 1D ;

NN NN N NN NN

e Client e nslookup
Command FaT3aT
host resolve 9T |

o  HETMEA AfqaE
pceall

S S Wmuiu frad qrafegq wifataes s
i (Related Technical
(Steps) (Terminal Performance Knowledge)
Objectives)
QAT AT AT | e (Condition): DNS Server
3 ®Fgex Power ON 71 | Computer Lab with Configuration
3 Not Listed |1 Click <t user Name root | Internet and Networking, o U=
@r Next Button | Click T | PC, Yumo repo, maed® o T
¥ Set W& Password T/@T Sign In Button | SR, ST ¥ AHTHES o WeH
AT Click T |
v Desktop #T Right Click 77T Open in e DNS Server
Terminal =T Click 71+ | frfdse ®d (Task) : Configure
¢ Terminal #T Yumo -y Install bind bind- | DNS Server Configure & e
utils Command Jr&T3+ | ™| faae a=Tes
¢ Terminal |T vi /etc/Named.conf o DNS Server
Command =<3+ T @il File AT detent Configure
content faeTs Save T | A% _(Standard): T fafa

RR¥




1H ;

1w ;

3H );

@ IN NS NS1.ctevt.edu.

@ IN A 192.168.1.116

NS1.ctevt.edu. IN A 192.168.1.116

www IN A 192.168.1.52

mail IN A 192.168.1.59
@ IN MX 0 mail.ctevt.edu.

qo Terminal |T Vi reverse.192.168.1
Command @13 ¥ @il File AT detehl
content fA=TE Save T |
v $TTL 2D
v @ IN SOA NS1.ctevt.edu.

root.ctevt.edu. (

02;

1D ;

1H ;

1w ;

3H );

@ IN NS NS1.ctevt.edu.

@ IN PTR ctevt.edu.

IN PTR NS1.ctevt.edu.

52 IN PTR www.ctevt.edu.

59 IN PTR mail.ctevt.edu.

99 Terminal |1 chown root:Named
ctevt.edu.zone Command T3 |

93 Terminal |1 chown root:Named
reverse.192.168.1 Command 3«13+ |

93 Terminal &1 firewall-cmd --permanent -
-add-service=dns Command I3+ |

q¥  Terminal |1 firewall-cmd --reload
Command T3 |

q«  Terminal #T Systemctl Restart
firewalld.service Command Jr&ms+ |

9t Terminal |1 Systemctl Restart Named
Command T3 |

qe¢  Terminal |1 Systemctl enable Named
Command T3 |

s HEIFEET ARTeE T |

AN N N N NN

AN N N N N N NN

ATARAF SR, YIHW ¥ qTres (Tools, Equipment and Materials):
Server/ PC, Internet, Yumoo repo

AT T gragries (Safety Precautions) :
e Related service #T3 allow I |

%Y



®8 farewor (Task Analysis)

fafdse &1 (Task) 7. ¥ : Mail Server Configure 7+ |

F qHT Y U
JgIie : q =uar
TFEIE © ¥ gual

q0

11

Command =13 |

Terminal |1 vi /etc/postfix/main.cf

Command =13+ T @ietehl File AT Terehl

content fA=TE Save T |

# inet_interfaces=localhost

inet_interfaces=all

myHost Name=mail.ctevt.edu

mydomain=ctevt.edu

myorigin=$mydomain

mydestination=localhost, $mydomain,

$myHost Name

home_mailbox=Maildir/

v" myNetworks=127.0.0.0/8,
192.168.1.0/24

Terminalwr useradd —s /shin/noLogin ram

—p ram@123 Command €T3 |

Terminal AT useradd —s /shin/noLogin sita

—p sita@123 Command =T34 |

Terminal |1 vi /etc/dovecot/ dovecot.conf

Command I3+ T @ietehl File AT Terehl

content fHeTE Save T |

v Protocols=imap pop3 Lmtp

ANENENENENEN

(\

e T3 Mail Id are 3rept
Mail ID |1 Mail TueT |

o FHIFWET ANTAG
TGHT |

S SN AT~ FEFHRA ILIE® | qFara qiaiaes [
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
qQ  ATAYTE SR fae | Fae_(Condition): > Mail Server
3 FFIaZ Power ON T | Computer Lab with Configuration
s Not Listed T Click 7% userName root | nternet and Networking, o T
T@r Next Button T Click T | ;%J%pi’ aﬁ;; * P
¥ Set T Password @l Sign In Button HT ’ * fed
Click T 1 e Mail Server
v Desktop #T Right Click 7T Open in fafés @ (Task) : Configure
Terminal =T Click I | Mail Server Configure I | UHERIC]
¢ Terminal |1 Yumo —y Install postfix feoe #XEe
Command =3 | e Mail Serveqrﬁ
: Configure
¢ Terminal |1 Yumo —y Install dovecot A (Standard): ey 9

R




9z Terminal 91 cd /etc/dovecot/conf.d
Command =<3+ |

93 Terminal &1 vi 10-mail.conf Command
=[ATSH ¥ @il File AT qeTl content
fraTE Save T |
v mail-location=maildir;~/maildir

q¥ Terminal &1 vi 10-auth.conf Command
=TS ¥ @ieiehl File AT Tl content
fraTE Save T |
v'auth_mechanism=plain login
v’ disable-plainText-auth=no

q«  Terminal 91 vi 10-master.conf Command
=TS T @ikl File /1 auth-userdb #HT
qd®l content fA=TE Save T |
v’ user=postfix
v’ group=postfix

q¢  Terminal &7 firewall-cmd --permanent --
add-service=smtp Command JraT3 |

qv Terminal &7 firewall-cmd --permanent --
add-Port=110/tcp Command =3 |

9z Terminal A1 firewall-cmd --permanent --
add-Port=143/tcp Command =13+ |

92 Terminal w1 firewall-cmd --reLoad
Command =13 |

o Terminal |1 Systemctl Restart
firewalld.service Command =3 |

xq9 Terminal |1 Systemctl Restart postfix
Command Ja13 |

2z Terminal |1 Systemctl enable postifx
Command I3 |

23 Terminal |1 Systemctl Restart dovecot
Command Ja13 |

¥ Terminal |1 Systemctl enable dovecot
Command I3 |

Ry HIFHTET AT e |

ATERTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
Server/ PC, Internet

AT T gragries (Safety Precautions) :
Related service u allow T+ |

RRe



®1Y farewor (Task Analysis)

fafdse @t (Task) . ¢ : Web Server Configure 9 |

FT THT © O HUT
JgIfee : q =uar
EIERIEC IR LA

- At~ FEGHET ILTE® It yifataes F
inal Performance (Related Technical
(Steps) (Termlna_ |
Objectives) Knowledge)
Q. ATEALTF AT fo | e (Condition): Web Server
2. ®FX Power ON T | Computer Lab with Internet and o U=y
3. Not Listed {1 Click 7T user Name | Networking, PC, Yumo repo, o HA
root TET Next Button AT Click 5 | | #Ta9de AR, FTH T o WE
¥. Set T Password I@r Sign In AR Web Server Load
Button =T Click 7 | Balancing
«. Desktop #T Right Click ¢ Open in o =
Terminal |1 Click T | fafdsr #rt (Task) : o FH
% Terminal |1 Yumo -y Install httpd Web Server Configure ncll e ¥Hgd
Command =T3S | Web Server High
@, Terminal \T cd /etc/httpd/conf.d Availability
Command T3 | A= (Standard): o Tit=m
. Terminal &1 vi www1.conf e \Web browser are website o &Y
Command J&T3= ? @retehl File AT G | o UEH
ade#! content fA=TS Save T | o BrTEET AT TIE | Server Hardening
v' <virtualhost *:80> : o ufr=ym
v' ServerName www.ctevt.edu o T
v" DocumentRoot . ure
Ivarlwww/www1
v </virtualhost> e \Web Server
%. Terminal &1 mkdir /var/www/ Configure &t
www1 Command =TS | AT faa F3Tew
q0. Terminal |T vi /var/www/ e Web Server
www1/index.html Command =3 Configure T
T @rerepl File AT defepl content fAeTs .
Save T |
v’ <html>
v' <Head>
v <title>
v’ testpage
v <[title>
v' </Head>
v' <body>
v This is first test Page </body>
</html>
19. Terminal =1 firewall-cmd --
permanent --add-service=http
Command JraT3 |

k&



http://www.ctevt.edu/

92. Terminal |1 firewall-cmd --reload
Command =13 |

93. Terminal |1 Systemctl Restart
firewalld.service Command 3«13+ |

9%. Terminal {1 Systemctl Restart httpd
Command =13 |

q4. Terminal |1 Systemctl enable httpd
Command =13 |

9%. Client T web browser |1
www1.ctevt.edu browse I+ |

q9, HEITEET AT TET |

ATAYIF AR, FTHVT X qrATEs (Tools, Equipment and Materials):
Server/ PC, Internet

AT T gragriee (Safety Precautions) :
e Related service 7T allow T+ |

%R



fafdse ®t (Task) . 9% : MariaDB Configure T+ |

®1Y farewor (Task Analysis)

FA THT @ Y "I
JgIfee : q "uar
TIRTNF © ¥ TUar

1.

3.

R

9¥.

9.

q%.

qe.

Command 313+ |
Password Set T |

. Terminal |1 mysql —u root —p

Command Ja13 |

database Login wudfs database d7
related Command &% TIRT T |
Terminal \1 firewall-cmd --permanent -
-add-service=mysql Command =13 |
Terminal \1 firewall-cmd --reLoad
Command I3 |

Terminal |1 Systemctl Restart
firewalld.service Command =13+ |
Terminal |1 Systemctl Restart mariadb
Command JaT3 |

Terminal |1 Systemctl enable mariadb
Command JaT3 |

FITHET AT e |

e mysql Command
TAD |

o FITHEA AlTerg
TEHT |

S S— AT~ FEFHRA ILXTE® | qFa qiaiaes [
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
Q. ATELTF AR fea | e (Condition): MariaDB
2. ®FX Power ON T | Computer Lab with Configuration
3. Not Listed 1 Click %1 user Name root | Internet and Networking, o U=
@l Next Button |1 Click T | PC, Yumo repo, maed® o T
¥. Set T Password T Sign In Button , ST ¥ HATHIES o HeH
AT Click I |
¥. Desktop 9T Right Click ¢ Open in e MariaDB
Terminal |1 Click T+ | frfdse @ (Task) : Configure
& Terminal #1 Yumo -y Install mariadb* | MariaDB Configure I+ | Tl e
Command T3 | faoe a=Tes
@, Terminal #T mysqgl —u root Command e MariaDB
AT | Configure
5. Terminal 91 mysqgl_secure_lInstallation | #9& (Standard): o fafa

ATERTF AR, JTHT T qrATES (Tools, Equipment and Materials):
Server/ PC, Internet

AT T gragries (Safety Precautions) :
Related users #T7 allow 19 |

300




fafése ®rt (Task) . 99 : ISCSI Configure 1+ |

®1Y farewor (Task Analysis)

F 9T © "I
JgIfee : q "uar
TIEF ;9 gudy

0.

19.

R

Command FT3+ |

5. Terminal 91 fdisk -I Command ==m3+ |

Terminal \1 fdisk /dev/sdb Command
TATSH T GeAhl screen AT Tl Key
Press T4 |

p

nd

.J

.J

+9G

td

8ed

p

Wd

Terminal |T partprobe /dev/sdb

Command JaT3 |

Terminal |1 pvCreate /dev/sdbl
Command JaT3 |

Terminal |1 vgCreate testvg /dev/sdbl
Command JaT3 |

Server #T allocate T
lun client AT mount
HTHT |

FTAGETEA Aferg
TGHT |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATAYTE SAHT (oA | sraedr_(Condition): ISCSI
3 ®FgaT Power ON T | Computer Lab with Configuration
3. Not Listed &7 Click &1 user Name root | INternet and Networking, o ditm
@r Next Button |7 Click 7+ PC, Y%pz, ET?;; : %
¥. Set 7T Password T Sign In Button ’
AT Click T | e ISCSI
¥. Desktop 9T Right Click ¢ Open in fafés @ (Task) : Configure
Terminal 7T Click 7 | ISCSI Configure T | LEUR=IE]
. Terminal /1 Yumo -y Install targetcli faqae #7Tes
Command =TS | * I(ig:nsf:gure -
v, Terminal |1 Systemctl Start target w7 (Standard): .

309




93.

9%.

.

q%.

qu.

9z.

9%.

R0.

9.

R.

EES

Terminal AT IvCreate —L 2048M —n

testlvl testvg Command =g+ |

Terminal A targetcli Command =<3 ¥

geThl screen AT detehl Command =3+ |

v" [backstores/Block Create Disk1
/dev/testvg/testivl

v" [iscsi Create iqn.2021-
04.edu.ctevt:Server

v' [iscsi/liqn.2021-
04.edu.ctevt:Server/tpgl/acls Create
ign.2021-04.edu.ctevt:Desktop

v' [iscsi/iqn.2021-
04.edu.ctevt:Server/tpgl/luns Create
/backstores/Block/Disk1

v' [iscsi/iqn.2021-
04.edu.ctevt:Server/tpgl/Portals
Create 192.168.1.116

v’ Save config

Terminal |1 firewall-cmd --permanent --

add-Port=3260/tcp Command €T3 |

Terminal \1 firewall-cmd --reload

Command =13 |

Terminal |1 Systemctl Restart

firewalld.service Command =<3

Terminal #T Systemctl Restart target

Command JreT3 |

Terminal |1 Systemctl enable target

Command JreT3 |

Linux client &I Terminal |1 Yumo -y

Install iscsi-initiator-utils Command

TATI |

Terminal #T vi /etc/iscsi/

initiatorName.iscsi Command =<3+ ¥

grereh! File 9T a<te! content faemg Save

T

v InitiatorName=igqn.2021-
04.edu.ctevt:Desktop

Terminal |1 Systemctl Start iscsi

Command JaT3 |

Terminal |1 Systemctl enable iscsi

Command I3 |

0%




¥. Terminal |T iscsiadm --mode
discoverydb --Type sendtargets --Portal
192.168.1.116 --discover Command
TATS |

4. Terminal |T iscsiadm --mode node --
targetName iqn.2021-04.edu.ctevt:Server
—Portal 192.168.1.116:3260 —Login
Command J«T3 |

R%. Terminal |1 fDisk /dev/sdb Command
=ATSH T GeAhl screen A Tl Key
Press 7 |
p.
n
J
J
J
t
8e
p-
wd

e, Terminal AT mkfs —t xfs —f /dev/sdbl

Command =13 |

Rz, Terminal AT mkdir /shared Command
AT |

32. Terminal |1 vi /etc/fsTab Command
FATSH ¥ Wieteel File |1 &l content
fers Save T |
/dev/sdbl /shared xfs netdev 0 2

30. Terminal a1 mount —a Command =<3+ |

3. Terminal &1 df -h Command =<3 |

33, HEGHEA ATqeE e |

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Server/ PC, Internet

AT T gragries (Safety Precautions) :

e LUN &3t logical Volume @5 allocate T+ |
e 3260 Port 7T allow 7 |
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®1Y farewor (Task Analysis)

fafése & (Task) . 95 : Task Schedule Configure 7+ |

F qHT 3 FUA
JgIfee : q =uar
STIRTNE © 3 TUar

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATELTF AR feae | e (Condition): Task schedule
. ®FFaT Power ON 7 | Computer Lab with Internet | Configuration
3. Not Listed &7 Click &1 user Name | and Networking, PC, Yumo o Tftmg
root T@l Next Button #T Click 1+ | %TQW ’ N o FY
¥. Set T Password @l Sign In o WA
Button T Click 7 |
¥. Desktop 9T Right Click ¢ Open in AP T (Task) - e Task Schedule
Terminal = Click 7 | Task schedule Configure T | Configure gt
. Terminal #1 Yumo -y Install cronie e faa
Command T3 | FET
@, Terminal |1 cronTab -e Command we (Standard): e Task schedule
S T FAH File #T @1 content | e Wb 30 T ST Configure =
fiaetrs Save T | 12:05 w1 backup.sh script fete
05 00 30 ** /root/backup.sh T |
5. Terminal |1 Systemctl Restart crond .
Command =13 | * A T |
. Terminal #T Systemctl enable crond
Command JreT3+ |
qo0. HIITHITEA ATTAG e |

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Server/ PC, Internet

AT T gragries (Safety Precautions) :

Cron job &7 Format fA=TS |

30%




®1Y farewor (Task Analysis)

fafdse & (Task) . 9% Root &1 Password Break 1 |

F qHT ¥ U
JgIfe : q "uar
STIRTNE © 3 TUar

- AT~ FEFHET ILTE® | qFa qiaiaes [
inal Performance | (Related Technical
(Steps) (Termlna_ |
Objectives) Knowledge)
q.  ATIYTE ATHEI e | e _(Condition): Root &t Password
. %X Power ON T | Internet/networking Hferem Breaking

3. Screen |T Boot options #muafsg e Key qUHl Lab, PC, Yumo repo o =

Press T | o T
¥, Linux 16 are Start 9uel line &1 end AT e HEA

ST ¥ rd.break console=ttyl add I+ | fafés w1 (Task) :
4. Ctrl T x Key T& 9e% Press T | Root #T Password break e Root &
% Mount —o remount,rw /sysroot T Password

Command JaT3 | break &t
s, Chroot /sysroot Command =13 | e faqae
5. Passwd Command €3+ T 4t A% (Standard): FET

Password Set 719 | e Root &' Password e Root &
2. Touch /.autorelabel Command ==rs+ | Change STT#T | Password
qo. Exit Command S€T3 | e Change T Password Break T+
19. Reboot Command =<3 | are root user Login fafyr
2. FHGHEET ATTerE e | WO |

o FITHIEA HAlerg
T |

ATAYAF AR, STH T JEATES (Tools, Equipment and Materials):
Server/ PCm, Internet

AT T gragries (Safety Precautions) :
e Root %I FaT password ITET strong password e |
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Areg« 99 : Network and Server Security (Firewall) Configuration

T : 99 "qUeT (@) + Y& HUQT (A7) = 9 qU[

qrea faaxer : 7@ "@reg@r Network and Server Security Configuration = #Td= T d¥afead 1 2
AIes FHTEL TRTH B |

i

Firewall Dashboard Access T |
Firewall Admin Password Change T |
Firewall Access protocol Set T |
Admin Console Port Setting I+ |
System Time Configure 1 |
Messages Notification Settings I+ |
Network Interface Configure 1 |
DHPC Configure I |
Custom Zone Configure 1 |

. System Certificate (License) Configure I+ 1|

. Hosts and Services Configure T |

. Authentication Configure 7 |

. WEB Filter Policy Configure I+ |

. Application Filter Policy Configure T4 |

. Firewall Rule Configure 1 |

. QoS (Traffic shaping) Policy Configure T |

. Port Forwarding Configure 7 |

. Routing Configure 7 |

. VPN Configure 7 |

. WAN Link Failover Configure 1 |

. Configuration Backup 1 |

. Firmware Upgrad 1 |

QN6 M x X W P

0 w w»o o o o o o o o0 0 O 0
WD QO A N G MK X W oo O O

:

Firewall Dashboard Access 7+ |
Firewall Admin Password Change 7+ |
Firewall Access Protocol Set 71+ |
Admin Console Port Setting I |
System Time Configure I+ |

Messages Notification Settings 7+ |
Network Interface Configure 7+ |
DHPC Configure I |

Al 6 M x X v 0

30%




q0.

19.

.

93.

9%.
4.
q%.
qe.
9z.
9.
0.
1.
R

Custom Zone Configure 1 |

System Certificate (License) Configure 7+ |
Hosts and Services Configure I+ |
Authentication Configure 7 |

WERB Filter Policy Configure =
Application Filter Policy Configure 7=
Firewall Rule Configure 7 |

Qos (Traffic shaping) Policy Configure 7+ |
Port Forwarding Configure ¥ |

Routing Configure 7+ |

VPN Configure T |

WAN Link Failover Configure I |
Configuration Backup T |

Firmware Upgrad 7+ |
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CaplCRE L]

(Network and Server Security (Firewall) Configuration)
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®1Y farewor (Task Analysis)

fafdse #1d (Task) . 9 : Firewall Dashboard Access 7+ |

FT THA © ¥ T
JgIfee : q "uar
EIERIEC IR LA

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATIYTE® SATAR e | e (Condition): Firewall dashboard
R HATEYTE AR, TR qAT e dhad 19 | Computer Lab with o U=
3. Firewall Access Cable @1 Port g% dfe=m= 7= | Internet and Networking, o T
¥. Firewall #T dashboard Access T+ | PC or Laptop, #maea® o YR
+¢ Firewall %1 console (com) Port /T console ) SHRT a4 Firewall Port
Cable Sire | YRS R
» Internet browser =T https://172.16.16.16 o FY
IP Tra Enter Key fa= | o TR
» Advanced Button T fa= | frfds @ (Task) : Firewall Access
> Proceed t0172.16.16.16 (unsafe)sr fa= | Firewall dashboard Access | Cable
> Click to begin =T fa= | T . qﬁ;‘m
> User Name ¥ Password =T admin ¢
et ¥ Enter Key fa= | * PR
» 1don’t want to register now dT Check e Firewall
Mark «"Te® continue Button #T Click W.(Standard): dashboard
T e Firewall Dashboard Access el
+* Firewall ®1 LAN 1 @1 Ethernet Cable Dlsrplay*q@?r ! A Fe
G‘ﬁ?:ﬁ' | o  BIIYHTIaH 31'&@—@ W
» Internet browser =T https://172.16.16.16 T y glrer:/gall q
IP Ira¥ Enter Key fa=+ | Aacscesza;“:r
» Advanced Button AT fa= | .
» Proceed to 172.16.16.16 (unsafe) @1
for= |
» Click to begin =T fa= |
> UserName ¥ Password AT admin et
T Enter Key fo=- |
» 1 don’t want to register Now AT Mark
@¥IeR continue Button #T Click T+ |
» FHGHEEA Afqd@ e |

ATERTF AR, SIHLT T QEATNES (Tools, Equipment and Materials):
Firewall Cable ( Lan or console), Laptop, Internet

AT T gragries (Safety Precautions) :

Cable sirgat #ify I=ifE@d FTER g9 |
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chrome-error://chromewebdata/
chrome-error://chromewebdata/

®1Y farewor (Task Analysis)

fafdse & (Task) . R : Firewall Admin Password Change 79 |

F qHT © R TG
Jgit= : 20 faee
TEENF © 9,30 °uay

HITH FEAGTRAT IeVAE® | qFaieud qiraraed [
FA RS ) )
(Steps) (Terminal Performance | (Related Technical
P Objectives) Knowledge)
q.  ATIYTE® ATAR T | 41 _(Condition): Firewall Admin
R WTEYTE AR, IIH g aradres | Computer Lab with Password
T oG o Laptop, e - |+ T
. or Laptop, .
3. Firewall &1 dashboarc_i ,_Acces_s T FA, STE T AT o T
¥. System Menu @7 administration sub e WEA

Menu @ Click T |

v, Admin Settings tab |1 Click T |
Login Security |T lock admin,
logout admin, Block login =T value
Set T apply AT Click 1 |

v, Administrator Password complEXxity

Settings AT minimum Password
length, upper case, lower case,
numeric character, special character
define & Apply |1 Click 71+ |

. Device Access tab AT Click 719 |

<. Default Admin Password Settings =t

current Password fea ¥ =t
Password if@ apply AT Click 1+ |
q0. HEATHTET ATHTE e |

frfdse ®d (Task) :
Firewall admin Password
Change I |

HHE® (Standard):

e Changed Password =
Firewall Login \TeT |

o FITHEA AlTerg
TEHT |

e Firewall admin
Password
Change &t ==
fag &7ree

e Firewall admin
Password
Change 7= fafer

ATAYAF MWR, FIH ¥ JEATET (Tools, Equipment and Materials):
Firewall Cable ( Lan or console), Laptop, Internet

AT T gragries (Safety Precautions) :
Password T strong strength @1 Password el gad |
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®1Y farewor (Task Analysis)
& WA 3 U
Tgife : 30 fAvE
ATFETNE : .30 HUaT
fafdse #1d (Task) . 3 : Firewall Access Protocol Set T+ |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATELTF AT fo | e (Condition): Firewall Access
3. TEYTE AR, TR qo ATHIES Computer Lab with Internet | protocol Setting
T T | and Networking,gc_jngr o Uf=d
. N Laptop, sTa9aes ; e &I
3. Firewall & dashboard_A_\cces§ T gqngT) et ; JR—
¥. System Menu @7 administration sub JE
Menu @ Click T+ |
1. Device Access tab AT Click T | Pafie @ (Task) e Firewall Access
Local service ACL #T zone wise Firewall Access protocol protocol Set &t
Access protocols (https, ssh) @1 Mark | Set 7T | e faqud FRree
T T Apply AT Click 7 | e Firewall Access
o FAGEET AEE T | protocol Set T
A= _(Standard): fafer
e Firewall T Set a1
protocol are Firewall
Access HUH |
o FITHEA Alerg
TEHT |

ATAYAF AWR, STH T JEATES (Tools, Equipment and Materials):
Firewall Cable ( Lan or console), Laptop

RE T gragres (Safety Precautions) :
e Protocol Set af secured protocol Set &I g |
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®1Y farewor (Task Analysis)

k3

THY R "0

Jgit= : 20 faee
TEENF © 9,30 °uay

fafése #1d (Task) = ¥ : Admin Console Port Setting 79 |

S S AW FEGHEA IeTAE® FFfeEd qiatiae® [
(Steps) (Terminal Performance (Related Technical
Objectives) Knowledge)
AAIAF ST T | Fq=1_(Condition): Admin console Port
AEITEF AR, IR qIT THAES Computer Lab with Internet Setting
FFTT T | and Networking, PC or . ErFGPI
Firewall %1 Dashboard Access i | | S2PLOP, MTA® T, ° *H
L BRUNIEEIGS o WEA
. System Menu %I Administration sub
Menu =T Click T+ | e Admin
Admin Settings tab w1 Click T fafdse @t (Task) : Console Port
Port Settings for Admin Console T | Admin console Port Setting Settings TaT
TR Port number define €T Apply |T | T | e o o
Click 7 | BTER
FTAGEIET AT TET | * Admin
"% (Standard): console Port
e Change %1 Admin Settings T
console Port No. sre fafer
Firewall Access 9T |
o HETMTEA ATTAG IGH |

ATAYAF AR, STH T FEATET (Tools, Equipment and Materials):
Firewall Cable ( Lan or console), Laptop, Internet, Access Software

RE T gragres (Safety Precautions) :
e Admin console Port Setting =T 3% defined Port ¥ conflict F9T®r T4 |

R



®1Y farewor (Task Analysis)
& WA 3 U
Tgife : 30 fAvE
AR © §.30 HUar
fafdse @®rf (Task) . ¥ : System Time Configure = |

S S A~ FEGWRA ILTE® | G¥Aeaq qifarees F

(Steps) (Termina_l Pe_rformance (Related Technical
Objectives) Knowledge)
q. ATAYAF SATARTL [T | Fq=1_(Condition): System Time
3. AEYTF AR, TR0 AT Computer Lab with Internet Configuration
araEE gEAT T and Networking, PC or o U=y

_ ) Laptop, #Tava e, o
3. Firewall 1 dashboard Access T | ST T AT o T

¥, System Menu @7 administration

sub Menu #T Click T | e System Time

«. Time tab & Click T | i et (Task) : Configure waf
Time zone AT STRAT T7 AT System Time Configure I | SEIERELEE
Time zone Set 1 | R

o, NTP Server sync I | e System Time

c  FEETET AhTeE e | H=E_(Standard): Configure 7=

e Set Wl Time System HT
g |

o FHUTFEA ARTeE TEH |

ATAYAF AR, STH T FEATET (Tools, Equipment and Materials):
Firewall Cable ( Lan or console), Laptop, Internet

& T gragree (Safety Precautions) :
ATRAT 397 AR Time zone Set HUHT A |

3



®1Y farewor (Task Analysis)

fafdse #1d (Task) 7. & : Messages Notification Setting 7+

FA THY ¥ HU

JgIfde : q "uar

EIERIEC IR LA

o FHUTFEA ARTE TEH |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
q. ATAYAF SATARTL [T | Fa= (Condition): Messages
3. AEYTF AR, TR0 AT Computer Lab with Internet Notification Setting
araEE gEAT T and Networking,gc_jngr o U=y
. N Laptop, sraede : o T
3. Firewall = dashboard_A_ccess: ™ | _gqgmg o AT . e
¥. System Menu T administration
sub Menu #T Click 7 | e Messages
4. notification Settings tab w1 Click fafdsr ®rt (Task) : Notification
T | Messages Notification Settings &t
%. Notifications End 7= email Server | Settings T | e faae
7 ID Set T | ®qEe
s Apply Button T Click T | e (Standard) . '\N"gtﬁf‘gaejon
- s e | e Set w¥ar Notification ID Settings T
#7 Notification 3TTaT | Fefer

ATAYAF AAR, STH T FWHER (Tools, Equipment and Materials):
Firewall Cable ( Lan or console), Laptop

WaT T gragiee (Safety Precautions) :

Valid notification ID w1 g0 |

Q¥




®1Y farewor (Task Analysis)

fafdse &t (Task) . @ : Network Interface Configure 1+ |

FT THA © ¥ T
JgIiae : q =uar
EIERIEC IR LA

9%

1.

.

3.

.
9.
q0.

9z.

S AT~ FEFHET ILXTE® | qoaieud iaras qe
(Steps) (Terminal Performance | (Related Technical
Objectives) Knowledge)
AT SATAHRT T | g _(Condition): Network interface

AT AR, JTFI JAT ATAUIES
Fhe I |

Firewall dashboard Access I+ |
Configure Menu &1 Network sub Menu
AT Click I |

Interface Tab |1 Click I+ |

IP Ir&T 9+ interface &1 &8l Button
Click =1 edit interface |1 Click I+ |
Network zone (WAN) Select 1 |

IP ¥ Gateway #1 IP T/@z Save Button

g.
T Click 9 |

Update interface #T Click 7 1|

. DNS Tab g1 7tz DNS & T Save

Button Click I+ 1|

WAN Link manager |1 Tqz NAT
policy MASQ Select T |

protect Menu =1 firewall sub Menu |1
Click 1+ |

Add firewall rule w1 user/Network rule
Click 7 |

. rule Name 1 LAN_to_ WAN 3@t

Accept Select I |

Source zone a1 LAN Select
Destination zone AT WAN Select 7+ |
NAT & Routing %I use outbound
Address AT MASQ Select 77T Save
Button Click I+ |

FTAGEET ATTG e |

Computer Lab with
Internet and Networking,
PC or Laptop, maeds

| JUHTI qAT

qIAES

frfdse @ (Task) :
Network interface
Configure 7 |

HHE® (Standard):

e Interface T IP
Configure 9T |

e Internet =r<ie |

o FHIITEA afierg
peceall

Configuration
o U=
o &Y
e WHEHA

Alias, Vlan, Bridge,
LACP
o U=

o &hY
e Hgd

e Network
interface
Configure &t
T faet
*ed

e Network
interface

Configure =
fafar

ATERTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
Firewall Cable ( Lan or console), Laptop, Internet protocol (IP)

AT T gragries (Safety Precautions) :
ISP = fauar IP, netmask, Gateway, DNS YaRT 7 |

EAES




fafése #1d (Task) . & : DHCP Configure T+ |

®1Y farewor (Task Analysis)

F qHT © R TG
Jgit= : 20 faee
TEENF © 9,30 °uay

1.

3.

.

9%.

.

9.

qe.
9z.

9.

S AT~ FEAGHRA ILITE® | qFaa qiaiees [
(Steps) (Terminal Performance (Related Technical
Objectives) Knowledge)
AT SATAHRT T | g (Condition): DHPC Configuration

ATAYTF AR, IR TAT ATHUIEE
Fhe I |

Firewall dashboard Access ¥ |
Configure Menu &1 Network sub Menu
AT Click I |

Interface tab | Click T |

IP 31T 9+ interface #T S3&1 Button
Click 7= edit interface ®T Click T+ |
Network zone (LAN) Select 1 |

IP ¥ Gateway #T IP Ir@¥ Save Button

g.
T Click 9 |

Update interface |1 Click 1+ |

. DNS Tab g1 7tz DNS & T Save

Button Click 1+ |

DHCP Tab #r Ttz Add Button Click i+
Name box AT Name @t LAN IP r@err
interface ar=, Start IP T End IP 3r@r
Save Button @1 Click 7+ |

Protect Menu &1 firewall sub Menu =t
Click T |

Add firewall rule |1 user/Network rule
Click 7 |

Rule Name |1 LAN_to_ WAN €T
Accept Select T |

Source zone {1 LAN Select 7+ |
Destination zone 1 WAN Select 7+ |
NAT & Routing @I use outbound
address T MASQ Select T Save
Button Click 7+ |

FIFGETET ATTAG TE |

Computer Lab with
Internet and Networking,
PC or Laptop, maeds

| JUHTI qAT

qIAES

frfes & (Task) :
DHPC Configure T |

HHE® (Standard):

e Client Machine =
DHPC &2 IP 91T |

o FHIFWET ANTAG
TGHT |

o U=

e B[
e ¥Hgcd

e DHPC
Configure &t
e fae
FREE

e DHPC
Configure =
fafer

ATERTF AR, JTHVT T qrATES (Tools, Equipment and Materials):
Firewall Cable ( Lan or console), Laptop, Internet

AT T gragries (Safety Precautions) :
Start range T End range same Network T g7 9 |

3%




®1Y farewor (Task Analysis)

fafdse ® (Task) . & : Custom Zone Configure 7+ |

F qHT © R TG
Jgit= : 20 faee
TEENF © 9,30 °uay

q0.

19.
9.

Device Access HT https, client
authentication, captive Portal, dns,
Ping/Ping6) Select =1 Save Button
AT Click I+ |

interface |1 70X @retr Port 7T Click
e Network zone |T 91T ZONE
ar= |

Save Button Click 7 1|

FIAGHTET ATl e |

Bind wUeT |
FITHEA AT G TGH |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)

Q. ATAIE AFHN T | 9L _(Condition): Custom Zone
X AEYIF AR, ST q9r arres | Computer Lab with Internet and | Configuration

. Networking, PC or Laptop, . ErFGPI
3. Firewall dashboard Access T+ | ;":j;; ST, e ° @
¥. Configure Menu @1 Network sub ¢ e

Menu @7 Click T | e Custom Zone
4. Zones tab 7T Click 7+ | frfds @ (Task) : Configure &t
% Add Button T Click T | Custom Zone Configure T | e faerd
v, Name box T interactive naming R

e | wr(Standard): * Custom Zone
. Type AT LAN/DMZ Select T+ | e Custom zone interface =T %g;ﬁgure T

ATAYAF MR, FIH ¥ JEATES (Tools, Equipment and Materials):
Firewall Cable ( Lan or console), Laptop, Internet

AT T gragries (Safety Precautions) :
Zone interface AT bind =T interface available sTT®r g7 99 |

e




®1Y farewor (Task Analysis)

fafdse ®rt (Task) . 90 : System Certificate (License ) Configure 7+ |

FA THT @ Y "I
JgIfee : q "uar
TIRTNF © ¥ TUar

T Update 7 |

qo0. HIFTTET ARTerE e |

S S HITH FEAGHEA ILATE gt qriatee e
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATIIE SN T | e _(Condition): System Crtificate
R ATALTF SR, JURIIT qaT Computer Lab with Internet and | (License)
UHUES Febed T | Networking, PC or Laptop, Configuration
3. Firewall dashboard Access 79 | | #Ta9TF , STl qdqT o =
¥. System Menu =T administration | ¥TTE® o FHM
sub Menu A1 Click 7 | e UEH
¥. Licensing tab #T Click 7+ |
% Click Here |1 Click 1+ | fafdse @ (Task) : e System
v, continue Button AT Click T | System Crtificate (License) Crtificate
5. License T/@Y Apply Button =T Configure 1+ | (License)
Click 1+ | Configure 7=
2. Services &% (antivirus, WAF, web e System
and application filter, Gateway W\ (Standard): Crtificate
antivirus, IPS, Gateway spam) e License verified ST | (License)
side @1 Update Button =1 Click o FETIET ANTORE TEET | Configure =

ATAYAF AWR, STH T JEATES (Tools, Equipment and Materials):
Firewall Cable ( Lan or console), Laptop, License key

QAT T gragries (Safety Precautions) :

Liscence Key &t &g Key e |

Nz




®1Y farewor (Task Analysis)

fafdse #1d (Task) 7. 99 : Hosts and Services Configure 7+ |

F qHT Y U
JgIfe : q "uar
EIERIEC IR L

Q.

0.
19.

R
3.

» Type AT Network Select 7= IP
address |7 IP (172.16.0.0) @t
Subnet AT associated Network
T Save Button AT Click T |

» Type 7T IP Range Select 7= IP
address |1 172.16.1.5-
172.16.1.36 €T Save Button
a7 Click 9 |

» Type 7T IP List Select 7T List
of IP addresses #T 172.16.1.5,
172.16.1.6, 172.16.1.7,...,...
TG Save Button |T Click T+ |

IP host group tab |T Click T |

Add Button @1 Click 7 |

Name box AT interactive ¥ et

|

IP version #T Ipv4 Mark 1+ |

Select host A1 Add New item HT

Click <1 IP host &% Mark =t

Save Button T Click 7+ |

S SUN— HITH FEATRA ILYAEE Frafera aifatas J
(Steps) (Terminal Performance (Related Technical
b Objectives) Knowledge)
Q. ATAIE SN T | e (Condition): Hosts and Services
3. AEYTF AR, TR0 AT Computer Lab with Internet and | Configuration
arafes TEaT T | Networking, PC or Laptop, . ErFGPI
) ATIYTEF AR, FIHII T o ®H
3. Firewall dashboard Access I+ | AT
o HWEH
¥. System Menu T hosts and
services sub Menu AT Click 719 | e Hosts and
«. 1P host tab |1 Click 7 1| fafése @1t (Task) : Services
% Add Button = Click ¥ | Hosts and Services Configure Configure Taf
o, Name box T interactive ATH &t | | T | T faT
. IP version T lpv4 Mark 7+ | Hﬂgz 3; 4
e Hosts an
» Type ¥ IP Select T Ip (Standard) Services
address 1 IP (172.16.16.17) | oo add — Configure T+
@l Save Button AT Click T 1 | | o aneere s Fafr

BRI




3¥ MAC Host tab =T Click 7+ |

9% Add Button |1 Click 7 |

9% Name box HT interactive ATH

E |

» Type A1 MAC Address AT
Mark &1 MAC Address &1
Device & MAC Address
@l Save Button 11 Click

» Type #1 MAC List A1 Mark
T List of MAC addresses
|1 Devices g%&l MAC
Address I@r Save Button |1
Click 71 |

> FEEEEd AiTeE e |

ATAIF AR, STE T qrATES (Tools, Equipment and Materials):
Firewall Cable (Lan or console), Laptop

RE T gragres (Safety Precautions) :
e Liscence Key T dfe Key e |

IR0



&1d fazerwor (Task Analysis)

fafdse ®rt (Task) =. 9% : Authentication Configure I+ |

FT qHT Y U
JgIfe : q "uar
EIERIEC IR L

FY TRUEE
(Steps)

A~ FEGHET ILTE®
(Terminal Performance
Objectives)

qrafegq wifataes s
(Related Technical
Knowledge)

1.

3.

q%.

q0.

.

9%.

.

qe.
9z.
9r.

z0.
.
R.

EES
R¥.
R4

ATFITE TR [T |

ATTITEF AR, JTHI JAT ATHUTES
HeheTd T |

Firewall dashboard Access 71 |
Configure Menu %I Authentication
sub Menu |T Click I |

Groups tab @ Click 7 |

Add Button T Click 1+ |

Group Name box T interactive group
Name e |

=. Group Type #T normal &= |

Surfing Quota #T #Taede® option B |
Access Time HT sTaea® option = |
#% options & Default 11 Save
Button T Click 7+ |

Users tab T Click 7 |

Add Button =T Click 7+ |

User Name box HT interactive ATH
e |

Name box #T interactive AT e |
Password HT Password e |

User Type AT User AT Mark 7 |
Email #1 email 1D e |

Group HT user associate I group
B

Surfing Quota #T Y d® option B |
Access Time #T smaea® option = |
#% options 2& Default BrST Save
Button @1 Click 71+ |

One-Time Password tab AT Click 7+ |
Settings Button &1 Click I |
One-Time Password on 7 |

e (Condition):

Computer Lab with Internet
and Networking, PC or Laptop,
ATALTEF TSR, FTHTT AT
RS

fafds # (Task) :

Authentication Configure 71+ |

HHE® (Standard):

e Users T groups AT
associated WU |

o FHHMIEHA AT TG |

Authentication
Confiquration

e Authentication
Configure &t
e faqad
hed

e Authentication
Configure

fafa

ERY




3% &% options % Default 31T Apply
Button =T Click 7 |

Rs. Captive Portal tab /T Click T |

2z, Logo = Default Mark = a1 3Rt
Custom logo choose T Select 71+ |

32. Page Title box #1 Portal %1 Login
page @ Display {9 Message & |

30. 3% options % Default BT Apply
Button |1 Click T |

3. FIFHET AT T |

ATAYIF AR, FTHVT X qrATEs (Tools, Equipment and Materials):
Firewall Cable ( Lan or console), Laptop, Internet

T T gragree (Safety Precautions) :
Users &g groups AT & afg group &1 |

R



®19 fayewor (Task Analysis)

fafdse ® (Task) . 93 : WEB Flter Policy Configure = |

F qHT © R TG
Jgit= : 20 faee
TEENF © 9,30 °uay

Ao FEGHEA
S SN ST wwfq et s
: (Related Technical
(Steps) (Termlna_l Pe_rfo rmance Knowledge)
Objectives)
Q. ATIE SN T | e _(Condition): WEB Filter Policy
3 HMEYTE AR, U0 q9r Frdres | Computer Lab with Configuration
T T | Internet and Networking, o Tfrm
3. Firewall dashboard Access T | PC or I_ﬁig&’ ;EQW o FYI
¥ Project Menu #T web sub Menu 1 | g o TEH
Click 7 1 o fHuw
%. policies tab @ Click I |
% Add policy Button #T Click 71+ | A et (Task) - e WEB Filter
e, Name box #T policy I ATH e | WEB filter policy Policy
5. Add rules Button |1 Click 7 | Configure 7 | Configure gt
2. users |1 Tt Add New items HT e faad
Click T policy 73+ 9= group FET
Select T | A (Standard): * WEB Filter
jo. Activities {1 Ttz Add New items #T e Set TRE Web Policy Policy
Click =1 policy =S+ 9+ activities Implement s | Configure 7=
(website group) Select I+ | SR SN fafer
9. Action |T Ttz Block http Select I+ | N
: . TEH |
q3. status T policy @Ts on =T Save
Button #T Click 7+ |
93, HIAGHTEA Afqeg TET |

ATAAHANR, ITH T rTiee (Tools, Equipment and Materials):
Firewall Cable ( Lan or console), Laptop

AT T gragries (Safety Precautions) :

Policy aarsar filter 7 rasas website #T3 policy AT include 19 |

3




®19 fayewor (Task Analysis)

fafdse ® (Task) . 9¥ : Application Filter Policy Configure 7+ |

F qHT © R TG
Jgit= : 20 faee
TEENF © 9,30 °uay

19.

R

Block = =m&et application Mark
T action AT deny Mark T ¥ Save
Button |1 Click 71 |

FIAGHTET Aol e |

qecpall

S SUN— HIH FEATHRA IeVAe® | q¥arq qiiarasd ae
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)
Q. ATAIE SN T | e (Condition): » Application
R ATEYTE AR, IUELO qar gravies | Computer Lab with Internet Filter Policy
e T | and Networking, PC or Configuration
. Laptop, ATa9a® AT,
3 Flre_wall dashboard A(_:cesjs T ST T A o =
¥. Project Menu %1 applications sub o Uf=™
Menu =T Click T | o H
v. Application filter tab @1 Click I | GRE
pRteat . Rifdee @t (Task) : © o
. Add policy Button &1 Click I | — : e Application
o Name box 5T policy & =T 7T& | Application Filter Policy ) )
: policy Configure ¥ | Fllter_ Policy
s. Template |1 Block generally Configure
unwanted apps Select 7T Save TaT e
Button a1 Click ﬁ | | (Standard) ﬁ:—fﬁ EE{I%??
2. o1TH rule #T edit Button |1 Click _— . e Application
T add Button |1 Click T | © St Application : Filter Policy
qo. Select individual application AT POIrICy Imple;lent ! Configure
Mark I | © T fafa

ATAAHANR, ITH T rTiee (Tools, Equipment and Materials):
Firewall Cable (Lan or console), Laptop, Internet

AT T gragries (Safety Precautions) :
Policy a=rsar filter 719 =mava® application &1 policy T include 7 |

RY




w19 fayewor (Task Analysis)

fafdse ®rt (Task) =. 94 : Firewall Rule Configure I |

F qHT Y U
JgIfee : q "uar
EIERIEC IR L

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATAIE AFHN T | 9L _(Condition): Firewall rule
R TEYTF AR, STHW T AHAEE Fperw 7w | | Computer Lab with Configuration
3. Firewall dashboard Access T | Internet and Networking, o U=y
¥. Protect Menu =1 firewall sub Menu 1 Click PC or I_;i%’ ;EQW o FYI
T A o fram
v. IPv4 tab T Click T | e Firewall rule
% Add firewall rule Button #T Click T Configure
user/Network rule Click 7+ | A 1 (Task) el e
. Rule Name box #T rule & 7T\ & | Firewall rule Configure faoe #REe
5. Source &1 source zones T add New item - e Firewall rule
Click & LAN &1+ | Configure =
<. Source Networks and Devices HT ATa9d® fater
Networks ¥ Devices & | w7 (Standard):
qo. Destination and services @I Destination e Firewall rule ot
zones®T add New item Click 7¢T WAN &1+ firewall 3 rule s
99. Destination Networks |1 Any &= | filter T | -
9. Identity &1 match known users Mark =T SR S S
users or groups T add New items Click T T |
policy implement 7= smaear® users/groups
B
93. Web Malware and Content Scanning T Scan
HTTP ? Decrypt & Scan HTTPS Mark 1+ |
q¥. Advanced AT implement 19 =IesT web
policy/application control/intrusion
prevention |T & drop down AT ATa8TF
policy &1 Save Button T Click I |
QY. HIITHET ATHAG e |

ATENTF AR, SIHT T TS (Tools, Equipment and Materials):
Firewall Cable (Lan or console), Laptop, Internet

AT T gragries (Safety Precautions) :

R4

Rule sMm3ar Rule @¥m3= amaea® Zone |13 Include T |




®19 fayewor (Task Analysis)

fafdse ®rt (Task) . 9% : QoS (Traffic Shaping) Policy Configure T+ |

F qHT ¥ U
JgIfe : q "uar
STIRTNE © 3 TUar

(Steps) (Termgsjlezisgsr)mance (Re:g:]eoo\llv 'Il'eegger; ical
. ATEAF AR I | sraedr_(Condition): QoS (Traffic
R ATEAYTF AR, ITHIU T ATHAEE Fhed Computer Lab with Shapina) Policy
SCR Internet and Networking, Configuration
3. Firewall dashboard Access T+ | PC or Laptop, sraea i o U=
¥. Configure Menu & System services sub e, A o FY
Menu AT Click I+ | o HEH
¥. Traffic shaping tab ®T Click T add Button o oUW
AT Click T | ffie T (Task) :
& Name box HT rule @1 79 & | QO_S (Trafficf Shaping) e QoS (Traffic
s. policy associate #T traffic shaping rule Policy Configure T Shaping)
users/application/web catagories FaaTs Policy
TS 9eehl 21 addrs Mark 9 | Configure
=. Rule Type AT Limit Mark T | A% (Standard): Tl T
<. Upload ¥ Download limit separate 7+ sg | ° User.s/gr.oups/ feoe #XEe
Limit Upload/DownLoad Separately T appllcatlons AT QoS e QoS (Traffic
enable &1 Mark 7+ =% upload ¥ download polrlcy mﬁ'cfr 1 Shaping)
limit same T disable @ Mark 1+ | o CPIAEIEIET A Policy
qo. Priority &1 5-[Normal] Select 7+ | NEEIR Configure T
9. Limit & Limit 9= Bandwidth values feferr
I@r Save Button AT Click I |
9. Authenticiation AT TR rule T3 9+
users/groups Select <1 traffic shaping =T
TR "It gATCET Rule associate I |
3. FTAFFIEA ATHerE e |

ATIRIFIR, ITHF I IrATAEE (Tools, Equipment and Materials):
Firewall Cable (Lan or console), Laptop, Internet

AT T gragries (Safety Precautions) :
Policy a=rsar policy s9ms= user/group/application == fauz Select T4 |

%




®19 fayewor (Task Analysis)

fafdse ®rt (Task) . 99 : Port Forwarding Configure 1+ |

F qHT 3 FUA
Jgrt=® : 20 faee
STAETNF © .30 Huar

- AT~ FEFHRA ILTE® | qeaierd qiiatas qe
Te® . .
(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
Q. ATAIE AFHN T | 9L _(Condition): Port Forwarding
. AEAYTF AR, ITHU T ATHIES Computer Lab with Configuration
Fhe I | Internet and Networking, o U=y
3. Firewall Dashboard Access 7+ | PC or Laptop, ATasa® o T
. Protect Menu T firewall sub Menu &1 | #SIR, IR T4 AMfTes o Hed
Click I+ |
4. IPv4 tab T Click T | e Port
. Add firewall rule Button @1 Click T | fyfése et (Task) : forwarding
business application rule |1 Click T 1 | port Forwarding Configure Configure &t
9. Application template a1 DNAT/Full T e faae
Nat/Load Balancing Select 7 | FTET
. Rule Name =T rule %1 9\ fa= | e Port
2. Source zones @1 WAN Select 7+ | A% (Standard): forwarding
q0. Allowed Client Networks #T any Select | ¢  Port forward w5 Configure =
T remotely port & farfer
99. Destination Host/Network ®T public IP associated IP browse
wueR |P/Port Select T+ | T foey U |
3. Services T any Select T | o FEETIET WG
q3. Protected Servers |t Portforward o+ TEE |
Device #I IP Select 71 |
9%. Protected zone #T Device Connected
Zone Select T |
q4. mapped Port T Listen T Port €T
Save Button #T Click 7+ |
9%, HITHTET AT e |

ATAAHANR, ITH T JrTiee (Tools, Equipment and Materials):
Firewall Cable ( Lan, console), Laptop, Internet

AT T gragries (Safety Precautions) :
Forward <o+ Port ¥ associated IP firewall sTe reach g9+ |

3RV




®19 fayewor (Task Analysis)
& WA 3 U
Tgife : 30 fAvE
TFETRE © 9.30 "Uel
fafdse & (Task) 7. 95 : Routing Configure 7+ |

A~ FEHRA ILTE® | q¥A(ead qiraes F
FA RS ) .
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)
q.  ATAE ATARRT T | 41 _(Condition): Routing
3 ATAYTE AR, ITHr qur gradge | Computer Lab with Configuration
T G or Laptop, e~ | * T
. or Laptop, ;
3 FlreV\_/aII dashboard Acce_ss T FA, STE T AT o T
¥.  Configure Menu =T routing sub o HEH
Menu AT Click 7T |
y. Static routing tab #T Click 1 1Pv4 Routi
. g et e (Task) : * Roding
Unicast Route @7 add Button #T Routing Confiaure s | Configure &t
Click T | outing L-onmgure 2IERECEE]
%.  Destination IP/Netmask HT routing FREE
el reachable 19+ IP T e e Routing
AEE_(Standard): :
Network ID & | Network a1z e Configure 7=
. Gateway AT Next firewall/ router =7 | ° : etwork =re fater
) . , Network Access HTa! |
assigned @x ar firewall/router & )
. o FHI FHTEA ATE
Connect WT&! interface #T @l IP St |
%I Network =T IP e |
. Distanced priority number €T
Save Button @1 Click 71+ |
2. HEFEET ARTE e |

ATAAHANR, ITH T rTiee (Tools, Equipment and Materials):
Firewall Cable (Lan, console), Laptop, Internet

AT T gragries (Safety Precautions) :
Gateway d1 Next firewall/router w1 assigned @3 @t firewall/router &1 Connect 9T interface T
Tl IP % Network @ IP @l g9+ |

3Ro



®19 fayewor (Task Analysis)

fafdse ®t (Task) =. 9% : VPN Configure 7+ |

F qHT Y U
JgIfe : q "uar
EIERIEC IR L

Resources (IPv4) |1 VPN ae Access
g1 97 LAN &= |

e Firewall 5T 702 VPN access &I WM
rule add 1+ |

% IPsec policy #r @R IPsec proFiles tab @t

Click 7 |
e Add Button |1 Click 7+ |
e General Settings % Name box #T
policy &1 T+ fa= |
Allow Re-keying @1 Mark T |
Key Negotiation Tries |1 0 Set T |
Key exchange T IKEv1 Mark 7+ |
Authentication Mode |1 main mode
Mark ¥+ |
Phase 1 @ DH Group (Key Group) &t
DH Key Select 7+ |
Encryption T Authentication AT
Encryption Type ¥ Authentication
Type Select 7 |

YV VYV

A\

LAN &% Ping T |
o FHUTWEA AT
TGHT |

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
AT F SATAHT T | Fger _(Condition): VPN
HTAYTF AR, JUFT T AHAES Fbad | Computer Lab with Configuration
SCR Internet and Networking, o Uf=y
. Firewall dashboard Access 7+ | PC or Laptop, sraea i o H
. Configure Menu %1 VPN sub Menu #T S, A o WEH
Click I+ | o fHuw
SSL VPN (Remote access) &I @i SSL
VPN (Remote access) tab w1 Click T+ | fafiee @t (Task) : e VPN
e Add Button |1 Click 7+ | VPN Configure 7 | Configure
e Name box #T policy &1 a4 fae | & e
e Policy members =T policy Apply I a+ feae wree
user/group &= | LilLL (Standar.d): . e VPN
e Tunnel access %I Permitted Network * VPN estabhs'h e Configure
remote locations =T T ot

R




» Phase 2 #I Encryption ¥
Authentication AT same as phasel @1
Select T Save Button T Click T |

IPsec connections tab |1 Click I |
Add Button =T Click 7 |

Name box AT Name & |

Connection Type HT site-to-site choose
T Gateway Type |T respond only
choose T |

qo0. Encryption @ policy #T IPsec profile A1
FATCHT policy integrate I |

99. Authentication Type =1 preshared Key
Select 77T Password & |

9=. Local Gateway #1 public IP {TeT
interface choose 7+ |

93. 9% Local ID /T IPAddress choose T
local LAN IP &g Subnet |1 Network
mask choose T |

9¥. Remote Gateway %I Gateway address HT
remote station =T public IP fa= |

q4. Remote ID #T IP Address choose =T
remote LAN IP f% Subnet 5T Network
mask choose I+ |

9%. Save Button #T Click T |

qe. Firewall 9T VPN to LAN ¥ LAN to VPN
policy add 7+ |

9. HITHTET AT e |

2N 6

ATAAHANR, ITH T rardes (Tools, Equipment and Materials):
Firewall Cable (Lan or console), Laptop, Internet

AT T gragries (Safety Precautions) :
VPN encryption Key both side matching \TsT gqa+ |

330



®19 fayewor (Task Analysis)

fafdse ® (Task) . R0 : WAN Link Failover Configure I+ |

FT THA © ¥ T
JgIfee : q "uar
EIERIEC IR LA

S S A~ FEFGHRA ILTTER It yifataes F
(Steps) (Terminal Performance (Related Technical
P Objectives) Knowledge)
Q. ATAIH SN T | F9L_(Condition): WAN Link Failover
X AEYIF AR, ITEI a9t areyes | Computer Lab with Internet | Configuration
FFTT T | and Networking, PC or o U=
. Laptop, ATaede HI=T, o HY
3 Flrewall dashboard Access 7 | ST AT AT .
¥. Configure Menu &1 Network sub
4. WAN Link Manager tab w1 Click failover
T | faffs #1d (Task) : Configure &t
%. Manage = edit Button AT Click T | | WAN Link failover e fa
e, Type box #T active ==t Backup Configure 7 | FAET
define T Weight box =T weight . \f,;/i/?oNveerk
number assign I+ | -
TP . Configure =
. Failover rule Default gre | (Standard): Fafyr |
: :ﬁ\ e T3dT ISP =e Internet
Q. SaYe Button w1 Click | T=reaT Automatically
q0. HTFHTE ATAG e | AFATS AP |
o FHI FHEA AfHIE
TR |

ATAAHAR, ITHT T rTdee (Tools, Equipment and Materials):
Firewall Cable (Lan, console), Laptop, Internet

RE T gragres (Safety Precautions) :
Weight assign sl active @I weight priority 79 |

ER




®19 fayewor (Task Analysis)

fAfdse ®& (Task) 7. 9 : Configuration Backup 7+ |

& THT : Y T
JgIfee : q "uar

STIRTNE © ¥ TUar

S S HITH FEATRA ILYAEE | qeaead qiaras
(Steps) (Terminal Performance (Related Technical
Objectives) Knowledge)
Q. ATAIE AFHN T | 9L _(Condition): Configuration
R ATEYTF AR, JTHIU T ATHAES Computer Lab with Backup
THTT T | Internet and Networking, o Uf=y
3. Firewall dashboard Access T+ | PFC or Laptop, ST¥a® i o wTH
¥. System Menu @7 Backup and ’ A o WA
firmware sub Menu AT Click 7+ |
v. Backup and Restore tab =T Click 71+ | e Configuration
. Backup mode @t Backup i < kil _(TaSk) : Backup &t
local/ftp/email %= mode w1 T+ &1 €T :;nflguratlon Backup e faa
Select 719 | ! FRIET
o Backup schedule = 9T schedule e Configuration
parameter et T3 Backup Now LG (Standard):. Backup T+ fafur
Button aT Click T | e Backup Location |1
=. Backup Restore 79 Backup restore #r Cpnf|gurat|on Backup
choose File 1 Click =T backuped F'I? Store STH |
File Select ¢ Open 1+ | o FTH FEET A
2. Upload and Restore Button #1 Click T |
T
qo0. HITHTEA ATTAG e |

ATAAHANR, ITH T qrares (Tools, Equipment and Materials):
Firewall Cable (Lan, console), Laptop, Internet

AT T gragries (Safety Precautions) :

9.

Backup File sRiera e |

EEE




®19 fayewor (Task Analysis)

fafdse ®t (Task) . R : Firmware Upgrade 7+ |

F qHT Y U
JgIfe : q "uar
EIERIEC IR L

(Steps) (Termlna_l Pe_rformance (Related Technical
Objectives) Knowledge)
AT SATHHRT T | g _(Condition): Firmware Upgrade
ATILT R AT, IUBII JAT JEUES Computer Lab with Internet o Ui=H
T T | and Networking,;;lgr o« HA
. Laptop, Jma9d® , e WHEH
. Firewall dashboard Access I+ | ST AT AT
. System Menu =T Backup and «  Eirmware
firmware sub Menu #T Click T 1| Upgrade af
Firmware tab &1 Click 7 | faffs #1d (Task) : e faa
Version %I manage #T upload Firmware Upgrade 1 | W
Button Click 1 choose File @  Firmware
Click 781 firmware Select T %@?rade w
. g4t upload firmware Button #T A (Standard):
. e =T Firmware Device |7
C|If:k T | Upgrade s |
. BIUEHEIEA AHAE e | .  FEATUEE aiasd
TEHT |

ATAAHAR, ITH T rrdee (Tools, Equipment and Materials):
Firewall, Cable (Lan, console), Laptop, Internet

RE T gragres (Safety Precautions) :

Stable Firmware Version Select 71 |

EEE




gue g : YR Hgg« (General Mudule)

HIST 9 © STFeTee T

AISTd R @ G=R q40 SEaqaari 4rq

Hrgge 3 : Suwefredn fawra

HIEIA ¥ © T FHIAAT ¥ AIfsTe THTARTET (GESI)

EERS



SIS q : HATFEIRE T

THYT : 3R 99T () + O HUS (¥) = I UG

qred faaxer ;99 "rggerAr Computer Hardware and Network Technician e saeae® O+

AR T AT ATH T Gl AT H A9 T A[9gs FHEL TRTH G |

SRR EIN

e I ATIERE ToTry feare T |

® ITHT AN ATHTT TUT T |

MEIET :

Q. 9E

EIS
LA
T
AT

Q. HIH& JOITeAT

FPS oreir
MKS (SI) somreht

3. warg (FPS into MKS (SI) and vice versa) aftad T+ |

ThTS qiad
TeeeTs Afvetaey/ fafataasar age |

freIT TS ATSTHT F8e |

g9 fHevars faeedr g5 |

¥, &R [HepTe |

< (Circle)

T (Square)

rata (Rectangle)

frest (Triangle)

TR 7% (Ring)

JHAH (Trapezoid)

Fgqs (Polygon)

fafayr s (Various shapes)

Y. Araad AT

gATRR I (Cuboidal shape)
Mt @& (Circular shape)

¥ Hudy

q =udr

ERCR

¥ gqudl

¥ YUy

EELS




e THR T (Square shape)

e IST®R &% (Triangular shape)

o AR o= (Cylinder)
Trigonometry :

o U ATH /FATSA T =l feqra T
o Y I AIATHHI T¥a=d

o IA/ATH/ AIATHH! qRTg AT

@, Tfes A (Unitory method) 1 fedmer T |

. T HA T [T HeA

. AN HeA (g

o ITHUTH! afeHTo

® FHHIRH e

o  HTHIFhT TUMER T T HePpITT
o JTHUTHI T2

o HTHFH®H T

e TR gidera

o F Yiaud /A AMAgg &

o AWeS

o FI@A FFFXAH @9 (Contigency)

3 "udr

R "
q uvar
& Yudl

3%




HISIH R : WINT, =R q97 a9/ g

Subject: English Communication
Time: Theory (20 hrs)

Practical (16 hrs)

Total (36 hrs)

Course descriptions:

This course is designed for the development of English communication skills specially in speaking.
It imparts knowledge and skills in conversation, writing and email and internate modes of
communication.

Course Objectives:
On completion of this course the trainees will be able to:
e Apply Conversation and Writing Skills in different situations.
Use email and Internet for correspondences..
Use email and internate for correspondence.
Spell technical terms correctly.
Write English short paragraphs, letters and work rePorts.

Course Contents
Part A: Communicative functions/ Conversation skills 14 hrs
1. Everyday functions 2 hrs

e Greetings

Welcoming

Introducing

Thanking

Excuses/apologizing/forgiving

Role Play/Simulations

2. Everyday Activities 2 hrs
e Asking about activity

Asking about trouble/problems

Asking about health status

Telling not to interrupt/disturb

Showing enthusiasm

Role Play/Simulations

3. Requests and offers 6 hrs
e Making requests
o Offers
o Offering
o Accepting
o Declining
e Excuses
o Asking to be excused
o Excusing

EEN



4.

Permission
o Asking for permission
o Giving permission
Congratulations
Encouraging/discouraging

Sympathy
Condolence

Expressing

o Likes/dislikes
Interest/Enjoyment
Hopes/wishes

Prohibitions

Part B: Writing skills
Technical terms (Common technical terms)

Paragraph Writing
Writing letters

o Personal/social letters

o Resume/bio-data

o Applications letters

o Business letters
Writing work rePorts
Writing Instructions
Writing dialogues

Part C: Email and Internet skills

Search website
Make email 1D
Compose mail
SEnd /receive mail
Attach Files
DownLoad Files

Role Play/Simulations

Satisfactions/dissatisfactions

Role Play/Simulations

Advice/suggestions/recommendations

33c

4 hrs

16 hrs
2 hrs
2 hrs
4 hrs

4 hrs
2 hrs
2 hrs

6 hrs



fawa: ATl W@ 9

IHY : 90 TUA (A) + & "UQT (¥) = 9% "

qred A0 ¢
T HISTAH] FFILY BTeaU UUE waddh (A1 Fa SqauMIH ATLAE I AIRAT AITeAl ATIET 17
qaT or@e 1T AT TRUH |
ST
q. SYTAl ATHTHT ATEIRYT a@T Hd T |
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Subject: Life and soft skills

Time : Theory (16 hrs)
Practical (8 hrs)
Total (24 hrs)

Course descriptions:
This course is designed to help trainees to enhance employability, adoptability, lifelong learning,
social and emotional intelligence through complementing professional competences.

Course Objectives:
On completion of this course, students will be able to:
e Apply soft skills and life skills at workplace.
e Enhance employability and adoptability.
Contents:
1) Self Awareness and Empathy 3 hrs
e Meaning and Features
e Role play/Simulation

2) Self assertive and Equanimity 3 hrs
e Meaning and Features
e Role play/Simulation

3) Stress Management 3 hrs
e Meaning and Purpose
e Causes and consequences of stress;
e Stress Management techniques
e Role play/Simulation

4) Decision Making and problem solving 3 hrs
e Meaning and purpose
e Decision making process
e Steps of problem solving
e Role play/Simulation

5) Creativity 3 hrs
e Meaning and Purpose
e Technique to improve creative thinking
¢ Role play/Simulation

3¥0



6) Time Management 3 hrs
e Definition of Time management;
e Effective Time Management techniques
e Role play/Simulation

7) Leadership 6 hrs
e Meaning
e Soft skills to develop leadership:
o Good Communication
Courtesy
Flexibility
Intigrity
Interpersonal skills
Positive attitude
Professionalism
Responsibility
Team Work
o Work Ethics
e Role play/Simulation

0O O O 0O O 0O O O

Suggested Texts and References:
1. English conversation practice, GRANT TAYLOR
2. A Manual to communicative English, R. C. Poudel, K P Pustak Bhandar Dilli Bazaar,
Kathmandu.
3. WS A4, Seiaaieg qorer
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qHYT:

G 3 STRMAT faabr

(Entrepreneurship Development)

9¢ FUET (F) + R FUAT (AT) = Yo HUAT

IS CE

T GISAHT ATIETET AT TSETR TTLTOT BFHE T9 oa9dq® 99 A9 T Hugs qq7a9T

TRUERT g F9ET FOw SEeEr 9i=T, SUgT AEArdd e  @stt, AEaras G
o ¥ FmEETEE ST JEAE SEar Guw aeqes qETaer v gl

I :
o IATT ¥ SUGH HTYTLOM arg I
o SWMTEAT FE wAgRr EEwm T
o FEATHAQ =AEHATEE fE=R gomT M
o HET ATTHATAF ATSTATH THAT T
o AR AT AHe@ THI
FEE:
o IATT ¥ SUWH ATUTLOM arg I
o ITWMTAr HFETdT WA FEE I
o TEATHAQ =AEATEE fE=R o T M|
o HMT ATFHATAF ATSTATH TJAT T
o AR AT ATHE TH|
F.°. | FHEE Tt TRfas HEA (A7)
. | &AT | ST
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gug T : HEATT A [On the Job Training (OJT)]
Full Marks: 300 Practical: 12 weeks/576 Hrs.
Description:

On the Job Training (OJT) is a 3 months (12 weeks/72 working days) program that aims to provide
trainees an opportunity for meaningful career related experiences by working full time in real
organizational settings where they can practice and expand their classroom based knowledge and
skills before graduating. It will also help trainees gain a clearer sense of what they still need to learn
and provides an opportunity to build professional Networks. The trainee will be eligible for OJT only
after attending the final exam. The institute will make arrangement for OJT. The institute will inform
the CTEVT at least one month prior to the OJT placement date along with plan, schedule, the name
of the students and their corresponding OJT site.

Objectives:

The overall objective of the On the Job Training (OJT) is to make trainees familiar with firsthand
experience of the real work of world as well as to provide them an opPortunity to enhance skills.

The specific objectives of On the Job Training (OJT) are to;

e Apply knowledge and skills learnt in the classroom to actual work settings or conditions and
develop practical experience.

e Familiarize with the world of work environment.

e Work effectively with professional colleagues and share experiences of their activities and
functions

e Strengthen portfolio or resume with practical experience and projects.

e Develop professional/work culture.

e Broaden professional contacts and network.

e Develop entrepreneal skills on related occupation.

Activity:

In this program the trainees will be placed in the real work of world under the direct supervision of
related organization’s supervisors. The trainees will perform occupation related daily routine work
as per the rules and regulations of the organization.

Potential OJT Placement Sites:

The nature of work in OJT is practical and potential OJT placement site should be as follows;
e Vehicle body (Automobile) workshop
e Service centre
e Related industries
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Requirements for successful completion of On the Job Training:

For the successful completion of the OJT, the trainees should;

Submit daily attendance reCord approved by the concerned supervisor and minimum 72
working days attendance is required

Maintain daily diary with detail activities performed in OJT and submit it with supervisor’s
signature

Prepare and submit comprehensive final OJT completion rePort with attendance record and
diary

Secured minimum 60% marks in each evaluation

First and mid-term evaluation should be conducted by the institute.

After completion of 3 months OJT period, trainees will be provided with one week period to
review all the works and prepare a comprehensive final report.

Evaluation will be made according to the marks at the following evaluation scheme but first
and mid-term evaluation record will also be considered.

Complete OJT Plan:

SN Activities Duration Remarks
1 | Orientation 2 days Before OJT placement
2 | Communicate to the OJT 1 day Before OJT placement
site
3 | Actual work at the OJT site | 12 weeks/480 hours During OJT period
4 | First-term evaluation One week (for all sites) | After 2 to 3 weeks of OJT start date
5 | Mid-term evaluation One week (for all sites) | After 8 to 9 weeks of OJT start date
6 | Report to the parental 1 day After OJT placement
organization
7 | Final report preparation 5 days After OJT completion

Evaluation Scheme:

Evaluation and mark distribution are as follows:

S.N Activities Who/Responsibility | Marks
OJT evaluation (should be three evaluation in three Supervisor of OJT
1 oo : 200
months (one evaluation in every month) provider
2 | First and mid - term evaluation The training institute 100
Total 300
Note:

Trainees must secure 60 percent marks in each evaluation to pass the course. Representative
of CTEVT, Regional offices and CTEVT constituted technical schools will conduct the
monitoring & evaluation of OJT at any Time during the OJT period.
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Infrastructures and Facilities

UM FFIER EEAIX qAT Aeas wirarasw (Computer Hardware and Network Technician)
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ATAAF AR, ITH/ ANAES qIT THUNES

(RO ST gi¥TeTefier 1)
= EE T FiRad
9. | Digital/Analog Multimeter q0/3 o9
3. | Soldering Iron q0 g1
3. | Hot Gun RIG
¥. | Soldering Paste/Flux ATAYT AT ATIAR
4. | IC Extractor/Inserter ¥ I
%. | Wire Cutter R0 g
o, | Plier Set RO I1q
. | Screw Driver Set R0 2
. | Bench Power Supply (Variable VVoltage DC Adapter) |90 am=
j0. | Resistor AFITHRAT ATAR
99. | capacitor AEALTHRAT ATAR
92. | Transistors AFITHRAT ATAR
93. | Inductor and Coil AFITHRAT ATAR
1¥. | Switches AFITHRAT ATAR
9. | Fuses and fuses holder AFITHRAT ATAR
1. | Relay Switches AFITHRAT ATAR
qu. | PCB (Printed Circuit Board) R0 g9
. | Diodes AFITHRAT ATAR
92. | FET (Field Effect Transistor) ATAIIbAT ATHR
0. | SCR (Silicon Control Rectifier) ATAIIbAT ATHR
9. | SCS (Silicon Control Switch) ATFIIRAT ATHR
3R. | DIAC (Diode for alternating current) ATAIIbAT ATHR
3. | TRIAC (Triode for alternating current) AT bAT ATHR
R¥. | IGBT(Insulated Gate Bio-Polar Transistor) R0 919
4. | Soldering Wire ATIITHAT ATIAR
%. | Allen Key q0 o919
9. | Suction Pump q0 o919
3=. | Magnifying Glass LRI
2. | Logic Probe q0 g7
30. | Tweezer RO I1q
3%. | Frequency Generator R I
32. | CRO/DSO (Cathode Ray Oscilloscope) q o9
33. | Transformer q0 919
3¥. | Conductor Wire ATIITHAT ATIAR
34. | Transducer ATALIHAT ATHAR
3% | Speaker ATALHAT ATHR
30, | IC (Integrated Circuit) ATALHAT ATHR
35. | Mother boards q0 917
3. | CPU/CPU Fan q0 919
¥o. | RAM 90 g9
¥q. | Power supply (SMPS) q0 g
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¥3. | Casing q0 g1

¥3. | CD/DVD ROM q0 g1

¥, | Hard disk q0 g

¥y4. | Computer for assemble and dissemble EIC

¥%. | Twisted pair cable AEAIFRAT ATAR
¥s, | RJ45 ATAITHAT AT
¥s. | crimper q0 g1

¥<. | Cable tester Y g

vo. | Computer Set 30 979

9. | Server q 99

2. | High end Modular Router Y g

3. | Layer 2 and layer 3 switch q0 919

vy, | Firewall "I
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